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éfmﬁ) F51, MitE dell.com/regulatory_compliance. RIESEFAEE S T IbAab, tATAE R B JhAYISE
A 3L

WIRRRR T RMIHR (PR FE ) NRT MR RGEREBNRS.
CATT#ERH) kT ZRIEE. RFIREUARZIAKHE.
(HFAFM) BUTEXRRNENES, FRATNAHRARHEURZENERZGAY.

5 Dell B£4&

By &EWRZEAAL Internet 1%, BALEMELR. KHER. WA Dell 75 B R EERIKEE
2.

DeII?ﬂﬂTILWH%mu&mﬁE?—*ﬁﬂﬂﬁ . FRAMSEAERMMXUR R ARIMERES, RLRS
REERFTER XA A. BXHE. ﬁ?kii‘—*ﬁii%)ﬂﬁﬁ%llﬂ%ﬁ, &5 Dell BE4E:
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2

5 iDRACT

{&ATLUE R iDRACT BB A . MicrosoftActive Directory F§ A8k LDAP B FRY 514 % 3 iDRACT. ENINF R &FNZ/G5
F 2 root #0 calvin, BERLUERE—E RSB R FHITER.

Ky &EEeMEAERE IDRAC BIRPRA 4EE 3 iDRACT.
FH R HEIE

LI B A, Active Directory Fi A5k LDAP Fi &% % iDRACT
{# F 5 Bk % 3 IDRACT
{8 B — B SRR E 3R iDRACT

l&lZISgltFHF . Active Directory F§ Rl LDAP i R &% 5
iDRAC7?

TE{EHA Web REE 3 iDRACT Z R, 1HMH{REHELE S #5H0 Web X588 (Internet Explorer 5§ Firefox) , 3B 26l
EBEEMENRMARKA.

E4 & Active Directory AR R & AR A X/NE. FIARFRMEEIRSANE.

&% 1% Active Directory 4, #-F openLDAP. openDS. Novell eDir #1 Fedora B B R EZ T HE. AP Z
RARRIFER “<” 1 “>” FH.

EPIARHA A, Active Directory Fj P2k LDAP Fi P 514 % 5% iDRACT:

6.

FTFF S H5AY Web 5588 .

EMUEFEE A, I https://[iDRAC7-IP-address], AfFik Enter .

% HE WREEMBIAHTTPS i A5 (5RO 443) , IEMIN: https://[iDRAC7-IP-address] :
[port-number], HH, [iDRAC7-IP-address] =& iDRAC7 IPv4 B IPv6 fthilt, [port-number]
= HTTPS iz O S

PR < 2R Login (BH) THE-

JFARMAS:

- £ Username (FAF#&) #A Password (FR3) FEH, #ANERYIDRACT R &FHE/L.

- M Domain (i) ThiZ&r, &% ThisiDRAC (it iDRAC) .
%+F Active Directory FH 7, i57E Username (FIF4&) #0 Password (L) & i\ Active Directory
FPaMZEE. MRECEEEEA1EARPEN—E5, HMNTH3E Fi%#E This iDRAC (1t iDRAC) .
APZMERATA: <dE>\<ARE>. <fE><APE> 3 <AP>ecids>.
f51an, dell.com\john_doe 5% JOHN_DOE@DELL.COM.
MRAER AR ATIEES, BM Domain (38) TH3KHHiEF Active Directory 1.
% F LDAP Fi A, i57E Username (FAF4) #1Password (TFFE) FE: i LDAP P& FN%55. LDAP
ERFAEEEEZ. EZOAERT, ThKEHSIEE ThisiDRAC (It iDRAC) .
B Submit (12%) . BFiSERAERIA PABRE R iDRACT.

EES 33
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o & F P i R F0EUR
Ao B X F789 Web 3155 28

[EHE8E+% 3 iDRACT

IEATLUME A5 8+ % 5 iDRACT. EEEFIRMWNEWRIE (TFA), ZIEEAI MW ER 2 14:
MITRE REFIR T
MRS (FIINERRIEL PIN)
AR FERSEREEF PIN IIEHER.
i
FEHREfEEEN A %% iDRACT
{E A EEE1E4 Active Directory i FA %5 iDRACT

EREaEFEAAM A %R iDRACT

ERAEEFIEAXMBRAERZAE, BHR:

¥ H P& s FIEBAEEAIAENA (CA) IEH _E 2 iDRACT
EREEFER.

iDRACT Web AESBEEAERAEHFHAREREEFERRT.
Q HiE RENERIGENAR, EF—RERINGER, BRFETHHREEEFIZFES ActiveX 7.
{ERE s F{EA A A A% F iDRACT:

1. {ER%Enttps: // [IP Huhk] 518 iDRACT Web 5EE .
1% T 7~ iDRACT Login (BF) TUH, RTENEEE
EiF MBEBIAHTTPS in OS5 (im0 443) BEM, BAN: https://[IP Hulk): w5 He,
(1P #hik] 2 iDRACT B IP bt (3% %] 2 HTTPS is 0 S.
2. BEEFBNEFRPHFET Login (BR) .
B ERMASEEE PIN BRI, TEZM.
3. MAKRHERE-FF P RYE REF PIN 53,
& 8% % iDRACT.
E4 #iE @ RERE M Enable CRL check for Smart Card Logon (/3FI& 885 R CRLIGE) IhaLHIA
R A, WIiDRACTI S22 T CRLIFEE CRLELXAAIEH . WMRIEHE CRLHFIH A E RiHk
CRLEFRLEFERIETEH, MEREK.

LS 2
BASZRHEEEER
AR FE S iDRACT B &R

{E & 8E-E{EH Active Directory F§ A% 3 iDRACT

LIR{E S REF1EH Active Directory A P& R a1, 1EHR:

BRZIFERIAENH (CA) IEHE GAEMNAZEZ R Active Directory IEH) L2k FI iDRACT.
+ EcE DNS AR55#8.
28 Active Directory &%,
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EREREER.
E({FHE #ek1EH Active Directory F§ A% = iDRACT:

1. {EB$EE https://[IP address] &% iDRACT.

iDRAC7 Login (B3%) IEETRHR, IBTIEAEEE

% i MRBIABHTTPS i OS5 GmO 443) THE, #N: https://[IP address]: [port

number], HH [IP address] = iDRAC7 IP i, T [port number] £ HTTPSi®OS.

2. HWAEEEFRIFEE Login BR) .

BERPINBHEO.
3. MIAPIN, FrE Submit ($B3%) -

IB{E{E A /Y Active Directory E3#EE K2 T iDRACT.

Eq &
R Active Directory REEZEREFRAA, MAFEMA Active Directory %53,

xR
BASZREGEFER
73 Active Directory F§ A Bt & iDRACT E gE £ % F

{s£ F 82 —%& X K& 3 iDRACT

BRB—%FX(SS0) 5, EBrATLIEEE R iDRACT MAFMANEZAE A AEIEERE (GlnAREFEE) .
KR
73 Active Directory F§ A Eit & iDRAC7 SSO &R

{3 iDRAC7 Web SR EIE 3% iDRAC7 SSO

£ 8 —%RIREE R iDRACT ZHT, 1FMIR:

1% 2 £ B 31AY Active Directory APk P& R RS
B —TRIRIALE Active Directory BB H 2 BB A.
f# F3 Web 5% 3% iDRACT:

1. {#FAZ Active Directory i [ & 5 Management Station .
2. TEWebiazEsh, A https://[FQDN Hihk]

ﬁ FHiE: MRBIAHTIPS i OS (30 443) BFE, #A: https://[FODN Hubk): (305 H
i, [FoDN Hilik] 2 iDRAC7 FQDN (iDRAC7dnsname.domain. name) M [¥i 151 2 HTTPS ig 0=,

Ky & mREM 1P it A2 FADN, SSO RBkiK.
iDRACT {15 LB Rz B9 Microsoft Active Directory #PRE 5%, {3 1%i@ 3138 3 Active Directory i P & R BT 7E
BRIERFEHEFHER.

{% F iDRAC7 Web 5EE% % iDRAC7 SSO

i#it SSO LgE, #EE LA CMC Web FRE /S5 iDRACT Web 5 E. CMC A A M CMC 55 iDRACT BtE %A CMC
PR, 3R CMC F#F7Ei% A P ik A M iDRAC 7778, WA AR M CMC /231 iDRACT.
40SREEF IDRACT F4% LAN (LAN Enabled =No (LANEBREM =% ) , M SSO RAJ M.
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WMRARS|/EMHFEFEIT, iDRACT IP Mtk % 4 24k, 3 iDRACT Mg &R FF7EIRE, /530 iDRACT BYiE
I7E CMC Web R E K TIR

BXEFEMISE, 1557 support.dell.com/manuals LIR1EE (H G E B #IZEH FHER) -

{% F &2 RACADM 35 5] iDRAC7

& AT LAE@ 3 RACADM 2 FA#2 18 it #2 RACADM 177 [a] iDRACT7.
BXREFEMIER, 1ES 1 support.dell.com/manuals iR #EEY (2Z/F F IDRACT 71 CMC B89 RACADM #1553 ) .
#NER Management Station ;%4515 iDRAC7 &89 SSLiF B 7h 8 KB EB fFhE P, &S 1T RACADM S RHE R
TELER. B2, ZWSRIIT.
#%E: iDRACT iES /2 iDRACT £ 1%45 RACADM Z R iR LUEI R & SIERIES . WWIEHiRid CA REHHBE
#. EE—1ERT, %R Management Station L3525 CA & &M, HIEEFRES

HXEEE
I&4F CA 3E$ LAZE Linux 15 2 RACADM

IS CA iE3 LAFE Linux L {$FHi%#E RACADM

TEIE{TITIE RACADM & Z 51, WIEA TR L®(EH CAIES.
0 F{F 32 RACADM BYEH -

1. 1% DER X ANER & A PEM 48X ({EF openssl ®$TITE)

openssl x509 -inform pem -in [yourdownloadedderformatcert.crt] -outform pem
-out [outcertfileinpemformat.pem] - text

2. 7£ Management Station E &= EkIA CAIEB BRIGIE . 5140, XFF RHELS (6414) , iZE&1ER /etc/pkiftls/
cert.pem.

3. 1% PEM 183\ AY CA SEHMinZ) Management Station CA iES .
5lan, 1A cat fird: - cat testcacert.pem >> cert.pem

4, HRRARSEEIEPIFFE %R IDRACT.

{$ FA A< 1t2 RACADM 35 ia] iDRAC7

B x{EAZAH RACADM if7(a] iDRACT B{5 2, 15217 support.dell.com/manuals LI21{tRY (:EFF iDRAC7 #1 CMC
B9 RACADM s S {75 E5/E) -

{& FH &4 RACADM ij5ia] iDRAC7

BRI LUE R SSH 8% Telnet SR ij7 i8] iDRACT Hiz1TE 4 RACADM % . BXIFEMIER, 15217 support.dell.com/
manuals ti21HT (&M F iDRACT # CMC 69 RACADM 752 ﬁ*%faf‘i))

{8 SMCLP i7ia] iDRAC7

L 1&{E M Telnet i SSH & % iDRACT Bf, SMCLP BEVIAMIMLSITIRTH . AXELRER, HSH _(EH
SMCLP) .
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{E A/ LB AL U 5 iDRACT

IEATLL@ IS SSH & 5% iDRACT (REIAERD) . IS LUE E—B) RACADM S {EA M SITSHIRIE

BREF. AT ZSEEGSTHNER, EiZa$iTEIATAH 52 RACADM 21,
fign:

BR:

ssh username@<iE>

=

ssh username@<IP_address>

He, 1P address 7= iDRACT B9 IP Hidit.

%% RACADM %%

ssh username@<domain> racadm getversion

ssh username@<domain> racadm getsel

R HEE
Xt SSH i f 23 2L 5 $A 56 IF

% 4~ iDRACT &i&

TRIBEE T AIREE A BT R EAIZ 4 IDRACT S1ERIFIFR .
%.6: 2/ iDRACT &i%

| SSH |y

RE SIEH

iDRAC7 Web R 4

iTF2 RACADM 4

&+ RACADM / SMCLP SSH-2
Telnet -2
BT
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% E T % Z YN Management Station

E({FF iDRACT HITH N R KSR, BB E iDRACT BIZF2iA B NEE, I E Management Station FN= & &
%, FHBEEXIFR Web FI5525.

Ky &EXMTIRXMERH, BENHEHRRE CMC /0 HIR, FENTREMERELIRRZINER.
FH R HEE

1% & iDRACT IP it
WEZTERY

[E1;% iDRACT El4%

1% & Management Station
B E 7 3509 Web | 55 2

& iDRACT IP it

B FURE B M EERRMREEMAMEIRE, LUGH5 iDRACT ZBIMEE. BRILMERITREH
iDRAC iR E~HEF
Lifecycle Controller (i5&(5 (Lifecycle Controller J§ F#5 &) )
* Dell Deployment Toolkit (iE5 % (Dell Deployment Toolkit 75 ) )

H#E5AR S = LCD ER GESRRSKR (BBHAFFMH) D
ZFEMFNRREE, REAECMC R ELE, EAGFERYHEN LCD mREEMERE.
LEMABEBER, BREEFERAIFE LCD mREHEE iDRACT.

CMC Web RE (51 (Dell Chassis Management Controller [E14/H F1#5/) )

SFHZBRXFEXAREES, EBRILUKE P Hutik, =¢fE A EIARY iDRACT IP Hiitk 192.168.0.120 SR EL & #1358 M 45 1%
&, f14% iDRACT &3 DHCP =347 IP.

WFIRRSSE, BINERTSZH iDRACT MER@E.

L1RBLE T iDRACT IP ittt = /5 -

iR AR E IDRACT IP 1t Z |5 2 EE U P & FIZFE,
BEUTEEREEAEE:
- {FAS N (Internet Explorer % Firefox) B9 iDRAC7 Web RE
- Secure Shell (SSH) — Z=Z 40 Windows _EBY PuTTY 3X#ERIZ P . ZHATERT, SSHEATAEF X%
# Linux 2%, Bt TEZPin.
- Telnet (HFERINBERTEWMEZR, BtvSEBATE)
- IPMITool ({£F8 IPMI 7<) 3¢ Shell 8 SR TFF (7£ Windows 3¢ Linux FEHE Dell FEH R
F, AU (FREEFE X T A) DVD £k support.dell.com 3£15)

X
{# 8 iDRAC 1% & 2\ FI 125 1% & iDRAC IP
£ CMC Web R H 1% & iDRACT IP
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BHBHMEK]

{5 iDRAC i &~ F#2F1% & iDRAC IP
EigE iDRACT IP Hutit:

FIAZERSL.
FALEN (POST) #AiE 2 <F2>.
7£ System Setup Main Menu (R EEKE) TIHE, B iDRAC Settings (iDRACIRE) -
FERN % & 7% iDRAC Settings (iDRAC&E) T1HE .
4. B Network (FIZg) .
RIS B 7~ Network (I4%) Tim.
5 BEUTKE:
- Network Settings (MI4Ri&E)
- BERRE
- IPV4igE
- IPv6iZE
- IPMI&&
- VLAN &
6. [@2] System Setup Main Menu (RGEIGEE3KH) TWEFF S Finish (GBR) -
MEERISREFERESEFHIS.

LEES 2
Network Settings (M4&i% &)
ERRE
IPv4 & &
IPv6 & &
IPMI i &
VLAN & &

Network Settings (%KigEE)
EREMNKIRE:
By &L BXBERNES, ESW (DRAC REL/FEFBHIFE) -

1. 7 EnableNIC (JEANIC) T, 1%# Enabled (BF) i£IN.
2. IRIEMLKZEZ, M NIC Selection (NICiE#E) THiZsHEd, EEUTHOZ—:
- Dedicated (£F) — BHEiEFE1EE, LUEH Remote Access Controller (RAC) L F] B & F 4%

AH. ZRACSENRERGHESZ, HFEEERERAE—NAMMHWIBMLE, FEATLUEH
MNEREFRERSBELE.
ZIEE R E IDRAC B9E M Kin S B HRE MRS E5RY LOM =i NIC i 043 B H SR B midt 1T B%
H. NEEWEREFEFK, Dedicated (EM) EMATFNS HELA EH LOM 5 NIC 3% O &Y IP
ol BT fE ROFE RIS AR RS F M A, 79 iDRAC 4>BC IP ik,

&iE: %k R s F7E 2 A iDRACT Enterprise iFAIIERIN ZERBUEER ARG L. MTFNRERESE, ©E
ZANBERTENAT .

- LOM1
- LOM2
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- LOM3
- LOM4

Q i M TFHIEAFERNRS S, RIBRESEES, aERSIRMEM LOM EBERE PRy fm i
(LOM1 #A LOM2) . JIFRBRE &5~ {EF LOM 34T iDRACT 1B15.

3. M Failover Network (#FEs%fMeE) THISKAH, EEHK LOM hry—1. MRMEREHE, REH
BT R W BT -

Eq &t tRIGFE NIC Selection (NIC #E#E) THISREHi%#E T Dedicated (¥ , MIZIETFLIR.
f5lan, ZE#E LOM1 &(FERTiEE LOM2 BEE iDRACT M4EiiE, MIT NIC Selection (NIC i#&#E) i£#F LOM1, 33
Failover Network (BIPEFFEMLE) 1£1F LOM2,

4. R IDRACT XM BFNEEWN THENFIMELEE, N7 Auto Negotiation (HEIHE) T, i£#F On (3T
) . ZEDINATERER. REH, iDRACT SiRIEMLEIRE IS M LR E R EH 10, 100 5 1000
Mbps.

5. 7£ Network Speed (FIZZIRE) T, 3£ 10 Mbps 3¢ 100 Mbps.

&HiE BTEF NIEMKEEIRE K 1000 Mbps. R 7 /S A Auto Negotiation (B Z1HHE) EAIERL
T, ZERA T,

6. £ Duplex Mode (I #ER) T, i%#% Half Duplex (XTI = Full Duplex (£WI) £ .
K4 & mR1EEMA Auto Negotiation (HIHED , HIETER-

ELiRE

R ML ERLLEHE DNS AR 38, 157 DNS ESEM iDRACT. XERSRINAEMAISIREER, HIMBEFERS
(Active Directory ¢ LDAP) . B—ERMNEEFESRINAE.

;¥ iDRACT:

1. /2 F Register DRAC on DNS ([5) DNS i # DRAC) .

2. %)\ DNS DRAC Name (DNS DRAC &#R) .

3. i%#% Auto Config Domain Name (BB &S %) Bz DHCP 38EUE & . &N, 324 DNS Domain Name

(DNS &) -
IPv4 & &
B E IPv4 i E:

1. £ Enable IPv4 (J3F IPv4) Ti%#Z Enabled (B 1%EIN.

2. £ Enable DHCP (J3F§ DHCP) T iZ#% Enabled (J3F) &I, LA{E DHCP §E54% IP btk PIKFAF M EED
Bzh4 B4 iDRACT. &N, i%£#F Disabled (B2HA) FHiMNUTZHAYE:
- IP btk
- Mx
- T

3. =¥, B Use DHCP to obtain DNS server address ({#F DHCP 3XHY DNS #iit) , LA{E DHCP ARS8 A1 43
fii Preferred DNS Server (g% DNS PR558%) #0 Alternate DNS Server (& Fi DNS BR%E28) . &N, A
Preferred DNS Server (gyi% DNS BE%%2%) #0 Alternate DNS Server (& A3 DNS JR%8%) Y IP fhilt.

IPv6 & &
g, ETEMRERE, ERLUER IPv6 ik #il.
BLE IPv6 iR E:
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1. £ Enable IPv6 (3 IPv6) Ti%#Z¥ Enabled (B 1%EIN.

2. XF DHCPv6 BR$S8S, E4% IP ik, W<F0TMIEFIE 314 BL48 iDRACT, 7 Enable Autoconfiguration (/3
FEZEE) Ti%# Enabled VR £W. WMREBH, BERAHSE. BN, SET—PLUFERES
IP btk FO & .

7E IP Address 1 C(IP 3tbiik 1) #Edh, #AERTS IPv6 k.
£ Prefix Length (RIERICE) 1EH, A 02128 Z BA9{E.
7€ Gateway (FI2) #EH, MM Kb,

4R FH DHCP, /2 Use DHCPv6 to obtain DNS Server addresses ({F] DHCPv6 $:HY DNS AR &5 28 tik) M
DHCPv6 AR %% 853K BX = DNS AR 85 F0x DNS AR5 25 ihiit .

7. =(#, /B Use DHCP to obtain DNS server address ({$F3 DHCP 3kEY DNS AR 53 88tthit) , LU{E DHCPv6 AR %%
2RI BL Preferred DNS Server (&i% DNS AR$58%8) #0 Alternate DNS Server (% FJ DNS fE558%) - &1,
7t Preferred DNS Server (3% DNS AR%588) #0 Alternate DNS Server (#&FJ DNS E5588) Ehi@A IP b
1| 11|
- 7£ Preferred DNS Server (Eyik DNS BR%88) 1E, HNERZS DNS AR ES IPv6 ik,
- £ Alternate DNS Server (& DNS BR&58%) &, MINFRSEH DNS BRESES.

IPMI & &
BF IPMIi&E:

o o Aw

1. £ Enable IPMI Over LAN (/3F LAN L IPMI) T, i%#¥ Enabled (BF) .

2. 7£ Channel Privilege Limit ({5iE#UFRPR%I) T, 1%£#% Administrator (ZIE51) . Operator (3R{E5) =X User
(AP .

3. 7£ Encryption Key (INEHEA) 1EH, MAKNKA 08 40 MHA#HHFH (REEMEAFEH) HMEE
. BAMEAZE.

VLAN & &
A% iDRACT BLE % VLAN EAtZ2fyh, EEE VLAN & E:

1. 7t Enable VLANID (J3F VLANID) T, i%&#% Enabled (B2EH) -
2. 7EVLANID {25, MIAN—NEHAEF (M 12]4094) .
3. 7E Priority (fR5EZR) #Eh, HWA—NET 03 7 Z [BIEIEF IR E VLAN ID B9 %R

5§ CMC Web 5 mis & iDRAC7 IP

ZE{FEF CMC Web 5 T1&E iDRACT IP bt :
Q T LAEBHEREEIE RBRA GEM CMC 1% & iDRACT MFIRE .

1. %E3XEF CMCWeb £,
2. % Z Server Overview (BR&33#EYE) — Setup (&) — iDRAC.
FEEN< & 7~ Deploy iDRAC (&R iDRAC) T1M.

3. 7£ iDRAC Network Settings (iDRAC MI4&iZE) , 1RIFEZEKiZ$E Enable LAN (JBF LAN) IR HihMigS
B. BXREMEE, BB (CMCBEHIZE)) .

4 BEREBETETEINERRESHBHEMMLILE, B ZE Server Overview (FRSERHIN) — <AREBATR>.
FERN< &7~ Server Status (BRZSRKAS) TE.

5.  H i LaunchiDRAC (j/3®hiDRAC) 3%: = Overview (#f¥5) — iDRAC Settings (iDRAC i%¥E) — Network
(M

6. 7E Network (M%&) TNEYF, EETIIRE:
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- Network Settings (M8 &)
- BREgE
- IPVAIEE
- IPV6IZRE
- IPMI&E&
- VLANiZ&

By &EAXEAIER, ES (DRACT EA#EED) .

7. EREMKEE, F8E Apply (D) .
BXEFEMISE, 1557 support.dell.com/manuals LIR1EE (HiFE B #IZEH FHERE) -

ERB#hE#R

B ERIE R RENRSRZENERAERERSEBMITEEIBISHE. L ERS5 DRACT RER
EXHEERFAER, UWESHARRENRSE, FANEEZHEEEZRESE. FXRENEENFAGEE,
&% % support.dell.com/manuals _t1214tH9 (Lifecycle Controller Remote Services FH 75 )
BHENEX AL EE57 IP £/, DHCP. DNS AR5 22k ERIAAY DNS EHl BRI EX A EREEE. W DNS B4

E, W DNSHEBRERSRE IPHALFEDHCPIRE. MREBMREECIEE, WHEPHTEL, FHitk DHCP F1
DNS #fARFE.

MR HEMNRZELARABHAEMNERIGE NWSEAMANEERKA (AP&A4 root, %5324 calvin) .
BERBEHhERZH, BERAZALEERKA.

& ETLA{E A iDRACT & &/~ T2 s {# A Lifecycle Controller 2 B 5h&E4k. B X{EM Lifecycle Controller BJiFE4A
52, 1528 support.dell.com/manuals _E12Ht8Y (Lifecycle Controller B F#5E)

£/ iDRAC IRE~HREFER B &K

1. IAZERS.

2. EFVBWRIEIED, R <F2>, AS% Z iDRAC Settings (iDRAC i&E) — Remote Enablement GEFZ/S
A .

1% & 7~ iDRAC Settings Remote Enablement (iDRAC i&EZi2/EZH) TE.
3. BHamhERk, WARERSEE P, SAF 8L Back GRED .

% HFE TR ERSE IP 2ANER. MREFRE, I1§EFH DHCP = DNS EHITERK (FT1H)
4. B Network (FLR) .

1% & 7~ iDRAC Settings Network (iDRAC i&EM4%) TiM.

JBH NIC.

B A IPv4,

B & AHERTEE P
7. 53 DHCP 3+ DHCP 3REXi3# . DNS ARS5 sttt #1 DNS & .
B &0 nRRERSSE P (F35) DIRE, WETSRTHEN.

% & Management Station

Management Station 72 Fi/7/a] iDRACT R AT EN, FTFiZiEMiEFEIE PowerEdge FRSSEE.
¥ % E Management Station:

1. REIHMNIMERLE. EXIFARER, BSHBERXH.
2. ZEFNEE 4HH Web iH55 88 (Internet Explorer 8% Firefox) .
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3. RERIM Java Runtlme Environment (JRE) (@NSR{EA Java LR A Ria1EH Web X 5T 2889
iDRAC7, MIEE

4. I Dell Systems Management Tools and Documentation DVD B9 SYSMGMT 3Z 4 3k %2255t #2 RACADM #0
VMCLI, &N, #=IBELIAARIETT DVD LAY Setup LA%&245imi2 RACADM FAE fth OpenManage 5. BX
RACADM BIEMIE R, 15517 support.dell.com/manuals L2 (:Z//F F iDRACT #1 CMC B9 RACADM @3 %

SEEF) .

5. IRFEBEKRZETIIEM:

- Telnet

- SSH &P

- TFTP

- Dell OpenManage Essentials

EES 323

LEEFN{EH VMCLI 22 IZFF
B & % 5AY Web X 5528

#2718 iDRACT

A Management Station 3E#2 /78] iDRAC7 Web 52T, &#5f% Management Station 55 iDRACT L F Rl—M & H .
fian.

*  J1F R BR588 — Management Station #4415 CMC AL FR—M & H, HXKF CMC MK 5% E RFEMER
BHIEMES, 1555 supportdell.com/manuals 121t H (HIAEE L HZEFAHEZ) .

o MZRANEXBRSSEE s — 15 iDRACT NIC i E 77 LOM1 F#{R Management Station 5 iDRAC7 i F R —M &

o

% 3 R R %A 2] iDRACT Enterprise, T AT4% iDRACT NIC i& & 4 Dedicated (£ F) .

ZE M) Management Station 7 [8] & ARG HIIEHI &, 1Fi8id iDRACT7 Web FE{# A Virtual Console.

Bz
BIEIET &
Network Settings (P4&i1& &)

REXERY

WMRIREZIEITAM RACADM S AR LR BB RS, 1EM Dell Systems Management Tools and
Documentation DVD 2235 LA T 4R -

+ 7Kith RACADM
» Server Administrator

X F Server Administrator BJi£4M15 2, 15217 support.dell.com/manuals L3248 (Dell OpenManage Server
Administrator /5 F5E) .

EES 33
15 B4 A 2 7 B3 i R 3% B

A ERRKPIRE

% E iDRACT IP bt /7, #EFTLUZ £ iDRAC IREBEARRFEUAMER AWK RE (BIAF 2D . BT
It HRAE -
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1. 7£iDRAC&E/AFTEFH, %2 User Configuration (AP EE)
FEEN 44T FF iDRAC Settings User Configuration (iDRAC IREFRFEE) THE.

2. #E7E Username (FAP4Z) . LAN User Privileges (LAN F§ A4XBR) . Serial Port User Privileges (E24Tik C1F
F#FR) 0 Password (EFAD) .

BXZRMMIER, BSR IDRAC R ELNFFEF B A,

3. {kxE - Back (GR[E) . Finish (52) #1Yes (&) .
A EIE Rk A% B RN & ST

RERERGMNE

fEATLUE R IDRACT Web TSR iDRAC iR /A FIIZFFIR R BUR L b 28 RAMRLE I AIER.
&M Web REREZERGUE

BIEERGIEEAEL.

1. 7£iDRAC7 Web REH, %= Overview (#t%) — Server (BR%588) — Properties (JB1$) — Details (i¥
MWED) -
R&ED & T System Details (BRZEMER) TTH.

2. 7£ System Location (R&EE) T, MALEH LHZERFNMLEFARER.
BERBEMWMIER, BB (IDRACT BEHI#E) -

3. HiEApply (RIF) . AFEAEFME2ANRFEI iDRACT H.
{#F RACADM & EZ E RGN E
BRERSFMEBIFMES, BFH system.Location XS . HXiFMESR, 15S 15 support.dell.com/
manuals L3218 (:EHF iDRACT #I CMC B9 RACADM iy 175457 ) .
{EH IDRACIEENAEFRESTERZME
EIEERSMNEIEMAES:
1. 7E£iDRACRELFTEFT, %= System Location (REIHIE) .
FEEN< & 7~ iDRAC Settings System Location (iDRAC IZRBRESHIE) -

2. WAHEROCHZERGMMEFARES. AXZEDIFRER, BSR (DRAC RELFEFBENT
£1) .

3. {k&EF Back GR[ED . Finish (5ER) #nYes (&) .
ZEMHE BRI SIRTE.
ik RG M REFNTh E R HFE
BT LUER DRAC IR E N AREFMUZERZRERE, RERSHREEMANGEIRE. ERITIHIRIE:
1. 7£iDRACRE/AFRIEFH, %#ZE Thermal (fi#) .
REEN < 27 iDRAC Settings Thermal (iDRAC i&EM ) TIHE-.

2. EERE. BPERFRKERE.
BXRIEMER, BB (IDRAC REBHI#E)) -

3. B Back (E—%) , HFEFinish (R . ARFEE Yes (B) .
MG ERN R E TR
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fio & S #FRY Web 31532

o0 SR T IR AR %% 2835353 Internet B9 Management Station 3% iDRAC7 Web RE, M iECE Web 31
R LLNIZBR 55 2577 14] Internet.
E. & Internet Explorer Web 3 3588

1. 7EWebX%2&d, 4% Tools (TH) — Internet Options (Internet #EIH) — Security (24£) — Local
Network (Zihp4E) .

2. Eif Custom Level (BAENRE]) , 1%£3% Medium-Low () , A[E %D Reset (FE) . 3 0K (#
E) Faik. 2 Custom Level (HENXER) FTFILFHEIE.

3. ETERHMEIFRE ActiveX IEHFIHEHIIER S, FREUTEIN:
% #&iE: Medium-Low (H-{K) RESHANZE, BEIAWM IERATE.,

Automatic prompting for ActiveX controls (ActiveX 4B #1187~) : Enable (BF)
Binary and script behaviors ( Zi#$I|FABIAITH) : Enable (B
Download signed ActiveX controls ( T#E & &1 ActiveX =) : Prompt (327/R)

Initialize and script ActiveX controls not marked as safe (¥} RFRICH AT R LMITHIZET ActiveX $=447
WAL FHITHIZA) : Prompt (327R)

Run ActiveX controls and plug-ins (GZ1T ActiveX ¥=4-F13E4) : Enable (B

Script ActiveX controls marked safe for scripting (F#R1CH AR EHITHIZHY ActiveX IZ 4 ITHI
Z) : Enable (B

1£ Downloads (F#{) T:

Automatic prompting for file downloads (X TE BB FIETR) : Enable (B
File download (3Z#FT%) : Enable (FR)
Fontdownload (FF{AT#) : Enable (BF)

1£ Miscellaneous (Hfh) T:

Allow META-REFRESH (4t META REFRESH) : Enable (JFR)

Allow scripting of Internet Explorer Web browser control ( 5214 Internet Explorer [ 573 b2 28 2544 B R
Z) : Enable (BRD

Allow script-initiated windows without size or position constraints (S&iFHMAFIEKHELD, T2 X
INFOLEPRE]) : Enable (BRD

Do not prompt for client certificate selection when no certificates or only one certificate exists: G&BEIEH
FRE—NEP R RARRIAEZ FuRIESR) : Enable (BRD
Launching programs and files in an IFRAME (£ IFRAME s /2 #1328 FFF032#) : Enable (BRD)

Open files based on content, not file extension (BEFRBITHXHE, MARETXHIRR)
Enable (R

Software channel permissions (ZX&3TERPR) : Low safety (24K - 1K)
Submit non-encrypted form data (3R3ZIEMEREEIE) : Enable (BAD
Use Pop-up Blocker (&R K& OPEIEFERF) : Disable (ZF)D

£ Scripting (BIZ&) T

Active scripting GEENBIZA) : Enable (BRD
Allow paste operations via script ( f21F@IBIAHITHMGIRIE) : Enable (B
Scripting of Java applets (Java /NEFFBIZA) : Enable (B

4. % ZETools (THE) — InternetOptions (Interneti%IX) — Advanced (%) .

36



5. £ Browsing (¥I3%) T
- Always send URLs as UTF-8 (22Kl UTF-8 43% URL) : ik#
- Disable script debugging (Internet Explorer) (ZBIZFR (Internet Explorer)) : &
- Disable script debugging: (Other) (ZRBAERX (HEM) ) . &
- Display a notification about every script error (ERENHAEIRAEN) : B%
- Enable Install On demand (Other) (JEFRBENERLEE (Hi) ) . @&
- Enable page transitions (FARTIEEEH) « %E&
- Enable third-party browser extensions (BREE=ARRETE) : %&
- Reuse windows for launching shortcuts (B XERE ORBREFEAR) : B
7£ HTTP 1.1 settings (HTTP 1.1{&E&) T:
- UseHTTP 1.1 (fEM HTTP1.1) : &
- Use HTTP 1.1 through proxy connections CGEIFAIREFEER HTTP 1.1 : &
7£ Java (Sun) T:
- UseJRE1.6x_yz ({EM JRE16x_yz) : & (FTiE; REAAEERRED)
7£ Multimedia (& #E&) T:
- Enable automatic image resizing (/2R B ZEGX/NFE) : Eh
- Play animations in Web pages GEMM IR aIzhE) : %
- Playvideos in Web pages GERMIM T RIS : &
- Show pictures (EREF) : ik
1£ Security (2£) T
- Check for publishers' certificate revocation (FMeEXITHIIERE2ERE) : FHH
- Check for signatures on downloaded programs (#& & T HEFHER) : B
- Check for signatures on downloaded programs (&&= T EHMEFHNER) : &F
- Use SSL2.0 (fEF SSL2.0) : ke
- UseSSL3.0 (f£EM SSL3.0) : ik
- UseTLS1.0 ((FATLS1.0) : &M
- Warn about invalid site certificates (T3t SIiEB A HER) : ®&
- Warn if changing between secure and not secure mode (ER£FIEL £HER 2 BEEHRET & HEE
&) : %k
- Warn if forms submittal is being redirected (EE X MR B L HEL) . %
T B2ERZRE, BUEBTHRIERER. flw, MREHEE#RHEED, NERS iDRACT Web 57
HEABE T A IEE T1E.
6. i Apply (BIF) , #AR®BT 0K (FERE) -
7. EHi Connections (JEIE) EIE.
8. 7£ Local Area Network (LAN) settings (/535 (LAN) i F) T, i LAN Settings (FigMIE) .
9. RiEAHT Use a proxy server ({FF{XIEARSSES) #E, NIi%k4E Bypass proxy server for local addresses (3F
At R ERKERS ) 1E.
10. 2 0K (FARE) MR,
. XKAHBEFHEHMAEE, HIRETEELEEHL.
FRHEE
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EEH Web F AL AR A
4% iDRACT iR inE| Z g5 & F
M Firefox PAYEZ BTN EE

4% iDRACT &I Z {18 515=

L 4%if5ia] iDRACT Web RERT, tNRZF{5HEFIFEPi%H iDRACT IP #illt, RZKSIERIEEZMURNEIZTIR
. SER/E, 1EE S Refresh (BIFET) siE EF/S5h Web 5228 LUZ 145 5 iDRACT Web RHE AIERE .
ERLRERZ L, MREFEEHTIFDPED IDRACT IP ik, Internet Explorer (IE) 8 FE 2R A A% IP ok ik
mEFFzRH.
5% N RE AN S B R IEEHIES E3ES] iDRACT Web B, M YBHMINE—KELEE, RFELERE
TR EMIEREIRES . XEH TR 2E£ENTITH.
E 7 IE8 H4% iDRACT IP SRMNBI ZEEFIERF, HMITUTIRGE:
1. i%#E Tools (TE) — Internet Options CInternet ¥EIH) — Security (Z22) — Trusted sites (F{FILH)
— Sites (FHH)
7 Add this website to the zone CIFiZM3ERINEIXIE) i\ iDRACT IP it .
B Add GRID , B 0K (BE) , AFET Close (RHD .
BE 0K (FARE) » AIERIFRNLEEE.

T F Firefox REIE B ETIRE

T EBEERTEML, Firefox ) “BRE2” REREKREZAANRA ERERYE. MREA, ABE
IhEESERE B iie) B iDRACT R 4% Virtual Console EF2E, RMEEAERJ/IMAHR B2t .
EZARREDRMERRETLENBY, FRITTHER:

1. #TFF Firefox Web iS22 % 0.

. FEHbNEFEG A, I about:config, FFI% <Enter> .

3. 7 Preference Name (EiEIR&FR) FH, #BIFHM s xpinstall.whitelist.required.
Preference Name (EiETEFR) . Status CIRZS) . Type (ZEAL) F0Value ({H) BRI T AUFRIASIA .
Status CIRZ) EBTHRAFKE, FH Value () ST Falses

4. £ Preferences Name (E{iEIREFR) FI#, #XZ| xpinstall.enabled.
5% Value ({) 4 True. WIRAZE, iEWE xpinstall.enabled, 4% Value ({8) & &4 True.

EE Web FRERIAMILRA

iDRAC7 Web FRER A T &S RIRRZA:

BEIE (en-us)

JEIE (fr)

&1 (de)

P IE (es)

HiZE (ja)

&1 # 3Z (zh-cn)
Mt Y ISO #RIR T RAZIFAIBEE TH. W TRLEIFNES, TEFNEREXNMNAEL 1024 RERFHEER
FRBTigE.-
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iDRAC7 Web REIRIT AT SAMLMEE—RER, LURMNEMIBEST AR F. iDRACT Web FEHYF L
TheE CAERMZHIE) ATRFENTININSEAEFEHENIRIFE. BREEFZIXHAFESHE
SNEIRE .

By &E RSRNNEEE T RMARESIR ERRNES FEBRMLARZAE) DRACT Web 5.

5 %71 iDRACT B4

AT AR AT R 75 5 R E

iDRAC7 Web 5E @

RACADM CLI (iDRAC7 7 CMC)

Dell E#TE 4 & (DUP)

CMC Web

Lifecycle Controller - Remote Services
Lifecycle Controller

EfEHERES:

EEHTME, iDRACTBEE. XBFRE EESIE.

MZERABERRESERPIRXBEAFLERFESH. BEHERE, WEEERBREFT.

MREESFIRE, iDRACT =4 HTHY SHAT #n MD5 %48 F SSLiIEH.

E ik B EMTAE, KAEES DRACT RIFFERINEEO. B, 2R Invalid Certificate
GEBZH) #HIRES, AABPASEHZRESEPFHEHALRE.

MREFERERPE, EHEFHEERKEN SHALEEA.

X
T2 iDRACT B¢
{$5 FH iDRAC7 Web RE EHE 4
ﬁ}ﬂ cMC Web REEHE

EH%JE RACADM EHEH
{$£ A Lifecycle Controller YtFZ AR & E 51 E44:

T % iDRAC7 El#

15T E ARG STHRREUR T EHi A%
iDRAC7 Web R — T #3780 B #RE T4 B — 3k kg . ERIABYE 4R 1% 324 2 firmimg.d7.
E #iE: R M HE A TER CMC Web SR ER S iDRACT.

SERG — THSRIERFKX M Dell EFH G (DUP). Linux BAERF I BE=Z bin, T Windows
BIERFHX BT RAZ exe.

Lifecycle Controller — T & & A9 4m % 3140 DUP, FH{EH Llfecycle Controller B &Y Platform Update (F
B &) HEREH iDRACT B, BXFEEFHMESER, 1BSR (Lifecycle Controller /5 775
&) , Mit2Z support.dell.com/manuals.

{5 iDRAC7 Web R ETE #1E 4

E{F F iDRACT Web R EFHITE #:
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6.
1.

T & & iDRACT E 4% .

7£ iDRAC7 Web SR #, 184 E Overview (#E¥Z) — iDRAC Settings (iDRAC i&E) — iDRAC Firmware
Update (iDRAC E4EH) .

FEEN< &7 Firmware Update (E¢FEE) T1mE.

£ File Path (C#ERE1E) T, Hd7 Browse (%) LUEFRTHME MG, A/FE8 3 Upload (LD .
REBN < 7w Status (Step 20f3) CKRZS (F2H, #3%) ) ME. LHATHESE T HRIAMIAE 4R
.

WMRBGEKR EHFBEABRIERE, MSBTERER, FAEEHSIRE Firmware Update (ElFEHD
TUHE. B2, ErILIEIXEH iDRACT s & Cancel (BRH) , 1% iDRACT EE A EEEITER.
AEGARIIES, MRMERTHMERA™EE L WS ERREGHEHFEEHRITH. 30 54
‘E£iEE Firmware Update (E4EH) TIE.

By &EEX30 08K, BRENTERNEHARIEE.

EZIAER T, Preserve Configuration (RTEELE) £ EikH, BUERSEHFSREFIE iDRACT B
BERE. MRBERIZIER, MKIGFHA DRACI EEEE M BIAE.

4 &% R4 DRACT REE B HBIME, NS4 iDRACT IP ik EE % 192.168.0.120. AT LUE Mt IP
18] iDRACT, =& {#E At RACADM. BIMEHR (LCD 357RT) 5 F2 (3E#E RACADM EE /M £& 17 a4
PR) EFHFC E iDRACT IP Hilk.

EREFYENEE, 5{EHAH# RACADM T2 RACADM 4% iDRACT RESHZE—1XH, FEEHEF T
BUBEBEBEHBINMES, HXLigESE IDRACT. MR BERGEHMIENRERSE, WAREEH
ITIHERME.

¥tF M RACADM SR 1% iDRACT B2 Bi& B M iDRACT 5 & 3044

- ZKih RACADM #5%4: racadm getconfig -f iDRAC-config.txt

- i=#2 RACADM #54A: racadm -r <iDRAC IP Address> -u <idrac-username> -p
<password> getconfig -f iDRAC-config.txt, HH iDRAC-config.txt 2RFIXE BRI
.

*f-Fif@ i RACADM %% iDRAC EL &% & M 4[5 iDRACT:

- ZKih RACADM #5%4: racadm config -f iDRAC-config.txt

- i=#2 RACADM #54A: racadm -r <iDRAC IP Address> -u <idrac-username> -p
<password> config -f iDRAC-config.txt, HH iDRAC-config.txt 2IRTFIZERITH -

HBE Next (FT—5) .

FE RN &R~ Updating (Step 30f3) (E#HT (834, #£3%) ) Tim, 3 H Progress (HE) FIFESLUES
bE R REHRIEHE .

By &% ZEHERATH, AEEEFRTE, EMEREOIERQURENT.

EFTERE, ZEEM IDRACT, EXHHETNEREE NI ERFAKRE O EMESE.

EETHEMTIE P EE iDRACT BlfFRRA:
- % Z Overview (HE¥1) — Server (FR%8%) — Properties () — Summary GEE) H#7E

Server Information (FRES#IER) N2 TEBRB A,

- %% Qverview (#f35) — iDRAC Settings (iDRACiZE) — Properties (JE1%) F+7E Integrated Dell
Remote Access Controller 7 (555 Dell iZF2 37 a1#EF188 7) 0 TEFEFRA.

PSR
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{8/ CMC Web REEFHE 4

BRI LUER CMC Web REE B T 71 H BR 5582 #9 iDRACT E#.
fEF CMC Web 5 % #7 iDRACT El14:

1. %&EZF CMCWeb .
2. %% Server Overview (REZEFHI) — <RFZB|E>.
RERN < & 7R Server Status (BRFBIRA) TE.
3. Ei5 LaunchiDRAC (J33hiDRAC) Web SR mEFH 1T iDRAC Firmware Update (iDRAC EE ) -

ke
4% iDRACT El#¢
{$ 4 iDRAC7 Web R F £ E 4

{9 DUP SEF 4

f£ A Dell EFEXMHEL (DUP) EFEIH 2 Al, 1E#IR:

REFEH IPMI FZE RFKRFIEF.
WRIEMARZIEIT Windows #21ER %, B H I E 5N Windows Management Instrumentation (WMI) BR %% .

#3E: 7£ Linux R {EFA DUP 2 25 #7 iDRACT BIRT, tREREHI &P RRM usb 5-2:
device descriptor read/64, error -71 (usb 5-2: WHARIRTTELE /64, iR
-71) ZEMEIRER, FARE.

WMRAZLET ESX BBIEF, MAFEiz{THI DUP X, EfRR{ER U T &S5k "usbarbitrator’ AR

%: service usbarbitrator stop

f£F3 DUP SE 7 iDRACT7:

. ETREMBERFETHOIPP AEZERFLEITE.
2. i&{7DUP.
EHREN. BHENTIEEFTENRIRL.

{E AEFE RACADM EHE 4
E(F Az e RACADM #H{TE .

1. EEMERUE T EEI TFTP 3¢ FTP ARS528, f5lan: C\downloads\firmimg.d7

2. iB{TLAT RACADM #%:
TFTP AR S5 8%
racadm -r <iDRAC7 IP Hilk> -u <HF# > -p <% > fwupdate -g -u -a <fE >
Hrh f&{22 TFTP AR %5 28 L 17 4% firmimg.d7 RO & .
FTP AR S5 &%
racadm -r <iDRAC7 IP #ilit> -u <M} 4> -p <#H> fwupdate - £ <FTP JR%4E 1P>
<FTP RS 4> <FTP REHFIL> -d <Bie>
Hrh F4FR FTP BR 5588 L7546 firmimg.d7 B9 E .
BXEFMER, 15517 support.dell.com/manuals E3R1##Y GEFF iDRAC7 71 CMC #9 RACADM i 175 %
7EE) HH fwupdate .
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{£H Lifecycle Controller JT#2 BR 55 5 27 E 44

A &{EH Lifecycle Controller ;Zi2ARE R EFHEHRIEE, 15Z 17 support.dell.com/manuals E1RHERY (Lifecycle
Controller ITFEAREFF 5 ) -

[6]3% iDRAC7 B4
B LUER T A 2B E SRR 2 B L AR AN :
iDRAC7 Web 5 m
* CMCWeb &M@\

RACADM CLI (iDRAC7 #1 CMC)
Lifecycle Controller
* Lifecycle Controller sz 2R %%

HXHEE
{# F iDRACT Web 57 [ [B) ;% [E 14
{8 CMC Web R EELREH
{&F RACADM [EI3%[E 4
{$ A Lifecycle Controller [B3% E 4
{$ F Lifecycle Controller-Remote Services [ESZE 4

{£ F iDRAC7 Web FH EIZEElfF

ZEEF iDRACT Web REHITELR:

1. 7£iDRAC7 Web REH, 1H% ZE Overview (HE%X) — iDRAC Settings (iDRAC i&&) — iDRAC Firmware
Update (iDRAC EEEE) -

FEEN £ & 7 Firmware - Upload / Rollback (Step 1 of 3) (Bl - LH/EIRE 14, &35 TE.

2. HF Rollback (EIF) .
Status (Step 20f3) CR7EZE 24, #£35) ) TEBSETURTHIFEREHARA .

3. 7EELIAIERT, Preserve Configuration (fRTFECE) SiXiEATiERE, Eit, RFEEBESERRESR
7ZI14 iDRACT Fe B R E. E4% iDRACT IRBEAZANRE, EERIZEIRIE.

% & RS iDRACT BECLBEEE HEBHIAE, M<Y% iDRACT IP HiltEE 5 192.168.0.120. AT LUE AL IP
18] iDRACT, =i {$ At RACADM 5§ F2 (GZ#E RACADM EZM LK iF 1R ) FHACE iDRACT i
k.

4, FHEE Next (T—5) .
FEE < & 7% Updating (Step 3of3) (EHT (¥3%, #£3%) ) imE.

By &% ZRREXTH, AEEEFRTE, EREEOSERQURENT.

5. EEEmE, iDRACTSEE. E{EHIDRACT, EXAFEAYEN ST OFEATNNEREOE=NE
#.

6. ZE&EE IDRACT EfrhRA, 1B¥ETIIEMIE:

- % Z Overview (HE5T) — Server (FR%8%) — Properties (%) — Summary GHE) H#7E
Server Information (FREF/ER) N TEFEHFRA.

- % F Overview (HfJ%i) — iDRAC Settings (iDRACi&E) — Properties (JB{%) F7E Integrated Dell
Remote Access Controller 7 (525X Dell ST32i5 183 H18E 7) 5 TEBRBE A
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{$£/ CMC Web S HE ELRE4

ZE{FH CMC Web R EEIR:

1. ZEFE CMCWeb RE.
2. % Z Server Overview (FRSREHIE) — <BRE[FEHF>-
BEEN S 7R Server Status (BRFZ2FRAS) TUE.
3. Hi LaunchiDRAC (/B3hiDRAC) Web REFH41T iDRACT B ELR.

{5 F§ RACADM EI;Z[E &

ZELRZBIBTRIE AR A, BEM fwupdate 5% . BXIFEMIES, 1557 support.dell.com/manuals 12 4/
(iZHF IDRAC7 #1 CMC B9 RACADM {75 %£75/@) -

{£ 9 Lifecycle Controller [E13% E 4

BXIER, 15517 support.dell.com/manuals L2 (Lifecycle Controller /5 F#5E) -

{£ A Lifecycle Controller-Remote Services [2]% & 4

BXIEE, 155 A support.dell.com/manuals LI21HS (Lifecycle Controller-Remote Services /5 F#EE) o

% & iDRAC7

iDRACT i MEIER ARG, LR iDRACT A[51 5. tIRHBIMITEM B RAEMEIR, SBIEEELAE 3
Sz
iDRACT 5| SI2 F St 2i& 5 7 5| SRR .

R G BIRZSFIIR A LED $57R KT S AR 29 172 #BOSRER LR . (LED $87R KT AL TSR ANIE AR 5525 AY
BH, BATIRARSHFOER. )

S| SIEFIEEELRIE SD FHEE.

/A Windows #BRIER G SD £ A FAT 48N, SUEER Linux IRMERFIGEAG LA EXT3 18 .
4% firmimg.d7 £%I2 SD .

1% SD FHENBRE 2R

5| SRF SN SD ., iEAKRRY LED 5 ATE IR ERYIRIA®, I%EN firmimg.d7, E#i42 iDRACT,
A IEE#515 IDRACT.

&£/ TFTP AR $53%

8] LU P T B SCAE R 4R T8L (TFTP) AR 55 28 SR AR sk B4R iDRACT B L35k . % WL 7E SM-CLP #A
RACADM # & 1TRE S FHF 4 iDRACT g4 30 . TFTP BR%: 28«44 {¥E B iDRACT IP tiit 5% DNS Z#RiFHITiH .

E4 & RIEMER iDRACT Web RESRIZMHEBANEIE, MIHE TFTP AESE.

7£ Windows 3% Linux 32ER & L, HBAJLUER netstat -a MEEREE TFIP REBESRIELEIT. TFTP A9%
Niw A% 69. IR TFTP BRFZ|BRIZIT, BHRITUTHREZ—:

ML EEREAMIEIT TFTP ARSFHIITEL
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© AEBRERFELRETFPRSSE.

FEHEMARSEEIET A% iDRACT

AT LUE IT Assistant. Dell Management Console #0 Dell OpenManage Essentials 242 iDRAC7. #&i% 7] LA{E FB
Dell Remote Access Configuration Tool (DRACT) 3R % 30 iDRAC. E#TEIHELLRIZE Active Directory. B XIS
2, B RAMENMAFERE.
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B & iDRACT

i#id iDRACT RIEC & iDRACT B 1. RERFPURREER, UNITZRREERES.

7EBLE iDRACT Z I, EMIREELE iDRACT MEZIREM ML, FACEHEEMIFAIIE. FXIDRACT
AR ATBIThRERIELRIE 2, 155 %) Managing Licenses (EIEVFRIE) .

AT LUE A LTI A 3ABL & iDRACT:

iDRAC7 Web

RACADM

IERS (B8 (Lifecycle Controller X FEAREHFEH) D

IPMITool (£ (Baseboard Management Controller EEE 2\ HIE/FH F#58) )

E R/ & iDRACT:

1. %E3REFIDRACT.

2. WMALE, BUMKEE.
&iE MREERE DRACT MR E, 157 iDRACT IP thitig B3 72 R {E 3 iDRAC R B A FIERE, #
RZRGIL SR

BC & 7715) iDRACT B9 SR H -

FEERERER.

WALE, BERFMNE.

¥ 37 F) iDRACT ML MEM EERBIE 5 %:

- IPMI = RAC &1T
- IPMI Serial Over LAN (IPMI LAN E&47)
- IPMI Over LAN (LAN _E IPMD)
SSH 3% Telnet & P i
REUFTEIES -
. AAnFnECE R A BRAY iIDRACT .
9. EEMBABTFEREEHR. SNMP R IPMI £ .
10. MBELE, HENE FIRKE.
1. BRLXERREHR.
12. MBELE, REEBIEH S MELEE.
13. B YE, BE vFlash SD +.
14 MELE, FEEF IS EE.
15. MBELE, RENTEEBE.
HEORHEE
3% iDRACT
BRI E
FLERR %
B E A BRE

WESTERGMNE

o o AW
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wE iDRAC7 BE
BEERF = A0V PR
Wb Fi 25 18 B S
BALXERRE
ELEHFRERIES &
EEEUN R

E71H vFlash SD £
WEE—55i%
BARSAZEREE
EC & iDRACT KLAEE R

EE IDRACTER

AT LIEE iDRACT 9B KE .

{EF Web RHEZEE iDRACT 52

7£ iDRAC7 Web SR, &% % Overview (if%a) — iDRAC Settings (iDRACi&E) — Properties (BH) , &
F5 DRACTHHXBIUTIER. BXERENIER, 1ESH IDRACT BHIFE).

WELE
o EHFEHRA
o EAEHE
* RAC Btg]
Al REEE R SIEE
. Emzﬁﬂ
* LAN o FBASEZRRKS
IPMI K7
- APREHREEER
s MEKRE
IPv4 i &
* IPV6IRE

{5 RACADM Z & iDRACT 58

E {5 RACADM & iDRACT 52, 1557 support.dell.com/manuals £8Y (&8 F iDRACT #1 CMC 59 RACADM
wSITEEER) PR getsysinfo Bl get FHESIEMER

Mg E

{£FJ iDRAC iR B~ FHTEFECE iDRACT MEIRE S, BiLr LUBid iDRACT Web 52E. RACADM. Lifecycle
Controller. Dell Deployment Toolkit 1 Server Administrator (3| S ZERERGKRE) EHRE. BXTEMNIRIE
ENEMES, FSAMEMMAFERE.

E({¥F) iDRAC7 Web A mizk RACADM &P M 4%i& &, E44E A Configure iDRAC (FLE iDRAC) RYFLIR.
K & FEU Mg B AT aE £ {F 45 5 iDRACT BY 2 Bl M 45 4= h
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£/ Web RE1Z ML E
B4 DRACT MR E:

1. 7£iDRAC7 Web S2E ™, %EZ Overview (¥%3%5) — iDRAC Settings (iDRAC i%XE) — Network (L&) .
FEENS 27~ Network (FI4%) T1HE.

2. BEMERER, ARES Apply (D .
BXZRENER, 15518 (IDRACT BEHI#E) -

{1tk RACADM &2 M 4&i% &

BEEMATAMEREMTIR, HRAUTHS:

racadm getconfig -g cfgLanNetworking

Z{EF DHCP 3k45 IP etiE, FEA TEAGSE AR cfgNicUseDhep F/3 A Itk Ih&E:
racadm config -g cfglLanNetworking -o cfgNicUseDHCP 1

KU RPN BanfilE A fr SECEFT R AT LAN Mg E 1.

racadm config -g cfglLanNetworking -o cfgNicEnable 1

racadm config -g cfglLanNetworking -o cfgNicIpAddress 192.168.0.120
racadm config -g cfglLanNetworking -o cfgNicNetmask 255.255.255.0
racadm config -g cfglLanNetworking -o cfgNicGateway 192.168.0.120
racadm config -g cfgLanNetworking -o cfgNicUseDHCP 0

racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 0
racadm config -g cfglLanNetworking -o cfgDNSServerl 192.168.0.5
racadm config -g cfglLanNetworking -o cfgDNSServer2 192.168.0.6
racadm config -g cfgLanNetworking -o cfgDNSRegisterRac 1

racadm config -g cfgLanNetworking -o cfgDNSRacName RAC-EK00002
racadm config -g cfglanNetworking -o cfgDNSDomainNameFromDHCP 0
racadm config -g cfglanNetworking -o cfgDNSDomainName MYDOMAIN

E4 #&iE wR¥ cfgNicEnable X & 0, WIRN{E/S M DHCP, iDRACT LAN T2 RRE.

ECE IP fimik#n IP fAE
BT RARIEZSN, 7579 DRACT HE I TR AT R B B IR 2 14

« IP kPR & (5] iDRACT BYZ i ey IP i SERE. EISAENS T IP it 535 ERSERFHITELE, 3
0 7213k B Management Station (E IP it FiZSEEI M) #9iDRACT iFia]. FiE EME RiEKERIGFHE

1B .

©  IPPEEFHEWERBHE IP AT RRKBORE LR, FBik (S izt ik Ao E)5E E

Mm% 3% iDRACT. B1E:
- RFRBERREORE.
- XKWL IEERIETESEE (AR ARAD
- WA IP MRS RIFRMOR B R RER LR TERIRTE]) (LARDH LD
PEEHFRE IP B RAMORHMRR, BRiDRBBEABITREFERIER. SAPRRWERRE, KMALIER
BHER, FEABITHRRESE.
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% HE MRKREEZ P P ERERBEL, D SSHERHSERUTIER: ssh exchange
identification: Connection closed by remote host (ssh exchange PRl B R
FEHKHD

7 ik R IEIER Dell Deployment Toolkit (DTK), B XINBREVEZRIES A (Dell Deployment Toolkit /5 775
&) .

{$£F3 iDRAC7 Web SRTHEIECE IP i35EFA IP 4
USRS iDRACT BURUR A EITIX LS IR,

FeE IP i
1. &

EERD IP 45
iDRAC7 Web S, %5 % Overview (#t%) — iDRAC Settings (iDRACi&&E) — Network (FI4)

Network (FI%&) .
BEEN S B~ Network (I4%) T1MH.

2. i Advanced Settings (H&IEE) .
RERN < &~ Network Security (RZgZ&2M) TIH.

3. =T

E IP TEFN UG E .

BREZENIER, 1ESIR (IDRACT BEHIZE)) .
4. B Apply (R RTEFRE.

{5 F RACADM EZ & IP B0 IP F345i
EA RS ELE iDRACT BURUR A EITIX LS 18

ERE

IP HiEFD IP 345, &{EA LT RACADM XT%R

cfgRacTunelpRangeEnable
cfgRacTunelpRangeAddr
cfgRacTunelpRangeMask
cfgRacTunelpBlkEnable
cfgRacTunelpBlkFailCount
cfgRacTunelpBlkFailWindow

cfgRacTunelpRangeMask /&[4 311E XN IP 11t #1 cfgRacTunelpRangeAddr B %89 IP it ¥iE A . MR RAER),
W e FIENE FIEK I8 iDRACT. MILLSEREISMAY Pt B RS S HEIR .

WMRUTRERETE, BREBRE:
cfgRacTunelpRangeMask & (<#A-IP-Hutk> ~ cfgRacTuneIpRangeAddr)

Hh QREEWRM “57 , M BB “R37
IP TR 715

48

AT RACADM fr 4 £33 40iF% 192.168.0.57 LASMNBER A IP thdit:
racadm config -g cfgRacTuning -o cfgRacTunelIpRangeEnable 1

racadm config -g cfgRacTuning -o cfgRacTunelpRangeAddr 192.168.0.57
racadm config -g cfgRacTuning -o cfgRacTunelIpRangeMask 255.255.255.255

EEBRIREIE —HMMANHESE IP #it (140, 192.168.0.212 1 192.168.0.215) , MIEIFEAL PR RIKHA
MILUMYERB AL, W TERR:

racadm config -g cfgRacTuning -o cfgRacTunelIpRangeEnable 1
racadm config -g cfgRacTuning -o cfgRacTunelpRangeAddr 192.168.0.212
racadm config -g cfgRacTuning -o cfgRacTunelIpRangeMask 255.255.255.252



SEEEMNREFTIRE N 252, +iFHHIEFEH 111111000,

IP £85I
PUTRRGIERR, MRAE—DHAESTREXEFRKRY, M<FEIE Management Station IP ftib i 37 1%

BXiFMIER, 1557 support.dell.com/manuals EIR1ERY (iZHF IDRACT 71 CMC 79 RACADM iy £ {75 %75
&) .

HEo .

racadm config -g cfgRacTuning -o cfgRacTunelIpRangeEnable 1
racadm config -g cfgRacTuning -o cfgRacTuneIpBlkFailCount 5
racadm config -g cfgRacTuning -o cfgRacTunelIpBlkFailWindow 60
MUTRBIS L —H4hM =R AR MR, FEIR I B Rt — A,

racadm config -g cfgRacTuning -o cfgRacTunelIpBlkEnable 1

racadm config -g cfgRacTuning -o cfgRacTunelIpBlkFailCount 3
racadm config -g cfgRacTuning -o cfgRacTunelpBlkFailWindow 60
racadm config -g cfgRacTuning -o cfgRacTunelIpBlkPenaltyTime 3600

AL E RS

&P LAZE iDRACT LECEFMBERAUTARS:

A ELE — {E At RACADM FA iDRAC R EAREFEZIL (EHAES) 718 iDRACT ELE .

Web Server — /Z i *F iDRAC7 Web REAYFE]. SIREEZEMRiZE, 151EHA A RACADM EH1/2 A
Web Server, EHZEF Web Server A< [E A2 3z 2 RACADM.

SSH — i i [ ¥ RACADM ijj[a] iDRACT7.

Telnet — J_fIIEHfF RACADM if 3] iDRAC7

i#2 RACADM — #2177 ia] iDRACT.

SNMP {32 — 2 iDRACT KA %1% B4R SNMP B .
HHRARERE — BRLXRGHERRR.

£/ Web 5 EECE AR S5
{3 R iDRACT Web 57 EEC & AR 45 :

1. 7£iDRAC7 Web RE ™, #Z Overview (#f¥) — iDRAC Settings (iDRACi%&&E) — Network (%) —

Services (FR%) -
1% 2% Services (BR%) TE.

2. BEFEER, ARHBT Apply (A .
BXRBEREWNER, BB (IDRACT BHI#E)) .

{&F RACADM E. E AR 5%
ERRMBEZ RS, 1H#F AT RACADM X &K :

cfgRacTuneLocalConfigDisable
cfgRacTuneCtrlEConfigDisable
cfgSerialSshEnable
cfgRacTuneSshPort
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» cfgSsnMgtSshidleTimeout

» cfgSerialTelnetEnable

* cfgRacTuneTelnetPort

* cfgSsnMgtTelnetldleTimeout
* cfgRacTuneWebserverEnable
» cfgSsnMgtWebserverTimeout
» cfgRacTuneHttpPort

* cfgRacTuneHttpsPort

» cfgRacTuneRemoteRacadmEnable
» cfgSsnMgtRacadmTimeout

» cfg0obSnmpAgentEnable

* cfg0obSnmpAgentCommunity

ﬁ?&L‘*“TJ‘%&E’]ﬁfﬁﬁn 2, 1557 support.dell.com/manuals _EI21LRY (iZ/HF iIDRAC7 #1 CMC 89 RACADM 5%

Eﬂﬁﬁﬁﬁmiﬂ—?ﬁ

BRAIBLE & RFAYATEMR LCD 0 LED B7REF .
X FHRAERARS 3, ARMPRERRTERATA:

* LCD RTE#RFAF4LE ID LED
* LED BYE#RFIZ %L ID LED

TR, REF[ETARLEABRSE IDLED ATH, EAZIRRHFEESH LCD.
LEES3E

BLE LCD#E

EEERSIDLED 8E

BE LCD &
AL R E R GER LCD RTER LI B RREAFH S (I iDRAC &35 IP %) AP EXMFHER.

f& M Web REECE LCD R E
ERE RS LCD FIEHRE -

1. 7£iDRAC7 Web R mE, %= Overview (#I¥%) — Hardware (W) — FrontPanel (FiTE4R) -
2. 7eLCD Settings (LCD&E) #B5Y. M SetHome Message GEEERFHER) THXEH, EETIER
Z—:

- Service Tag (BRS#HFE) (BIAED

- AssetTag CEFEHRZE)

- DRAC MAC Address (DRAC MAC k)

- DRAC IPv4 Address (DRAC IPv4 fthiib)

- DRAC IPv6 Address (DRAC IPv6 k)

- System Power (BRZER)

- Ambient Temperature (IR ﬁiﬂfﬁ)

- System Model (RZKELE
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- HostName (E#&)

- User Defined (AR ES)

- Xk
R EEFE User Defined (AAFREX) , BEXEEFMNAEEE.
WMREESE None () , WASHERSE LD AR LEETERBHER.

3. B Apply (R .
REEE ICO RTEREFRENEREHE.

{$5F§ RACADM EZE LCD i 8

ERERSE LCD BTEWETR, 5 Systen. LCD AP RIXTR. HXIEMES, 1557 support.dell.com/

manuals 2R (iEHF iIDRACT # CMC 59 RACADM S 175£E7) .

{£F3 iDRAC & B FELE LCD iR E
BRL SRS E LCD FIERER:
1. 7EiDRACRBLAFEFEH, #Z LCD.
4% 2 7~ iDRAC Settings LCD (iDRAC i&E LCD) Tim.

2. fEERTERED.
BXREMER, BSR (IDRAC RELFEFBEHFE) -

3. {k&EF Back GR[ED . Finish (5ER) #nYes (&) .
BIRTFIEE .

BEERZIDLED RS
BIRAIMRSE, HEFE R LA AL 1D LED (45,

{£F Web REEE &% ID LED & &
fi & %4 D LED B3R RF:

1. 7£iDRAC7 Web REH, #ZE Overview (¥E¥) — Hardware (EEfF) — Front Panel (EITHEHR) . BEF
Front Panel (BIHEIHR) T1HE.

2. {£ System ID LED Settings (%%t ID LED i€ &) Xigish, ‘B TEEIRTLUSFASEA LED iNkk:
- Blink Off (IAJ¥R%HAD)
- Blink On CIARFFE)
- Blink On 1 Day Timeout (IN¥RFFE 1 Ri#BEH)
- Blink On 1 Week Timeout CIA¥RFFE 1 BFBET)
- Blink On 1 Month Timeout C(IAKEFF/E 14 B #8RD)

3. B Apply (A .
RIE MR LAY LED (AYRENECE FERX

{3 RACADM ECE %4t ID LED iR &

EfEZRS IDLED, &EFEM setled 5. BXIEMER, 15517 support.dell.com/manuals L2ty (EFF
IDRAC7 71 CMC 89 RACADM @ S{TE#£#55) -
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REE 3138 E&E

BALLEEFE SIS RNATTREISSATHEREEH S, RIFLIEE, BULLKERFNE—3E
®&E. RRETRINBREEFSISHNSMEEIRESSF, FRIFEANBIOSSIBINFFNE—3ZiEE, HE
M iDRAC7 Web R E S BIOS 5| S FE R TES A L.

[4 &% DRACT Web REHFHE—SISRERESEE RS BIOS 515RE.-

£ Web SR EREE 512K &F

fEF9 iDRAC7 Web REIREFE —5| FRE:

1. % Z Overview (HE%) — Server (FRS588) — Setup (i&E) — FirstBootDevice (F—5IRi&&) .
18 & 7% First Boot Device (#—3|Bi&&) M.

2. MTHRIIRPERFENE—SISIRE, RFET Apply (R -
AGEBNRIERAERITREEFISHESESIE.

3. ENETXRISHMNEEIEESS, i5%F BootOnce (3|B—%) . /E, RSIGM BIOS 31 2IFFHEY
F—558&35.
BXRIETIREMIER, BB (DRACT BEHI#7ED) .

{5 F RACADM & EF —5| B &
BHGEE—5|58E, BEM cfgServerFirstBootDevice &K,
EEAAKESIS—X, BFEH cfgServerBootOnce W&,

BRXEIZRBIEMSE, 1557 supportdell.com/manuals EI2HEEY (& F iDRACT 71 CMC 59 RACADM 5 <
TEEIEF) .

BRRBRZERER

EIMB MLEF+ (NDC) 3¢ LAN On Motherboard (LOM) IZ & MIHZRSIEX RgH, BRILIEARNBRASKEIREG
BiE, MNMiBd£=hY LOM 72 iDRACT FlEN ARG Z EIRESEN BT RIBE. BTLMERUT A EBALE
8.

iDRAC & E AR (FIRMERFINE)
RACADM =} WS-MAN (FiR{ERZINE)

=423 T#9 iDRACT (B) NIC i 5 B4 H sh— 4> LOMD
EHIFIERGAN IDRACT 2 F F—F MFAE]— VLAN .

IMC 33 |Pv4 #0 IPv6 Hhtlt .
BRARSAZEEESZA, B5HR:

=R TR iDRACT (B NIC S ELEHB—4 LOM) .
FEHIRIER S HA iDRACT iL F R —-FMFA[E— VLAN /.,

{£F iDRAC B A HIEFEH IMC
ZE(FH iDRAC X E R EFBHR IMC:

1. 7EiDRACRELFAIEFS, = Communication Pass-Through GESZIE) .
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R&EN < & 5~ Communication Pass-Through GE{SZIE) T .
2. %% Enabled (BR) -
BXERRBIESR, B55 (IDRAC BEL FFEFBRYIZE) .
3. fikx#d Back GEED . Finish (52RL) #1Yes (&) .
ZEME RS RTE.

{#F3 RACADM /& A IMC
B LZ A FIEE DRACT CGREILOMD
racadm config -g cfglannetworking -o cfgnicselection 2

EFH IMC:

racadm set idrac.imc.AdministrativeState Enabled

ENZERGHRRETHEHRR, ERTLUMER iDRACT R R F AR IREIR

1. M Dell Systems Management Tools and DocumentationDVD ¥, fEZE Z 4% 23 Server Administrator.
BXiFMER, 1HS A support.dell.com\manuals £HI (Dell OpenManage Server Administrator ZZ£#5@) -
2. 7E£Windows Bk EE O, MWIRKRIEZEBIEH|FIED.
BXIEMER, 1ESH Windows 15288 3.
3. {#F Server Administrator 7] JZ Fi Auto Recovery (EZh&E) ERI8E. 1% Auto Recovery (BEIIRE) RIERL

&% Reset (EE) . Power Off (3<#1) 5 Power Cycle (EHLEFFHL) , HUM A BB EREE (60-
480 Z (B BYMED -

BXRIFEMES, 15517 support.dell.com\manuals =8 (Dell OpenManage Server Administrator Z3515%) .
4, {FAUTE5z—S A Auto Shutdown and Recovery (ASR) ( BzhxHIFBkE [ASRD) 1EI:

- Server Administrator — 152 %) support.dell.com/manuals Lt (Dell OpenManage Server Administrator
FFERE)
- ZKih RACADM — {ER T4
racadm config -g cfgRacTuning -o cfgRacTuneAsrEnable 1
5. J/aF Automated System Recovery Agent (B&IRLMENRIERF) . EXUX—5, 1FEZE Overview (HE
%) — iDRAC Settings (iDRAC i&E) — Network (F4%) — Services (BRS:) , i%i% Enabled (B/3
B, SARRE Apply (RZFD -

REEH

TRIETETERLEMIEL LR,
RILETEFRRBNIEHER

BRER IEP PR K%
/A Active Directory B8 —%3%  T{5 CAEH %ﬁk CSR FHMIEH INEH M FRERE
ig% Active Directory F§ P HYE &E . FERES . fﬁ%‘gﬁﬁ%;ﬁﬁgﬁ%
+ A CAE Gad e
{31 4 AT Y 3T 4
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BREE MEF AR A%
A5 CAES — ItIEH

CAMi% .
Active Directory i P & 3% A[{Z CAEHR It IEF R CA % .
AR PER SSLiEH 4 R CSR FEAAT{E CA SRENE £

K %% iDRACT BHEIAMBE
%2 SSL BRS5884EH . iDRACTY
Web ARS528. EIINRFNE

=R A EMILIES.
FHHEE

SSL AR S =Rk
A BCHTETIE P 2

SSL Ak 55 2%iE+H

iDRAC7 B2 Web AR 5528, ZARSFZHR/ECEMNER TAARER SSLREMUEM L LEMMELRIE. SSLEILE
EMRMEBERAEMZ £, B—HMIZEZHMESAR, BTESFRS SSRGS IEMNE B
5, BIILEE M4 ERY AT,

B R SSL B RS AT LIAIT T HIESS:

@AM SSLAEFiREIEE &
© RERNRRERILMERER

MBI AT R S R BIERIF . iDRACT 52 FH 128 iz SSL MNEHrfE, X24LEE AR Internet | Se B R L& H
mERR.

HEEIAER T, iDRACT Web AR 8586 Dell BE 2 SSLEIEH . 4 TR iDRACT SR E AT E ML &8
REAREZWIERIF FiESE iDRACT E1E, 1815 SSLARFZ 2 EH B4 B FHEF IAENAE (CA) ZZHIIEFH . iEH
INEN AR RBEERARITIOAT, FESENTEEFIE. FMHRAIUREMEER 2RER SR,
CA B9/~ €1#F Thawte F0 VeriSign.

ERHFENEZILBRRIE, BEREMNAFERIE T iDRACT Web RS RACADM FRE4E RIEB ERZiEK
(CSR), $AIE454E MAY CSR $2HE45 CA (40 VeriSign B¢ Thawte)

LHRF[IFH
EERFHFIEH

£ TR FRIFK

CSR /218 SSL AR 55 25E 4 FYIEF IAIENL# (CA) A& H B9EF 18K . SSLARS=SEP A IFREFBMEPIHETRS
BHEH, HERSEHIEMELE.
CA £ E| CSR & H#HNIEIE CSR P ESMER. MRAIBATS CANR2IE, CASAHEFERMN
SSLARKZSEH, LEiEABIREZ 25 Management Station 31T RN a2 37 SSL & AT, ZIEH AT ME—1th
FRIREIFE AR 25
CA it/ CSR 394 SSL BRSS=8iEH/F, iZiEH A L2 iDRACT. AT CSR (7Fi57E iDRACT B4 LRIE
BEE SSLERSR[BIEBHESHNERSEE, WtRiR, ZIiE$H % Bt iDRACT €2 CSRE K-
HXHEE

SSL AR %5 22 P
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£ Web RE4 R CSR
4 R #f CSR:

&% 510 CSRE S B2 E 4 hFiE89 M LABTEY CSR #4142 . CSR HHY{S B A FIUCHEL SSL AR Z 28 E H
B{ER. TN, DRACT ALESIZIES.

1. 7£iDRAC7 Web RE™H, %= Overview (#%%3) — iDRAC Settings (iDRACi&E) — Network (4&&) —
SSL, 1£#% Generate a New Certificate Signing Request (CSR) (2 —MTEHZ 215K [CSRD) , KEHEE
Next (F—%) .

18 &5~ Generate a New Certificate Signing Request (£ f{—MHMERZELZIER) T1H.
2. HWINEA CSREMRIE.

BXIEMIER, BB (IDRACT BEI#EL) -
3. i Generate (ERX) .

B R — M HF1HT CSR.
4, #F Download (T#) 4% CSR X #4-{R7F%E] Management Station.

{$F§ RACADM 4 % CSR

E4 R CSR, 1#{F M cfgRacSecuritybData AP RIEEEFIFER sslcsrgen S E MK CSR. B XKiEH
12, 15517 support.dell.com/manuals LI2MERY (155 F iDRACT #1 CMC £9 RACADM @ $ 172 %755 ) -

L BR %S5 B
4R CSRE, BaLlG% 2 b SSL AR&88iE 4 _E#;F iDRACT El#. iDRACT £75iEH L #HFESE . iDRACT Ui
% X509, Base 64 #Rf3HY Web FRSS25IEF -
A iy FEER L #5532, iDRACT R A.
LS 2
SSL AR ERiE
{EF Web R L # RS [iEH
L2 SSL AR5 28+

1. 7£iDRAC7 Web RE ™, %= Overview (#f3%5) — iDRAC Settings (iDRAC % ZE) — Network (RI4&) —
SSL, 3% Upload Server Certificate ( -#{PREZFIER) , FAFE T Next (F—F) .

18 B 7% Certificate Upload GGEH E#}) T1mE.

7£ File Path (12D T, 5 Browse (%) Fi%#E Management Station £ BYiEH .
B Apply (BZHD)

SSL AR% RIEHENS L2 ZI iDRACT B, FEIMARIES.

{5 F RACADM L #iBR & 2_iEH

FE [ SSLARSSIES, 1M sslcertupload 8. AXIFEMES, 155 support.dell.com/manuals E£12
/Y (EHF IDRACT #1 CMC #9 RACADM S 178355 ) -

EERSSIZIEH
1A AT & LA 7E iDRACT H{E FHAY SSL AR 25E+ .
R
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SSL AR %5 25k

{EF Web REEERSFILH

7£ iDRAC7 Web R E L, % Z Overview (#f%) — iDRAC Settings (iDRACi&&) — Network (PI4%) — SSL,
1% 1% View Server Certificate (ZEHREZ/IER) F 8 & Next (F—F) . View Server Certificate (EFH RS 3F1iE
) TESERYRIEAERA SSLARSBIES .

{8/ RACADM EFE R 5 fZiE+H

EEESSLIREBIEE, 1EEMH sslcertview . HXIEMES, 1557 support.dell.com/manuals 124t
B (&M F IDRACT 71 CMC 89 RACADM @ $1758%£5F) -

{& F RACADM Ec & % 4~ iDRACT

AT LL{EF RACADM BL Z BB R B 1489 — /N3 % 4 iDRACT. HiE{EFELE ID FAxt % ID &if4EE iDRACT
A, RACADM £ ZEREEEE cfg EEXH. XHZ2APEEN. BXHSANEM DRACT AT#ITAN
HEEMEE.

#iE VHEENHE S IDRACT R (HIMERS IP i) , BOFUEHARAEEIHSHEE
fti iDRACT.

B & % 4> iDRACT:
1. FERUTHSEHNEAMERSZMBHRIDRACT: racadm getconfig -f myfile.cfg.

Z 2 1EK iDRACT BLE FF4 X myfile.cfg 30t MRFE, ERILUEREMEZIREEIZH.

4 &% £/ getconfig £ 44 iDRACT Bic & F & 3 2 X AHXE A ANTE RACADM FRE H Z X 5.

By &SR cfy XU R aE R P ED.

getconfig % B4 GEIEZMMESIEE) PHAMERERMFZARZETAFPNMBEREREM.
2. FREEXAREREUEEHE (AL .

B & @uUE M A AR R MBI . RACADM 2 A2 FF(E M ASCI TR 3R . EfEtiL
BRIEES TS 4788 FE T B3R RACADM £ EE
3. BEUTHSERFIECE XS B#RiDRACT: racadm config -f myfile.cfg
XS 2R Hith iDRACT. ERTLUER config TS5 A AP ZERBEIEES Server Administrator [5]

Vo

4, FRAUTHELEEZBFRIDRACT: racadm racreset

£1%2 iDRAC7 EL & 3¢ 14

o & 30 f4.cfg AT LA

fEllEES

#id racadm getconfig -f<XH&>.cfg AFSIREN

#@iY racadm getconfig -f<3F&>.cfg S IKEN, ARFITHIE

B¥ getconfig LSS, 15515 support.del.com/manuals FIiREtHY (& /FF iDRACT #1 CMC #
RACADM sy <172 %75/) F R getconfig @,

cfg XHEHXZIBTURIEFER YA RBMUARFESERNEEZAN . HRSERENEERIIT
SHITIRE, FRER—FHESMEZEM. BINHHRSSIRITUAEERE FREETAARER. MR
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£ ofg P RIMEFIR, WASKEEHSHEEE DRACT. FEERIZX AR E iDRACT 281, ARXREEME
FiR. 167 config FALHEM —c iU, ZEBIA LISIEEZFF B AR S 3 iDRACT UITERIE.

TBTECIR .ofg STHRHER LT RN:

iuiﬁi#ﬁfﬁjiﬁ%iﬂ?%léﬂ, W BANRIIAEER. FRIAPHNRNITHEMEREESRE
HXBX. f5lan:

[cfgUserAdmin]

# cfgUserAdminIndex=11
cfgUserAdminUserName=

# cfgUserAdminPassword=x*x*xxxxx (H5)
cfgUserAdminEnable=0
cfgUserAdminPrivilege=0x00000000
cfgUserAdminIpmilLanPrivilege=15
cfgUserAdminIpmiSerialPrivilege=15
cfgUserAdminSolEnable=0
ZERSIRRIEFRS, FETAEY. RIENMRSHPESNRSIFEIIEEZRSIT, ZMRENE
MEYEEVER T XMIFENERSI.

FMENMESIERATFENESIE. AXiFMEE, 1557 support.dell.com/manuals L2 (ZHF
iDRAC7 71 CMC B9 RACADM 5 S{TEE#57) .

{EM racresetcfg Fa S AJ4% iDRACT EE AVIABINRE, PARIEIT racadm config -f <%
%> . cfg %, BHR .cig MEESRELENR. AP, HIIUEREMSH.

A iy {EH racresetcfg FHS AGHIEEF iDRACTNIC G EEE HWIABINEE, HBBRFEHAH
AREE. RAPTHN, SSHEMARPREEEARINRE.

SR

LU'# FERR B TERS AL N E R . [ ERITURES —IIFIE. # FAMTEMEMIEMGHEA L #
FH. —LAHBASSHEEFFEFARES+FH. FHFTELNFERN. B ESEEM racadn
getconfig -f <Xff#> .cfg SEMK cfg, AR AR IDRACT 4T racadm config -£f <3
fE> .cfg e, MARMEXFERF. ~Fl:

#

# X RVER

[cfgUserAdmin]

cfgUserAdminPageModemInitString=<MHlf M wIE TR # ANETR>

s FBEKBLFL (""" FHES. RNEABMHRE (" FHLITEE—FIFE. HERMRLHT
EIZAFHEANRZEIEE. R EREXEZRNMRSEMREIR. EEHIEHEELRE, o
support.dell.com/manuals t324t8Y (1EMHF IDRACT 71 CMC B9 RACADM a5 $ 17282755 ) HAENX. K
TREIBREZHR. HEIMTEEEE.

[cfgLanNetworking] -{ZH#FK}

cfgNicIpAddress=143.154.133.121 {X %%}

FiBSHEIREAN “HR=E" 3, EXR. =EZBFEE

ERMEREHZRE. EFXFEAMNESBREARET. = ANMETAEFEHREEERSE (Hln, 249
=ECES TN TS o REFHREYMIETIRIEARIXMAT.

FESR LN RESTS FEERRG.

racadm getconfig -f <MXff#4> .cfg WP EIBMEERIIMKRE, AFRAFEEEINTERE.
EEERIEMARE, BERUTHS:

racadm getconfig -g <#AF> -1 <Kyl 1-16>
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MFERIIHE, MREMBEAZ [ HEHE—IHER. UTEHAERIIEBRG:
[cfgUserAdmin]

cfgUserAdminIndex=11

WMRIEEN racadm getconfig -f <HEAIFHS.cfg, wEIFEIL LA IDRACT BLERY .cfg 3T
I B & ST AT AR B FRVEME—BY ofg STEFRYEE &

&3 iDRACT IP bt

R E XM HERL iDRACT IP it i, MIBRETEARLEN <FTE-EXH. AAEGRT2EFRETH T B
REFEAE, GFES IPHIHRSHEXNAD <TE-EXE.

fian:

#

# W54l "cfgLanNetworking”
#

[cfgLanNetworking]

cfgNicIpAddress=10.35.10.110
cfgNicGateway=10.35.10.1

T E T

#

# WH4Yl "cfgLanNetworking"

#

[cfgLanNetworking]

cfgNicIpAddress=10.35.9.143

# VERE, RAT LA TR Bl g

cfgNicGateway=10.35.9.1

% racadm config -f myfile.cfg S HEFBEITSIFHREAEIR. TRNXESEMEYAIE
B. ks, EALMERS E—RAIHEER getconfig MELMINEH.
ERL ST EE W SEE AR E S EE S NEE B RS .
By &% “EFR 2—TABKE ERIEXHREA.

ZHipe e EY RS LAY iDRACT L EitE

AT LAZE R iy ia) LU i Ak i RACADM % iDRAC & &2 FHTEFETL iDRACT BLEiRE. B, EALIEEXLEAD
BERE. EXUEX—A:
1. 7£iDRAC7 Web REH, % Z Overview (#t%5) — iDRAC Settings (iDRAC&E) — Network (F%g) —
Services (JR%) .
2. EBEUTHRZ—HFE:
- Disable the iDRAC Local Configuration using iDRAC Settings ({#FH iDRAC i&E#tFH iDRAC AMELE )
— £ DRAC R E A REFTZRmE SN EERE.
- Disable the iDRAC Local Configuration using RACADM ({F§ RACADM £ H iDRAC AiiiE) — A&
ih RACADM S ZFifia LS B BIRE -
3. B Apply (A .
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K & aRniasgm,

LAN _E IPMI.

14
15

R JT3E{E A Server Administrator 3¢ IPMITool 14T iDRACT B & . BIE AT LUE
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b
&% iDRACT IS ERGE(ER

& LAESR iDRACT FIZE RAZ KIS ITIRAFIEE. ﬁ@#ﬂlﬁl#ﬁ:ﬂﬁﬂﬂ fEREBRIEITINN . FiERE. MK
WEUREEFMLIEBRASIE. FFIRESE, EEATLIEE flex address (528 .

B S
Eﬁi“%’?‘fﬁ %Hz"fuﬁ 4
s

@?‘%H’J?ﬁﬁé HEM

EFHHFIRELKE

HREMIEN FEE &

HRFRIEIEWEIZE

#EFE FlexAddress £EF (Mezzanine Card) X4 iEHE
EF%IE iDRACT £1&

gé X B TE ?%ﬁi}iﬁlp\*nﬁ 'l‘.".t

L BB % iDRACT Web RERY, i&3d System Summary (REWE) TTHAIUEEZE RFKIEITIAR. iDRACT
HMEXRER, FEEMEHE, md]ﬂ%ﬂﬁﬁlﬁf,ih URBRBNFES <A <AEBREs. E&5H
. E%ﬁlﬁlﬁt%uiaunmm H1%.

ZE i) System Summary (RZEHE) T1mE, 5% ZE Overview (%) — Server (JR%EEE) — Properties (/&
) — Summary GHE) . BRI R/~ System Summary (REWE) TNH. HXRFMER, FSFE (IDRACT
BYIE8) -

R LUER DRAC R E LA ARFEREEARERERE. ENITIIRIE, 1574 DRACRELAREFHEE
System Summary (R E) . MBS 2T iDRAC Settings System Summary (iDRAC REBRARE) NE. &
EEMER, SR (IDRAC RELNFEFEYIAE) .

ERERRHFRE

BAINEEXTSERAR LR ENBEHMEGAHMNER. EXIX—5, 7EIDRACTWeb REYP, ¥ZE
Overview (%) — Server (BR%2%) — Properties (%) — System Inventory (REEEEM) . BXETF
HBMERIER, 1BSR (IDRACT BHIZPE)) -

HEEREMEGAMREREGRAR, §#%EMAFHZ1T Collect System Inventory on Reboot (CSIOR) (E#i
51 SR R EIR AR [CSIORD EBUAEER I SHWERFEZREM. LoHE, %iDRACL RES

fiZE System Inventory (REFFEM NEEFIFMER. ERUREERKEEMWAETH, BEFRURS
B EREMNESEME.

E4 &£ CSIORERERANERTERR.

EEERRHFER

THIRRET AT HIERERRMIZITIRR:
Rt Bk S — R C T R4 CMOS FnE#RE A 771% RAID (ROMB) ERHEIER .
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By & RS RGRAE A R0A ROMB K, ik ROMB it B AT
REEESE (UEATHRERMERRES) — BRXTRERBNER, SERRLTENE TR
A E MR 5%,
CPU 5 BkSE — JE R BB RGH CPU MIEITHRAIRTS.
BAfEBE — RELTHMHEE.

© REGEEE (UERTIRNIEARSE) — BT AR SRR E TR

B & NRAFHAF-TRERE, WBRRRETFQEN Disabled (BRA) .
A BEAFEN RIE B — R T AER SD #55R (vFlash FIRIERN SD #1R (IDSDM)) HIfEE.

MEREA IDSDM T4, M TR IDSDM 588 4K75: IDSDM T IKZS. IDSDM SD1.
IDSDM SD2. ZXFU&AT, {XE7= IDSDM SD1.

MR YRGS IDRACEER, IDSDM A RMALTFZEHIKZL, IDSDM SD1 &R IK BN
BAERFESETR.

WREH IDSDM T4 B IDSDM F7EERE A SD £, FEEHA—4 SD FrIRGSRHEY, MB—
M ERRESREY. BEEEHISRGA4ERE IDSDM hf 4> SD £z BRI TR M. WRETT
K4S, IDSDM 4~ SD FEYIR S ERS TR AL

EERIRELURE IDSDM R E 4 SD £z BIHITT A MR, BT IDSDM FRESEEXH, FEikARE
&R IDSDM K7,

7£ IDSDM e rh, BESRIPSIHRIF SD FHASKEHHER (SE) ASEE, BRIFFAT SR
RIFRY SD £ I TE RS B RRBR.

BESRSE —REXTARAGNESEEMFSEE (UERTHIRIMEXRSR) WES. BER
MBLIETRNFRYEE REM T AR ERMIGFRREEEA.
REGRSE — BTSN RGAH LB ERRFHRSIZ.

TRIZEMMEEFH iDRACT7 Web SR T F7 RACADM B AR E 2/ AE. BXRE Web AH LR RHBEMHRIE
2, BSRENTEN (IDRACT BEH#E)) .

2. 8: £/ Web SEE#1 RACADM ML BigR 58

EERBRRER /8 Web &E {# F§ RACADM
Faith Overview (%) — Hardware (F@ {%fH getsensorinfo f5% .
#) — Batteries (Fath) W RIERE, A LLE R
System.Power.Supply A5 <%0 get F
we.

BXEMER, BEBH

support.dell.com/manuals 3244
(1&HF IDRAC7 #1 CMC A9

RACADM i S{TE%75/8) .

M3 Overview (#t% ) — Hardware (%#
#) — Fans (FE)

CPU Overview (#ff%5) — Hardware (§&@
#>) —CPU

[EIN Overview (#£%) — Server (FR%
£8) — Intrusion (]RA\)

BIRIg&E Overview (#f%3) — Hardware (@
> — Power Supplies (HLiEi%
)

A BHFNEN R Overview (#f%) — Hardware (&
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ot
i
&
rﬂl
b
o
il

{EF Web 52 {$£ Fd RACADM

BE Overview (#t% ) — Server (BR%
£8) — Power/Thermal (HiE/fit
#) — Temperatures GEJE)

B E Overview (#t% ) — Server (BR%

£8) — Power/Thermal (HiE/fit
#) — Voltages (RBJE)

-
RERZHNFE=ZSHAHE
eSS A EIEFERMRE SRS ABIER LR, HSSHEURATUEEEEMET/EER
GEESE113°F (45°C) A ETE.
#&iE: #F 135W CPU. PCle SSD. GPU k%0 LRDIMM, A= SEE. X 1 iRIRS BZ
B SEE, 155 Del BEE.
WERZHHBSSTFSMT:
1. 7£iDRAC7 Web RE S, ZEHHR — REE — ThFE/HH - BE.
RS R BERME.
2. TEEHHTSHS, ZHOETRSSEETEEHHESTE M.

ERHRmEHE

BRALSENAZES TBEZFNRE HENINREE T TI/EMR B E S L. RERNDIREERSFIEH
E—ERAEASELE, LUEEMNERE. HRREERFNALE FEXBRNFSE, FEEBIMRRERHE
WEMRREE. GRLUREMEFEIECENZENANDRE.

Ey &ECEETUREFAREHBSSNGHENREMANDRER L.
HBERAIRETEE HIRER:

EEERE - 8EAREBINDRESRSESHNERNEERG T TENFENE. EA51210A8
BEEIA, RLGRILITE 10% BYRHE R EE SER N ITIE.
FEEE — SEAREBINQEEERSTERNERNEEFGT TIEREHENE. EA81210A8
AR, RERAUE 1% OREREFEERERIE. FELEMEN T ESEENE.
P SR BIR LI B ASRK FRR, LAEIRER 10% #011% KF. FHieREREREREENLI £ KZAER.
MRAREBITBEZZHOEENENZH THETEREN TIENE, WEM—NEH. WRIEEIIER
BRETEHRERXTRETESEKTE =8%) H™EKE (>=08%) , MKE Lifecycle BEPIER—IF
%, FE4ERMBEEAY SNMP (B, XEEHEE:

HEZENRADMAA, NQEEXTESHEMNFERBATHET 8%, BEREESHE.

c HESZE12ZANAR, NAREXTESSEMFENEXFRET 0%, BERTEEH.
HEDEN2MAN, ANOEEXTEEREMFHENEXTFHET 08% B, BEMESEM.
HEZENRADMAA, NQEEXTFEREMNFERBATHET 1%, BERTEEHE.

AR LAECE iDRAC LA INEH. AXELER, BZR_CREERENEH" 5.

{$£F iDRAC7 Web R EHEF [ R IEE EIE
EERTIBERE:
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1. 7E£iDRACT Web REH, ¥ ZHLAR — PREF — hE/MAH — BE.
RS ER BERE.

2. EBESRARSHEAOQSERRRESRS, EhE#fTEE—X. 3X 0 XRASE—FENEENDEE (F
i’ﬂﬁ%umﬂa) E’JIﬁ‘E‘T‘

[ #iE: fE547 iDRAC Bl E#isk iDRAC BiR 2 5, REBEHEM RSB RERRS.

{£F RACADM EFH [ iR E iF

E{# /) RACADM EF [ £E#E, 1K{EM inlettemphistory T <. BXEZER, BSW (E/F T IDRACT #7
CMC £9 RACADM @ S1TEZ 158 )

FREMAENFESE

& AT LUE A iDRACT Web SR E K RACADM iZi2 S5 Z E R FH U T ERASSIRANRNELE (CEM) ThEE MF#IRE
MIBITRAFERHZIREM:

RAID #£#188 (BFEmRI) .

o HltE, SENEZEER (EMM), BIRIRE. KERNEEEERN S
IR 2
ERE

g, WS-MAN ETRGEH XS HEFHZENER.

iDRAC7 AT £ S #0155M PERC 8 Z%1/A9 RAID #5488, 135 H310. H710. H710P #0 H810. A IFEZSHMAREIER
188 PSR T IS BC 2% (ITA) #0 SAS 6Gbps HBA.

TR RFEEERIDNFEHSEMAN.

& R FEEAFRIEIRAN SNMP [ABE. SBHTRTE Lifecycle A&

HXRZMIES, 15217 support.dell.com/manuals L2 itAY ((0pen/|/lanage Storage Management /5 F#5&) -

{5 Web A MM &
{F/A Web AEEEEHZEER:
% ZE Qverview (M%) — Storage (FfiE) — Summary (BE) BEGMHEHNSIEICZEHE

£, WWTUES 30 # B3R

= Overview (#E53) — Storage (¥Ffif) — Topology (3h#l) EBFEEFMAMRI D EWIERIFMN
o

4% Overview (#t%2) — Storage (fFfi) — Physical Disks (iJTEE%#) TEYEHAER. BET
Physical Disks ({I3284#&) TimE .

% Overview (HE¥T) — Storage (#Ffi%) — Virtual Disks (FEIIRA) TEERMAEREE. BEF
Virtual Disks (ERIRER) TAmE .

3£ Overview (HE%) — Storage (7Ffi¥) — Controllers (32#13%) TF RAID IZHIREE. BETF
Controllers (E#I8%) TUE-

4 F Overview (HESE) — Storage (7Ffi¥) — Enclosures (#14E) EEHIEEE . %27 Enclosures
(H14B) TUm.

BERLMERFERERHEMNRERES
BXETHRE IEE?DE)%T%&E%&IHE’JW»#HM.:. 2, BB (IDRACT BKHI#FE) -
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{3 RACADM Y157 &

EEEEMREER, BEEMArad ®$. XEMER, 15517 support.dell.com/manuals L3218 (EFF
IDRAC7 71 CMC B9 RACADM w5 S1TEE75HF) .

TR B RSN R &

BRI BERERAP TIIMERENETRAHAEEERREER.
M £&3E O+ (NIC)
BEMEIEARCES (CNA)
R E M+ (LAN On Motherboards, LOM)
M 4&F+ (Network Daughter Cards, NDC)
FE+ (Mezzanine cards, {ERTIIHERAREES)

MFEMNMEE, BAUERROMZHESXPUTESR:

Link Status GEIEIRZE)

Properties (JE1%)

Settings and Capabilities (&ZFIhaE)

Receive and Transmit Statistics (FEUFIFEIXLITEIE)

£ Web S MIEM KL EF

EFEA Web AEAEENLKERZES, 5% ZE Overview (%) — Hardware (ff) — Network Devices ([
%) . MRS R~ Network Devices (RI4Bi%#) TiH. BXMETREBUMIEHAES, 15SH (DRACT B
HIEED) .

#&iE: 02 08 Driver State (RIERZWEIZFIAE) B REVIRZS A Operational (R[R1E) , ELIETIRE
ARG HNIEFIRASE UEF IRENIEFIRTS .

{5 F3 RACADM 1530 P %1% %

EEEMKIRZIEE, 51E A hwinventory F0 nicstatistics 7% . BXitMES2, 1525 supportdell.com/
manuals L3RRS (:EFF iDRAC7 71 CMC B9 RACADM ﬁ%/v‘ﬁ*ﬂ?f D

%7 iDRAC7 Web REH R RAIEMHELISN, £ RACADM 5 WS-MAN B i 7] G B R HAth /B 14 -

& F FlexAddress #E+ (Mezzanine Card) Y4 iEE

ETIERIREED, FlexAddress RIFAETNZER EEFERAAA. NESEHESIRZFRF0 MAC ik
(WWN/MAC).
BAIUESEENRENBARUARMINAIEREFHEOBUTIESR:

FEER RS

SRR,

RS F|AERY. HlFE D ECRYSORIE £ ECRY MAC Mt
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FEEE iDRACT F 8 Flex HHHER, BFENMNBEERITH R PR EF B Flex FHLTNEE. HEXIFMER, 1FSH
support.dell.com/manuals t324t89 (Dell Chassis Management Controller User Guide)  (Dell Hl#5 EHE#E 41 F1 45
A . MRBANEZEHR FlexAddress I8 8, MEAIIA ERIEH EBEMN RSIESEL,

By S ERETESBETIARZERENER, SMROMLTERGLTLLERHRENREF.

FlexAddress ThRE S {E R 2 ELAY MAC bl 3 AR S5 88 4 BCRY MAC #thtit, FES571F R LOM. EE+FF01/0
#E—it2 4 iDRACT 3KTE. iDRACT FlexAddress TNRESZ#F A HLAE B #9 iDRACT 1R EBIRFE4FERT MAC Hbtik. #FEH
ECay MAC it 7Z6E7E CMC IE B K14 TENEsE T, 1R /2F FlexAddress, i% MAC Hiit < 7€ iDRACT 5| S 32 &
%2 iDRACT.

R CMC BRENFE 2B A MAC ik, iDRACT & 23R TH{ER T1mE £ &Y MAC sbiik -
Overview (#¥%) — Server (BR%2%) — Properties Details (JBIEiE4M{ES) — iDRAC Information
(iDRACER) -
Overview (#t%E) — Server (BR%52§) — Properties (JB1%E) WWN/MAC.

Overview (#%%) — iDRAC Settings (iDRAC % 2&) — Properties (JE1) iDRAC Information (iDRAC {5
5 Current Network Settings (4 BTMLEE) .

Overview (#f%%) — iDRAC Settings (iDRAC &) — Network (f%#%) Network (R4%) Network
Settings (FILEIEE) .

A /iby: FE P FlexAddress /5, tSEMPRE2 5B A MAC Hbab13RBIH 55 9 E 9 MAC Mtk s&+#35, iDRACT
IP #bitth & T4k

EH 1L iDRACT &=1F

BRI E S E 55 DRACT A PEFLILAREIE.

{£H Web S E#2 1L iDRACT &1&

REEIENR A P BB & Configure iDRACT (ECLE iDRACT) PR RE{F F iDRACT Web 5RHE£& 1L iDRACT

Egr

ETEFALIE iDRACT £1F:

1. 7£iDRAC7 Web RE ., %= Overview (%) — iDRAC Settings (iDRACi&E) — Sessions (£i&) .
FEEN Sessions (£iEF) TEHESETSIEID. AFRL. IPHUIIERSIEER, FEAXLEEHAEMESR, &
S8 (IDRACT BHIZPE) o

2. E&IESiE, 7E Terminate (£81E) FIT, BdSiEagEssEfR.

{8 F§ RACADM ££1F iDRAC7 £1&

B MEH SR RAMNPRA #EfE A RACADM £& 1 iDRACT &1 -
EEEFYHFAFRSE, 1EEH getssninfo 7%
ELIFAPLIE, 151 closessn 5%

BRXEHSHIEMEE, 15217 supportdell.com/manuals EIRHERY (iZHF F IDRACT 71 CMC B9 RACADM 73S
TEZ15F)
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& & iDRACT &=

B LUERA TRz —5 iDRACT iB15:

iDRAC7 Web £

« {FFI DBIH4: (RAC 4TS IPMI BB1T) #HITHRIT

IPMI Serial Over LAN (IPMILAN E&1T)
IPMI Over LAN (LAN _E IPMD)

T2 RACADM
+ 7ttt RACADM
EFERR 55

BRIFMYL. wSRTREHMEIE, BSRTR.

.9 BEES —RE

HEHE - ER TR RS SR/FEX RS

BIEER S HERIYL HNMHS IR
iDRAC7 Web HH Internet 1133 (https) b Web BR$5 88
Eﬂi B{TiE/E DB BB45HY  BITHY RACADM iDRACT Bl HIER 5
BiTED SMCLP RAC 4758 IPMI 21T E 2
IPMI R
IPMI Serial Over LAN B A EER &MY IPMI IPMITool EZ 2 H IPMI
(IPMI LAN E&17) SSH LAN EE8BITERHR.
Telnet
IPMI over LAN (LAN E HEEFEEERE MY IPMI IPMITool EZ%£ B IPMI i%
IPMD) EERMA.
SMCLP SSH SMCLP iDRAC7 _tHY SSH 5K Telnet
Telnet BRH.
72 RACADM https jL#2 RACADM JTFE RACADM B&REFH B
A
El4 RACADM SSH [El1$ RACADM El14 RACADM B RZEH B
Telnet H.
Zs1th RACADM IPMI 7S 1 RACADM A b RACADM B%2it.
EI2RRS (1] WS-MAN WinRM (Windows) WinRM B %% (Windows)

NBXFEMER, 1
R HEE

iDRACY i#1Ti

OpenWSMAN (Linux)

f£ A3 DBY FR4ERY7E RAC BR{THNERITIREI & 2 (B 1%

{£/ IPMI SOL 5 iDRAC7 i&15
{£F LAN  IPMI 5 iDRACT i&1E

3 OpenWSMAN 2 &3
(Linux) .

£ 1% support.dell.com/manuals E32HtHY (Lifecycle Controller iR AR/ 55 ) -
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Bk Z A itiz RACADM

% F 7k #th RACADM

BRSE RS Y IPMI

A5 SH B Y R ITIEH B BL & Linux
S i5H) SSH INZE AR

{£ A DBY FL4%i# d FR{TEH 5 iDRACT #HITER
T A T T B LRI AR S B0 S8 T AT R R 5

RAC 21T
IPMI 1T — B EREARANEIREZLIRENX

HFEETRRSEBNBRT, RITEZBEIHFEEL. BXIEMER, 1557 support.dell.com/manuals
FIRER (BB AIRAFIEE)

B ERITIER:

1. & BIOS LIB A BITIERE:
1% 21785 DBI 45 A\ Management Station BY SR 1Tim OiEERIZ & R F RN RITIEIESS .
4% Management Station BY£% i (A EEX B E A T A U T E M — IR0 BT
- Xterm A A% Linux Minicom
- Hilgraeve B4 HyperTerminal Private Edition (FE7< 6.3)
RIBZERFLATHISTEDHNMNE, BUEIAVERNRESNIRMERGRES. XETFUTES:
SAC GERTF Windows) #A Linux XAERXREE GERT Linux)
4. 7£iDRAC7 /3 RAC HR{TiEE IPMI BITER.

TR
3 BT ERECE BIOS
B3 RAC 1T
BH IPMI B {TiEREE AR FNLL T

St ER{TEEHRECE BIOS

3 BB 1T AL & BIOS:
Ky & X OUER THZRANE AR S5 85 F &9 iDRACT.

FEREHEHNRL.

¥R <F2> 8,

4% % System BIOS Settings (F%t BIOS &) Serial Communication (FR{TEE) -

%% %] Remote Access device GEFE/7iEli&#& ) AY External Serial Connector (SMERERITIERERS) .
kB Back (iRE]) . Finish (5ERL) #1Yes (&) .

#% <Esc> §21R 4 System Setup (BRZIEE) .

AN S

JEF RAC BR1TiEHE

7£ BIOS B & R 1TiEIER, 7£iDRACT 1 /ZF RAC $17,
Q i X UE R TN RS 25 AR 5585 LAY IDRACT.
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{3 Web 5 /2 RAC FR1TiE#E
F& P RAC 8B TiEHE:

1. 7£iDRAC7 Web REH, %t % Overview (#45) — iDRAC Settings (iDRACi&E) — Network (F4&) —
Serial (B&fT) -

BERN< &R Serial (HB4T) THE.
2. 7E£RAC Serial (RAC &£1T) T, i£#% Enabled (BBA) HiEEBMHE.
3. B Apply (A .

IPMI BITREERE.

{F RACADM /3 F RAC HRITiEE
AP RAC BR1TiEE:

racadm config -g cfgSerial -o cfgSerialConsoleEnable 1

BH IPMI BT EZEREARFLIFER

ZE /2 BIOS Z| iDRAC7 89 IPMI BB 1TE&H, 1BEMTEERHY iDRACT HfcE IPMI B1T:
g FiE: XE A T ZRA0E R BR 55 88 &Y iDRACT,

IPMI EAER — ZIFEFTEIZi#F3EO, BlankE Baseboard Management Utility (BMU) M5 AY IPMI
shell (ipmish). fflan, Z@id IPMI EXERER ipmish ITENRFEBHEER, BETUTHS:

ipmish -com 1 -baud 57600 -flow cts -u root -p calvin sel get

IPMI £ imtE R — IF B ITEIHAIZR ASCI 55, B IFER+75i3H) ASCI EFFBANER
HEMHS (AIFRIREE)D FEA IPMI 4. ERIFEET SSH X Telnet % 7 iDRACT BIEHiF
1ER 45| BIRF L= BIOS.

ks
$ 3¢ BITIEIEE S BIOS
IPMI BB {TE IR H Mg E

fEF Web SR E R B {THER

WRZEA RAC BT O LIEBA IPMI B1T# 0.
ERE IPMI BITEORE:

1. 7£iDRAC7 Web RE, %t Z Overview (#f%5) — iDRAC Settings (iDRACi&E) — Network (&) —
Serial (FRfT) -

. 7£IPMI Serial (IPMI 47> T, #EEZEMRE. GXZEMNER, ES (IDRACT BHI#E)) .
3. BEEApply (IR -

{£F RACADM J3 B R 1TiE#E IPMI &5
BE IPMI 13
1. A RAC &7

racadm config -g cfgSerial -o cfgSerialConsoleEnable 0

2. ERERRAY IPMIR.

racadm config -g cfgIpmiSerial -o cfgIpmiSerialConnectionMode <0 2(1 >

Hep, 0FRTEIFREAT 1 RRERER
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{$£F RACADM j3 F B2 1Ti%#E IPMI BBITIRE
BE IPMI £1T8E:

1. FERAUTHLE IPMI RITEREX B ABEAIRE:

racadm config -g cfgSerial -o cfgSerialConsoleEnable 0

2. FERUTHELIKE IPMI BITHEIFE: racadm config -g cfglpmiSerial -o
cfgIpmiSerialBaudRate <y4rHR> Heb <JiHr%> 75 9600, 19200, 57600 = 115200 bps.

3. FRUTH®SERIPMI 2ITEHRIES]: racadm config -g cfgIpmiSerial -o
cfglpmiSerialFlowControl 1

4, FRUTHSIKE IPMI HITERERIKNERS: racadm config -g cfglpmiSerial -o
cfgIpmiSerialChanPrivLimit <ZJjl>, Her <>k 2 (BPR) . 3 GRMER) 4 (B

5 .

5. REBITMUX (SMERERITIEIRRS) 7E BIOS IRERFHIEMIRE AITIZ T BRI X RITIEREE
BIOS.

BXRXLEEERIEMES, 1HSHE IPMI 2.0 HE.
IPMI BT IRER W EMIEE
AR IPMI EITRBERANEGBRESIEE.
1&/ Web SRETECE IPMI BiT48i% B EM IR E
ERERIHENIRE:

1. 7£iDRAC7 Web RE ™, #:%| Overview (H#E¥) — iDRAC Settings (iDRACi&E) — Network (4&) —
Serial (BBfT) -

FEEN< &7 Serial (BT) TLE-
2. BHRIPMI &1T

3. B Terminal Mode Settings (Zip#EXigE) .
REEN < & 5 Terminal Mode Settings (#&im4&E0igE) T1H.

4. J/EUTHE:
- Line Editing ({T4R%8)
- Delete control (FHF&IZ=ED
- Echo Control (EIFE#=4])
- Handshaking Control (#EF4%%)

- New Line Sequence (F{TEFI)
- Input new line sequences CIAETITFF)

BEREIETMIER, 1BSR IDRACT BHI#E).

5. BFHApply (R .
KinEX G ENRER

6. FAMREBITMUX (SMEBERITIERERR) 7E BIOS IRERFHIEMIREAILIZ IR & LU M RITEEEE
BIOS.

12/ RACADM ECE IPMI & 17485m =0 A9 Rt R B
EREZIHENIRE, BEITUT®H%: racadm config cfgIpmiSerial
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£ F DB R 45K 7F RAC BRITFIRITIZH & Z [a 1]k

iDRAC7 X #FiR 5 7 5!l(Escape key sequences), %75 R VFAENIRAFNE ARS8 LA RAC BITIEROBRESH
ITI=HIER Z B35

MERITIEHI & VT2 RAC =1T
BE T A4S P YIIRE) RAC BT DB, IHEMU TR

<Esc> +<Shift> <9>

L 2R354 E % iDRAC Login (iDRAC %&3%) #2RfF (#NIR iDRAC i E /7 RAC Serial [RAC B1T] #30) 3¢
Serial Connection (B{TERE) R, EIZERATULAELIHHS (WR iDRAC R E A IPMI Serial Direct Connect
Terminal Mode [IPMI SB{TEZEZLIHERD .

M RAC BRITHIHRE|BITIZH &
B RAC BT OBIEHEA TR ST AR, HERU TR

<Esc> +<Shift> <g>

ELIHERT, ERERVIRAHRITESGENX, FEA:
<Esc> +<Shift> <g>

ERITESHARATH, ZREZiEEAER, BER:

<Esc> +<Shift> <9>

{£F IPMI SOL 5 iDRAC7 &5

IPMILAN E 51T (SOL) 2 & REE T XARIZH & SRITHIE R iDRACT A& RS =3 5MAK M & 12 W
KEEE. @i SOL, ERILL:

IR EHRER FE T A SHBRT

7£ Windows B9 2 &8 BR % (EMS) 8¢ Special Administrator Console (SAC) _EB{ Linux Shell FiZ#f £ 41 %
o

FHER SR EERESEMHEFEHESE BIOS KEREF.

W E SOLBEER:
1. ECESRITEER BIOS.

2. BCE iDRACT LU SOL.
3. BHEXEAYL (SSH. Telnet. IPMitool) .

HXHEE
$t3¢ BT IEZEE BIOS
B & iDRAC7 LU{FH SOL
BRI

3 &R{TiERECE BIOS

$txf R {TiEZR E BIOS:
By & X OUER FHZRAE AR S 28 oh A9 iDRACT.
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FEREHFBHNRL.

1% <F2> #.

4£3 System BIOS Settings (FE 4 BIOSi&E) — Serial Communication (SR{TiEE) -
IBEUTE:

Eal

- Serial Communication (#{Ti#{§) — On With Console Redirection
- Serial Port Address (& {TimOibik) — COM2,

E &IE: 40R serial portaddress (EB{THROIMIE) FEL A9 serial device2 (HRITRE ) WEH
com1, MR serial communication (ER4TIE{E) FELZE A On with serial redirection via com1
(FF, ifid com! #HITRITEER) -
- External serial connector (5PMEBER{TiE#ERE) -- Serial device 2 (BBITIR&E 2)
- Failsafe Baud Rate (BUBEFRIPIEHFEE) — 115200
- Remote Terminal Type GEFEZ&iHZEE) — VT100/VT220
- Redirection After Boot (3| R/FEEXEM)> - Enabled (BRD
5. B Back (T—%) , SAfFE T Finish (ER)
6. HfYes (B) LUREEM.
7.  #& <Esc> iR H System Setup (RFIEE) -

B¢ = iDRACT LA{EF SOL
AT LU{EFH Web 5E. RACADM 3 iDRAC & &\ A2 F$5E iDRAC7 Ay SOLIEE .

{3 iDRAC7 Web SR EC & iDRAC7 LAfER SOL
ER/ S IPMI LAN £ £E47 (SOL):

1. 7£iDRAC7 Web REH, %= Overview (#t%8) — iDRAC Settings (iDRAC#&E) — Network (FI4&) —
Serial Over LAN (LAN E&1T) -

BEEN < & 7R Serial Over LAN (LAN E&fT) Ti@E.
2. JBASOL, ¥5E&ME, SAREE Apply (R -
IPMI SOL & BERNEL & TR -
3. EREFFHRZRERAEMEFLEHME 15EE Advanced Settings (FRIZE) -
REEN < &7 Serial Over LAN Advanced Settings (LAN EBR{TEERIEE) TNH.
4. EBEZBMMEI RS Apply (IR .
IPMI SOL SR IRERNELESTERK . XLEB B FIRA R
BREEBNER, 1BSI0 (IDRACT BKHI#E)) .

{# F3 RACADM B2 & iDRAC7 EA{$ A SOL

B2 & IPMI LAN £ 4T (SOL):

1. ZZHIPMILAN E&1T, BETUUT#®%S: racadm config -g cfgIpmiSol -o
cfgIpmiSolEnable 1

2. FERUTHSEHIPMISOL HIEMRES]: racadm config -g cfglpmiSol o
cfgIpmiSolMinPrivilege <#ul>, HA <%ul> A2 (AP . 3 GRIER) =4 (BEER) .
% #FiE: IPMI SOL 52 KA BRER 51 # E i 7E IPMI SOL ISR {EAURE A . BHXRIFEMER, 1ESH IPMI 2.0

3. FRALUTHSEHIPMISOLKEYEE: racadm config -g cfgIlpmiSol -o cfgIpmiSolBaudRate
<PEFFR> Er <RE2E> J 9600, 19200, 57600 =X 115200 bps.

72



Eq &% ZEEE AN EBTEHE, BHER SOLUEHRSZERRMNEHRTSHERE.

4, FRAUTHSABMARBRESOL: racadm config -g cfgUserAdmin -o
cfgUserAdminSolEnable -i <id> 2 H#, <id> 2R FAKE—MID,

=35 Zd nhvigt'd
TR IPMIL SSH #A Telnet.

{5 F3 Web R /3 A3 FRHHL
ZE 2 SSH 8¢ Telnet, &%) Overview (#E¥%) — iDRAC Settings (iDRACiZ&E) — Network (%) —
Services (BR%) . $A/G4 SSH 3% Telnet £ 311%#% Enabled (BH) .

ESA IPMI, {54 Overview (#%5) — iDRAC Settings (iDRACi%E) — Network (FN%&) , Fti%iE Enable
IPMI Over LAN (JEFH LAN £ IPMI) . i&E#54% Encryption Key (INBH4A) B AT, sSiEIRBHRIEESHIEIEE
B AEFH.

{8 F RACADM /& Pl SZ#REIHIMYL

EEH SSH 8 Telnet, BHEITUTME:
* Telnet-racadm config -g cfgSerial -o cfgSerialTelnetEnable 1
* SSH-racadm config -g cfgSerial -o cfgSerialSshEnable 1

% #HEEFEMUSSHiIRDO, BESITUT#HS: racadm config -g cfgRacTuning -o
cfgRacTuneSshPort <ijl15>

ERATLUERM T IA:

* IPMltool GERFER IPMI #1380
*  Putty/OpenSSH G&F-F{£EF SSH =X Telnet 11380

B
{#/ IPMI 1389 SOL
{£F SSH g% Telnet 148 5 SOL

{8/ IPMI i3 SOL

IPMItool <—> LAN/WAN %E3% <—> iDRAC7

£F IPMI &9 SOL 22 [ #2540 IPMltool {$£f RMCP+ ({$ /] UDP ¥R &% Fi% 0 623) . H{EM IPMI 2.0 &,
RMCP+ Rt B B FHAIIE. BIETEBMEAE. MENHURBETENFAOTHEES. EXFERESR, 1§
2[5 http://ipmitool.sourceforge.net/manpage.html.

RMCP+ {EH 40 N+t F iR (FR/0-9. afFA-F) MEZFAHITEMEE. BIAMEH 40 MEA
FBIF R

$515) iDRACT B9 RMCP+ 3 FUE A INZE 40 (Key Generator (KG) Z548) #4Thn%E . & AT LU{E A iDRACT Web
AEKIDRACIRELNAREFEEMEEA.

Z M Management Station {3 IPMltool /551 SOL &1F:

B &EwELE, EALE Overview (#i8) — iDRAC Settings (iDRAC &) — Network (FiZE) —
Services (AR%) HEL SOL BYBKIAFBETE.

1. M Dell Systems Management Tools and Documentation DVD %% IPMITool.
BRRENA, BESH (HHFRELEER) -

2. AEASETRHT (Windows 5 Linux) , i&1TM iDRACT B3 SOLBI#F%: ipmitool -H <iDRACT-ip-
address> -I lanplus -U <login name> -P <login password> sol activate
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%S £ 4% Management Station E 1R ZE R KR BITIHO.
3. ZEM IPMitool iR SOL £1F, BRIRIET <~> M <>. SOLZIFENXKMA,
KB4 & @R SOL&iEARLLL, {EEE DRACT FEHBHIMLUETHSIS.

{8 F3 SSH =X Telnet LAY SOL
Secure Shell (SSH) #A Telnet 2 T 5 iDRACT T SITIBERIME L. ERTLUBEE—ZODHTITIE
RACADM #A SMCLP %%,

SSH 7£ Telnet LA EEAIZ £ 4. iDRACT (XA EHBIIERY SSH ARZA 2, HEERINMBERTERHR.
iDRACT EIF 5 % 5™ SSH S1EFAE A Telnet =1&. BILERM SSH, EH Telnet FIER LWL RETE
L4 SSH & P ok M 48 A SR R £ B A W S E A Telnet.

{# FI 7€ Management Station =375 SSH #A Telnet M4 Y BIFFIRFERF (45120 PuTTY = OpenSSH) % Z|
iDRACT.

% #&iE: M\ Windows LAY VT100 2 ANSI 2R {A B2 FIE1T OpensSSH. 7E Windows fr £ R 1 FIETT
OpenSSH KSR EZRELIERIEIT (A, REERMEFERRRER

£ SSH 3% Telnet 5 iDRACT B{EZ /T, 15H1R:

1. E&BIOS IEABITIEFIA.
2. 7£ iDRAC7 HECE SOL.
3. {$/ iDRAC7 Web A E = RACADM /5 A SSH =X Telnet.
Telnet (%A 23) /SSH (3% A 22) & s <—> WAN jE#% <—> iDRAC7

ETF IPMI &9 SOL {3 SSH 5 Telnet thil AT K EH M AFIERF, EARITEIM K% iDRACT HA%E.
& FAHY SSH 3K Telnet #Z I & w450 BE 5 BEREFOING M2 I B ARG B4 Tum D B RYEEE . BiTim D@ E M
E|{HFE ANSI- 3 VT100/VT220 &35 HY shell. BRITESI&F B shEEEE] SSH =X Telnet =514 .

R
M Windows A% Putty {#F SOL

M Linux A4 OpenSSH B} Telnet {8 SOL
M Windows _EA9 Putty (£/H SOL
M Windows Management Station _E &9 Putty /254 IPMI SOL:

B &E@HLE, EALE Overview (HE55) — iDRAC Settings (iDRAC &) — Network (Fl%%) —
Services (AR%) T EILELIAAY SSH 8§ Telnet #BAT .

1. BT TS EIESR|IDRACT: putty.exe [-ssh | -telnet] <&XA>Q<iDRACT ip Mihk> <
5>

% FiE ImOSEAIEN. NEEFHHEREOSHAZEZ.
2. B1T# % console com2 B connect UBHI SOLHIIEZFERT.

15 $TFF I Management Station 2532 A 4tRY. {EF SSH =X Telnet H1Y B9 SOL &i&. Eif5(8] iDRACT &%
=R G, 151%HR ESCEFFFIHITIRIE. Putty F1 SOL E#EITA:

- EFNBERERERED putty FEZERGR, R putty ERITHEERMERIATNRE A

*  VT100+ —F2 @33, 1B F12 ki@
* ESC[n~—F12 @5, {8 F2 5'13,%1_1_0

- £ Windows #, MIRZXZEERS (EMS) IE5I S EENEFHSISFILENFTH. N Special Admin
Console (SAC) &R ] gES IR, IR SOL =18, XKFLiR, FIHB—1ELin, ARRFERERMG
£33 SOL£4F.
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LEP 3
7£ iDRACT iy £ 1T#5 %I & BT FF SOL S iFiEHE
M Linux _E#9 OpenSSH B¢ Telnet &5 SOL
M Linux Management Station _E B OpenSSH =k Telnet /53 SOL:

E: mBVE, BALLZE Overview (f8E%5) — iDRAC Settings (iDRAC &) — Network (4§ —
Services (BR%) T X EkiIABY SSH 3% Telnet &1E R .

1. B3 shell
2. (FRUT$iEZE iDRACT:
- XFF SSH: ssh <iDRAC7 jp #htit>-| <BR# >
- XF Telnet: telnet </DRAC7 jp #b1if>
Ky &E mRELT Tenet FRZMEINFKOS GHO23) , WiFmASRIME Telnet HLLRE.
3. EHTIETIFTEMAUT®SZ—RES) SOL:

- connect

- console com2

X<4% iDRACT E1Z2| Z B A4 SOLi%O. —B#Ear SOL iEfF, DRACT S fTIERI A A TTH. 1R
3 X FFIEMIRIELIFTIF iDRACT 48 1TiEH . —B SOLSiEEER, BXFIHSERE LITH. =
ERGAAT, B SOLSIEEE—LRE.
console -h com2 & B REFEAMAIRKREBITHAMNNMFEFIRITHRIEREARMASR.
AERIEREPXBBIN (FIRK) X/NANNFR. BULERAUTHSELEEREARNE:
racadm config -g cfgSerial -o cfgSerialHistorySize <H{H>
4. RUY SOL SiELSKHESIR SOL i .
LEPS 3
{EH Telnet ERI=HIE
71 Telnet £1EBCE Backspace §2
7£ iDRACT fy £ {744 & B 7 SOL 2iFiEH:

1ZHF Telnet IEHIIEHIE

% BIOS EHUZHI &A1& VT100/VT220 {AERT, Microsoft $21E % _E ISR LE Telnet BFPIKFIREA S EMET
BIOS RERH. MRLEIIEGE, %1% BIOS £H AEH N ANSI BRUEH RR. EE BIOS RERSEHHIT
L2, 151%4E Virtual Console (FEHZEHIA) — Remote Terminal Type GGEFELLumZEE) — ANSI.
AERERFIHK VN FETARN, BEREERELES GME O ARRFRER 2517 x 80 IR R A
EMHET: BN, BEXARBTHESHNED.

Z(F M Telnet ERUZHI &

1. 7 Windows Component Services (Windows £H{£BE%) & /= H Telnet.
2. {ERA&SEERIDRACT: telnet < IP Hbudik>:< iS5 >, He 1p Huhl-2 iDRACT 4 IP ik, s
SR Telnetiwn OS5 (MRMREBFwA) -

X Telnet £1F A & Backspace $&

HRYE Telnet & Pim, £ <Backspace> GRA®) BRAIBESFEERIINER. i, KIEREESEL ~h.
i3, K% Microsoft #0 Linux Telnet & Pim1a AT BL & £ <Backspace> §#.

EfLE Linux Telnet 1E{EF <Backspace> ##, FTHAMEIRTAHEN stty erase "“h. FERTHT, #A
telnet,
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BL & Microsoft Telnet & Fim{ i <Backspace> #:

1. fIAGSRTHEND (MRF
2. WREHIET Telnet R1F, 15552)\ telnet. SRIEFAIZIT Telnet &iF, 1Hi% <Ctrl><]>.
3. TERTFHT, #A set bsasdel.
B ER{EE Backspace will be sent as delete (Backspace ¥ delete &) .

# IDRACT d STTHERI B PBTFF SOL 2155
#iFF SOL IR EZRI BT ET ARERF. (X3 SOL BT L IERNAERE 2 HRERF.
EWTHF SOL X1EERE, M iDRACT S 1TIEHI A4 1k SOL &1F:

+ ERWY SOLEEM, HWKIRIR <Enter> §. <Esc> $2FA <t> §E. SOL S1EF XA
ZEM Linux L8 Telnet ;B SOL &1, i5#R(E <Ctri>+]. ISR Telnet #27R%F. AN quit IBH Telnet.

s MRAFAEFDHSOLSIEREREAKIE, NEM SOLSIERRERATH. EffRILEEE, EE Webﬁ~
HARY Overview (Hf%s) — iDRAC Settings (iDRACiZE) — Sessions (£iF) T LHSITIRHE

{£F LAN E IPMI 5 iDRAC7 &5

& w5573 iDRACT BCE LAN L IPMI, A gExHEMINRZR LR LAN FERASEZA IPMI 7% . IRIZEERT
K, MSNEREGTEER IPMI 445 iDRACT FR&Ri@1E.

&£/ Web SR EECE LAN L IPMI

B & LAN £ IPMI:

1. 7£iDRAC7 Web S2E ™, %5 Z Overview (#f3%5) — iDRAC Settings (iDRACiZE) — Network (FI4&) .
15 27~ Network (FI4%) Timd.

2. 7£ IPMI Settings (IPMI&E) T, 5B 4EE, AFEE Apply (A .
BEEEBMIER, 155 R IDRACT BHI#28].
LAN £ IPMI B EEE.

{£A iDRAC ixE A HIEFECE LAN £ IPMI

Ec & LAN L IPMI:

1. 7£ iDRAC Settings Utility (iDRAC i&E 2D +, # = Network (R4%) .
1% 2 7% iDRAC Settings Network (iDRAC i&EM4E) T

2. ¥F IPMI Settings (IPMI&E) , $5EE.
BREETNIEER, 1ES I IDRAC 1R E 2\ FEE/FEHIZPE).

3. {kxEd Back GE[E) . Finish (5ER) #aYes (&) .
LAN L IPMIZEBCEE .

{8 F§ RACADM B & LAN _E IPMI

Ec & LAN L IPMI:

1. FRAUTHSEBBLAN LIPMI: racadm config -g cfgIpmilan -o cfgIpmilanEnable 1
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B & g EMmEERA LAN L IPMIRE SHITH IPMI <. BXIEAIER, &S5 intel.com L& IPMI
2.0 M3E.

2. FERAUTHLSERIPMIBEENFR: racadm config -g cfglpmilan -o
cfglpmilanPrivilegeLimit <Zjl>, EH& <> BUTEZ—: 2 (AP . 3 GEER) 4
(EHEF)

3. FERUTHSIEE IPMILAN BEMZEZH (WBELE) : racadm config -g cfglpmilan -o
cfgIpmiEncryptionKey <#%1>, HM <Ef> BHMTEHHIHIEINAY 20 M FEHFMEZH .

E4 & iDRACT IPMI 5 RMCP+ 1. HXIFMMER, 1557 intel.com LAY IPMI 2.0 H15E

B HsZAiz3E RACADM

1% 7] LU{E A iDRACT Web S s RACADM & A =22 iz #2 RACADM. BRI LAFITIEITHRE A1 ni2 RACADM &
&

{#/ Web 5% E /5 S Z Hiz#2 RACADM

B s EFixi2 RACADM:

1. 7£iDRAC7 Web RE ™, %% Z Overview (#f35) — iDRAC Settings (iDRAC #¥%=E) — Network (R4&) —
Services (FR%) -

1% 27 Services (BES%) TE-

2. 7t Remote RACADM (iZi2 RACADM) T, i%#%¥ Enabled (BEBH) . &M, %1% Disabled (BZH) .
B Apply (L) .
iT#2 RACADM I #R¥EIEZE B FEERA.

{£F§ RACADM j5 i 25 42 RACADM
EBAER T, RACADM TAZUREATRMAMKE. MRLM, EWARS racadn config —g

cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 1 LIEH. BEEZRITEIGE, B@MAGS
racadm config -g cfgRacTuning -o cfgRacTuneRemoteRacadmEnable 0

By &L ElERREEETXLERS.

%%/ Z s RACADM

A3 RACADM BUAER TEER. BEM, FSAZERAELUEH A% A DRACT BLEIRE

BRSZER% LR IPMI

EZEZ% L, {8 Dell Open Manage Server Administrator B] /2 FAS(ZE A IPMI. B XiEHAER, 5517
support.dell.com\manuals _EI218Y (Dell Open Manage Server Administrator JFF#55) .

A5 2HE R BITIEH S B E Linux

T4 58% BT Linux GRand Unified Bootloader (GRUB). fNR{FAAREMIGISMEIEF, MEZLUMHEL.

FEAEREEPH VN0 FER AR, BETEERELSFHISMEONEZRAREFREH 2517 x80 7L
WBRNAERER. BN, BLENKRHEAES HIELRD.
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R BB LTt B 4m%E /etc/grub.conf 3C4:
1. #%BISCHEHY General Setting (EMIRE) EHFRMUTHE:

serial --unit=1 --speed=57600 terminal --timeout=10 serial
2. ERZITLEMRAANEL:
kernel ............. console=ttyS1,115200n8r console=ttyl

3. ZFGRUBWEIFRAEmIFEAETXANA®T. &N, GRUB REAFSERAC EMIEHI AT RER. EX
EFRmE, & EFE splashimage FLHI1T.
VAT 513218 7 745 fete/grub.conf 304, B RELSFEAIFARER.

# WL anaconda A grub.conf # WERE, X CHEMTER)E LT ERIEIT grub # F
B BB /oot X XEMWENA # WM initrd BAEHYS / M2e, #l00 # root
(hd0,0) # kernel /boot/vmlinuz-version ro root=/dev/sdal # initrd /boot/
initrd-version.img #boot=/dev/sda default=0 timeout=10 #splashimage=(hd0,2)/
grub/splash.xpm.gz serial --unit=1 --speed=57600 terminal --timeout=10
serial title Red Hat Linux Advanced Server (2.4.9-e.3smp) root (hd0,0)
kernel /boot/vmlinuz-2.4.9-e.3smp ro root=/dev/sdal hda=ide-scsi
console=ttyS0 console=ttyS1,115200n8r initrd /boot/initrd-2.4.9-e.3smp.img
title Red Hat Linux Advanced Server-up (2.4.9-e.3) root (hd0,00) kernel /
boot/vmlinuz-2.4.9-e.3 ro root=/dev/sdal s initrd /boot/initrd-2.4.9-e.3.im

4. EBSMAZ A GRUBEUIRIET RAC BITERBMELITH AERIE, BUUTITIRMEFFAEL:
console=ttyS1,115200n8r console=ttyl
ABIER console=ttySl, 57600 iRINE|E—MEIN.

RFESIREERBELIZHE

FE3C 1 [etc/inittab H, FIE—1TLAZE COM2 BR1TiH 0 LELE agetty:

co:2345:respawn:/sbin/agetty -h -L 57600 ttySl ansi

TR R RIS T — TR R G134 -

#inittab This file describes how the INIT process should set up #the system in
a certain run-level. #Author:Miquel van Smoorenburg #Modified for RHS Linux by
Marc Ewing and Donnie Barnes #Default runlevel. The runlevels used by RHS are:
#0 - halt (Do NOT set initdefault to this) #1 - Single user mode #2 -
Multiuser, without NFS (The same as 3, if you do not have #networking) #3 -
Full multiuser mode #4 - unused #5 - X11 #6 - reboot (Do NOT set initdefault to
this) id:3:initdefault: #System initialization. si::sysinit:/etc/rc.d/
rc.sysinit 10:0:wait:/etc/rc.d/rc 0 1l:1l:wait:/etc/rc.d/rc 1 12:2:wait:/etc/
rc.d/rc 2 13:3:wait:/etc/rc.d/rc 3 ld:4:wait:/etc/rc.d/rc 4 15:5:wait:/etc/
rc.d/rc 5 16:6:wait:/etc/rc.d/rc 6 #Things to run in every runlevel. ud::once:/
sbin/update ud::once:/sbin/update #Trap CTRL-ALT-DELETE ca::ctrlaltdel:/sbin/
shutdown -t3 -r now #When our UPS tells us power has failed, assume we have a
few #minutes of power left. Schedule a shutdown for 2 minutes from now. #This
does, of course, assume you have power installed and your #UPS is connected and
working correctly. pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System
Shutting Down" #If power was restored before the shutdown kicked in, cancel it.
pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

#Run gettys in standard runlevels co:2345:respawn:/sbin/agetty -h -L 57600
ttySl ansi 1:2345:respawn:/sbin/mingetty ttyl 2:2345:respawn:/sbin/mingetty
tty2 3:2345:respawn:/sbin/mingetty tty3 4:2345:respawn:/sbin/mingetty tty4
5:2345:respawn:/sbin/mingetty tty5 6:2345:respawn:/sbin/mingetty tty6 #Run xdm
in runlevel 5 #xdm is now a separate service x:5:respawn:/etc/X1l/prefdm -
nodaemon

TE3X 14 fete/securetty A, {EF COM2 BYER1T tty AFRFTIE—1T:
ttysi
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SRR R T —(FRRGIH
B &k (GRS (-B) £RTHEH A LR IPMI TR Linux Magic SysRq 4% .

vc/1l ve/2 ve/3 ve/4 ve/5 ve/6 ve/T ve/8 ve/9 ve/10 ve/11 ttyl tty2 tty3 tty4
tty5 tty6 tty7 tty8 tty9 ttyl0 ttyll ttySl

YT HEH SSH B AR

E(EF SSH 15 iDRACT &5, EXF TRPIIHMSIHERAE.
#.10: SSHEBHE

FERA HE
xRN Diffie-Hellman DSA/DSS 512-1024 (F##l) {i/NIST #3E
SFRINEE

* AES256-CBC

* RIJNDAEL256-CBC
* AES192-CBC

* RIJNDAEL192-CBC
* AES128-CBC

* RIJNDAEL128-CBC
* BLOWFISH-128-CBC
* 3DES-192-CBC

* ARCFOUR-128

i
il
i
3
=3

*  HMAC-SHA1-160
*  HMAC-SHA1-96
* HMAC-MD5-128
*  HMAC-MD5-96

S LIE
PKA S 33E A

E§}

i3
-FARESART

-

X+ SSH {3 i 2t B AKIE

iDRAC7 325 SSH LR A ZEAINIE (PKA). XE—NIRIFIFFHEMThEE. RIEMIZEFER SSH L#Y PKA,
N %42 F2 iDRACT BY, BEEMARFAZHEN. XIEENTEMIENEMEHAEEER. LHENE
A JEF RFC 4716 B¢ openssh &=, &N, ELIUEZHAERAIZER.
EERAERT, A7E Management Station 4 Bl — X FAB TN AN EZR4R . 1505540 35 % iDRACT A1
A, EIE SSH & Fin<{E A FAH 405K 31 Management Station 5 iDRACT Z B HISIEXR R,
&R LB AT A SR R A FEA R

* XFIE{T Windows BIZ i, {ER PuTTY Key Generator i FATE FF

3 Fi& 1T Linux B9% Fim, (£ ssh-keygenCLI.

/\ Avi:#EDRACT k, ZRREEREARTERRAAARRANAPER. B2, TUALT “BER”
RPAPHAP SRR SALRMAPATEREMAANEE. XAEZIMRETHRA,
ARMAFREE SSHERE. AT XERA, Bit, HEESEHLR.

N\ vl B8 ERFSMIER SSH EANENBRT “REBFH” APHR. ZURAHHARERERF
Wy SSH %4 IEFEBES BULBUR.
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4 R #E Windows H{EF R A1 EH

E{EM PuTTY Key Generator N A2 F I IR A E4A:

1. Bz BEEIEEES A HY SSH-2 RSA 5 SSH-2 DSA #54A2R) (SSH-1 RZ k) . IFHIZSA%E R
HE LN G5 RSA #1 DSA.

. HWIANEAMNGIE. T RSA, ZEARIE 768 #4096 i, WXtF DSA, M 1024 fii.

3. Hd; Generate (ERX) , WRIBEFETOPBIRE.
ZHRRSEN .
ERAILME R & IEFE.
BMINEREELRIPESR.
REALFFIAEZH.

A BUEE Linux REER KA EH

E(E M ssh-keygen IR FEIZEART, BITHLIHE OFFTE shel IRRFT, A ssh-keygen -t
rsa -b 1024 -C testing

Hr

-t B dsadx rsa.
- b IRTHE E /T 768 #4096 = (8] BN 15K
- CIEI R IFIE A L IERR, IR R kAT,

B & aARHSANS,
RIS T TIRE. MOWITR, HLHARTE.

A 1)uily: {E A ssh-keygen M Linux Management Station 4 B¥, R B 40 23k 4716 483X . 1E{EF ssh-keygen -e
-f /root/.ssh/id rsa.pub > std_rsa.pub #ZTHEIRA 4116 X, BAESZEHTHH
PR . ZEE IR E A BUARUR AT .

Eq &% iDRACT RXHFEARY ssh-agent F4 % .

L SSH F4A
ERAH F AL H AN ALFHIBD SSHIEQFER. FNAXZTHZE, BHREETHESER
B, UWEBRHATSHEIINES.
RIEFTR AL ZHN, BEHRRRENZARSERMAZHMENZESI . iDRACT RZFHERMIFZHZ a1
PATHELUBRUBIRIZAMER. SRS He, WREBH SSHIEOBKEEEH.
1Z/H Web SRET_L# SSH £
% SSH 4R
1. 7£iDRAC7 Web REH, 154 ZE Overview (#t%8) — iDRAC Settings (iDRAC iZE) — Network (FI%%) —
User Authentication (FHPI&HE) — Local Users (ZtAER) .
%2R Users (AAFR) T1@.
2. fEUserlD (BRID) 3dh, BEHRAIDHS.
1% % 7%~ Users Main Menu (FBRE3¥H$) THE.

3. 7£ SSHKey Configurations (SSH #$AECE) T, i%#E Upload SSH Key(s) ( L3 SSH%$A) , AR E T Next
(T—%) .

1% 2 7% Upload SSH Key(s) (_E#; SSH #4A) 7M.
4. BEUTARNZ—LEH SSH H4A:
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- EHEAXH.
- BEAXHIRARERRXARIE.
BXRIEMES, 1HSA (iDRACT BXHLFEEN) -
5 B Apply (BZFH) -

1# /5 RACADM _L#t SSH &85
i SSH 4, BETUTHS:
K &% L8mEs B ATaRET.

3 FZAH# RACADM, 1E#MIT: racadm sshpkauth -i <2 to 16> -k <1 to 4> -f <V{|f%&>
it FitFE RACADM, 1H{EH Telnet 8 SSH: racadm sshpkauth -i <2 F| 16> -k <1 #| 4> -t
<EEHSCAS

flan, EEAXHBENNER LB E—NZHTERAIDRACT AP ID2, BEITUTHS:

$ racadm sshpkauth -i 2 -k 1 -f pkkey.key

g &E: - £ BRIRTE telnet/ssh/serial RACADM ERZ %%,

&F SSH &4

AT L& & _E#F] iDRACT B1Z54A .

1Z/ Web SREIZE SSH 57

#&EE SSH %47

1. 7EWeb REA, 4%l Overview (#E3E) — iDRAC Settings (iDRAC &) — Network (M) — User
Authentication (AP BI&IE) — Local Users (FMHRA) .
%2R Users (AHFR) T1@.

2. fEUserID (AR ID) s, BEHAIDHS.
1% % 7%~ Users Main Menu (FBRE3¥H$) THE.

3. 7 SSH Key Configurations (SSH Z4ABIE) T, i%£1¥ View/Remove SSH Key(s) (Z=&/MiF& SSHHH) , 7
E&& Next (F—%) .

1% &7~ View/Remove SSH Key(s) (ZE&/MB SSH &) mMERZHIFMER.
£/ RACADM & & SSH &£
EEESSHEH, BEITUTHS:

B EFH — racadm sshpkauth -i <2 £ 16> -v -k <1 & 4>
FfE%4$ —racadm sshpkauth -i <2 £ 16> -v -k all

B SSH %%4A

MR AEZHZE, BHREETHARERREN, URIZMEA.

&/ Web SFEIMIE: SSH 245

/IR SSH 254A:

1. 7EWeb E@E, %% Overview (#t%%) — iDRAC Settings (iDRACi&E) — Network (%) — User
Authentication (IR BI84E) — Local Users (AREFF) .
B8R Users (FAR) TIM.

2. fEUserlD (AP ID) Fifh, BAEAPIDHES.
FEENS &%~ User Main Menu (R E3EH) 7M.
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7 SSH Key Configurations (SSH E$AELE) T, i£#% View/Remove SSH Key(s) (Z&/MIBk SSH E4H) , &
FH# & Next (F—5)

FEEN S B8 & Z4A1E 415 5 89 View/Remove SSH Key(s) (Z5E/MIB& SSH 24A) Tim.
%% Remove (HHBR) EMIBRAIER, ARRE T Apply (A .
Frise 25 4R BN IR

1Z /5 RACADM % SSH %85

ZMkk SSH =4, BIBITUTH%:
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J/
fic & F P it R A0 BR

BAILLE ERE B ENR (EFAHEAHFED WARPMKPLUER DRACT B RAGZHEIFRERE. KIAMFR
T, ERAMERRZMNAEE iDRACT. WEARBRPAA rootF B %88 calvin. 1EAEER, EBALLZERA
i 1 AT ft i E fth BB 77 18] iDRACT.
BAILLEBE A A S A BERSE (5140 Microsoft Active Directory B¢ LDAP) LU BRI . £HE R
SZARE—ANEPNNERTEBRIRMARKA.
iDRACT ZH#ETAGIFRIEE—HEXWNRNAA. AGATLEER. BER. RERFAIEAE. AGTE
XA] F R B KR
xR

BLEARMMER

EL & Active Directory |

EEEH LDAPHF

BCEAH A

B e LUE 8 E RV iR 4 PR 7E iDRACT LECE %1% 16 N A . €3 iDRACT AR 2RI, IBRIEREEAE
EMLUaTRAA. BAUERAXEAAMSIRZEERRZ. SRR E. XUEH AR FNZERYAE ST iDRACT
BONEE R (BD Web 2. RACADM 3% WS-MAN) #1TEX.

{§F iDRAC7 Web REIECE At F A

IRANFOEC & A<k iDRACT FH
B4 &5 /EaH Configure Users (LB ) 1R &EEIIE iDRACT A F.

1. 7£iDRAC7 Web RE, i&H%EZE Overview (#f%s) — iDRAC Settings (iDRAC3I&E) — User Authentication
(FPIIE) — Local Users (AMAEF) .

& 2R Users (FAP) TUE.

2. f£UserlD (AR ID) 3|fh, BEHHAIDHS.
% HERARP1ATIPMIERAR, B EEHMEE.
&R User Main Menu (B EXE) TE.

3. i%#% Configure User (BEEFF) , AREE Next (T—H) .
7R User Configuration (FAPECE) 7M.

4 BRARPIDFEEMRR. BERRMZAPRIAENIR. GXERRIERER, FSERE (DRACT BHZ
) .
5 BEApply (A . BISEIZEARENRMAS.

{$ /i RACADM ECE At A

K4 & L5008 P root B3R REFEITAE Linux R4E LT RACADM &%
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T LU RACADM B & &/ sk % 1 iDRACT AP

ERESNMEGHERREIREMIDRACT AR, ERITUTERZ—:
?ﬁzﬁ'ﬂ“qﬂﬂ’\] RACADM 7~fjl, €Il3Z RACADM My S HIHLALIEH, RBESNZERF LRITIZHLAE
X1t

c HEFEAR—RENXHMNESEEAY A2 IDRACT Bt & X417 racadm config F@ <.

YNSRI IE 7EBC B 37 A0 iDRACT S0 15 2 2{F F racadm racresetcfg %, MME—HUBTA A RZEMA calvin BY
root . racresetcfg Fan &< 1% iDRACT EE ABKIAE.

By &L RPBEEALUHER, talwEm. Bit, £81DRACT £, ARARAFFRNRSIHS.

ERIERAPREEE, FEASRIAETHAUTHS:

racadm getconfig -u <f'4%>

e

MAUAT®HS, SXNELRS1E 16 FAI—:

racadm getconfig -g cfgUserAdmin -i <FE7>
&3 E A LUSIN racadm getconfig -f <myfile.cfg> 3 B 4748 myfile.cfg 304, %30 E & FrH iDRACT B
BESH.

ENSEMAMER D SHEFE—EIY. EPHIEZNHERE:

# cfgUserAdminIndex=XX

cfgUserAdminUserName=

R cfgUserAdminUserName 1 %% 5 1E, WA LUER cfgUserAdminindex 3 RiETRMESIHS. R “=” F
BIRT AW, ZRSINSHELARAER.

{$ FH racadm config F RS FHERANZERA A, L4 - TR ERSI.

EiEE, biRRGIH 2R cfgUserAdminindex R B S “#” FH. ERXRTFXR—PMRIENKR. FH, ORE
{¥ F racadm config -f racadm.cfg @ S RIFEFXEHREZS ARE/M R, NWIEBERS. MARSHMEIE—
MATAMES] . XWTARIFERMERIRERES 1 iDRACT R AT IEEE XM R F1E.

{$ F§ RACADM 7/ iDRAC7 A A
ERMFAAE RACES, BFHITUTIRME:

1. WERPA.
2. wEES.
WELLTH PR
- iDRAC7
- LAN

- Serial Port (EB{TiHO)
- Serial Over Lan (LAN E&47)
4. BREAR.

5
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T E R 5035 BR AR AT AN A P "John' B5RS "123456", iZF P 3T RACEF “EHR” HUR.
racadm config -g cfgUserAdmin -o cfgUserAdminUserName -i 3 john

racadm config -g cfgUserAdmin -o cfgUserAdminPassword -i 3 123456
racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminPrivilege 0x00000001
racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminIpmilanPrivilege 2
racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminIpmiSerialPrivilege 2
racadm config -g cfgUserAdmin -i 3 -o cfgUserAdminSolEnable 1

racadm config -g cfgUserAdmin -i 3

EHTHIE, BERUTHSZ—:

racadm getconfig -u john

-0 cfgUserAdminEnable 1

racadm getconfig -g cfgUserAdmin -1 3

FH X RACADM < HI¥4{ES, 15517 supportdell.com/manuals L1R#EH (&4 F IDRAC7 #1 CMC £9 RACADM
BT EIERH) .
fE® iDRAC7 FB
£/ RACADM B, @FBUAFahARXNENMAPHITER. TrelEAEEXTHMRAR.
ZMIFR iDRACT P, @<iIEEWT:
racadm config -g cfgUserAdmin -o cfgUserAdminUserName -i <Z&g[> ""

W3 SZ=FHE () #57~ iDRACT MIBRIE E RS IR RPEEF A REEEEAVMBHT BIAE.

BRABRE iDRACT AR
EREEHEEEIIRMAFR (ETABBRDD
1. EAGSEEXITAMNARES:

racadm getconfig -g cfgUserAdmin -i <Z&H|>
2. [FERFFARZMEBBEANUTHS.

racadm config -g cfgUserAdmin -o cfgUserAdminPrivilege -i <ZR5|> <H P BURALHE
i {E>

&1 TR PR B WAIHERLETIFR, 1557 support.dell.com/manuals _E12HtH) (iZHF
iDRAC7 #1 CMC 59 RACADM > $175#45%) . BIAREA 0, BIRTAFRERBNR.

AL & Active Directory A P

N R 1E B2 B {E A Microsoft Active Directory 204, W AT LAED B iz 4k LR {177 8] iDRACT BIANIR, M 155
nFnizEl B RARS P INE B A iDRACT PR, X EIEESIFAIERThEE.

% #3F: 7 Microsoft Windows® 2000. Windows Server 2003 #1 Windows Server 2008 #&{E & 4t £ 3 {F A
Active Directory 3RiR 3 iDRAC7 A F.

& AT LU Active Directory B & F P B4 I8 IEL B SR 2] iDRACT. iR AT LURERE T AGRIIIR, AMEEE

SR LLAEARH PR EF ERIRR .

MBRSZEEE KIS, IDRACT BEINRMNBIRELALEEM. ABRATRA:
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%.11:iDRAC? &

SERTE R LHRTE R R

B R =18 R R, BBE. BBERAR E
%hﬁu1mﬂFM£ﬁwx1mﬂﬁ
N R RFEIRE. B

SERAR BRIER B3R, BE. ZHEH. AREM
BHE. WREMNR. R%iE
€. iR

REAR 2§k BR

b b b

3. 12: iDRAC7 FH R PR

SERTE R AT 15 BB

%% iDRAC 3 SR P& RE iDRAC.

Ei & iDRAC [T S5 F A E & iDRAC.

BEERF BERF gmﬁﬂuﬁﬁﬁimﬁﬁﬂ%

FERARE A& gﬁpmuu%%§%$#aa

HITRRS SBisHw S RGIES {EF AR LI IT RACADM #5%,

HEERMESIEEER GERT HEEMEE FERATLLEITEMIEHIA .

TTERRSES)

iEERESE GERTHER

FERXRSEE)

I ia] A R e AN R {ER AR LLEITHE R EN R

i EE R RGIRME ﬁmﬁﬂu%%ﬁ%ﬁﬁ%ﬂﬁi

T &® S iR EmFTuLf@%p

b

X+ iDRACT7 { i Active Directory 30 iiF B Hi $2 £ 14
Sz #3849 Active Directory & iF A5

¥t iDRACT {5 Active Directory 3 iF AU RTIZ &4

E{$FH iDRACT & Active Directory SHAIEIEThEE, IHFRARERIT THIRIE:

EBE Active Directory 224, BXRIFMIES, 1FS R Microsoft Mg,

« 1% PKI &£/ % Active Dlrectory 7f’]l=F' iDRACT 15 FA#RAE 2 £ 25 $A 2244 (PKI) #1113k I&3E Active Directory
MR, BXRIFMER, 1S Microsoft Wik,

© 7 iDRACT E#ZFMETBEUEHIR LEART£EZEFE (SSU), KUIEMAEIZHI SRR 2.

B35S
s H 28 E /B SSL
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T HIgE LS A SSL

%4 iDRACT 1 A Active Directory 8= #I 8238 iEFH A BY, SREMSEIEHIZZZ B/ SSLS1E. A, BEEHIsEy
A FRINENH (CA) BERYIES — HARIEFH M L% iDRACT i . T A /72 (E F E 5 2208 iF A9 iDRACT
— FAEEEREIEH T 2 FiEisH 2 — iz BN A S REAIEN A ARBA T SSLAEHR.
R & {EF Microsoft Enterprise Root CA & 2714 & RIFT B iz HI g8 4 EC B SSLIEH, M 5:
1. FEEMIIEFIEE E%=%E SSLIES.
2. EEEEI R 4R CA EH 5 H B iDRACT.
3. S\ DRAC7 E SSLiE®.
HHXHEE
REGNFIEH 2SR SSLIEH
15 1a 155 8248 CA iEH S 4 Z iDRACT
S )\ iDRACT [E14 SSLiEH
REFNYIEHIZFA SSLIEP
REFMIIEFHIRERY SSLIEH:

1. Ed; Start (FFEA) — Administrative Tools (232 TE) — Domain Security Policy ({5i%£ %K) .

2. R Public Key Policies (AHZHEER) 30k, A 525 & Automatic Certificate Request Settings ( B ZhiE
HHIFRE) 53 Automatic Certificate Request ( BFIIEHHRIF) -

1% 2 7= Automatic Certificate Request Setup Wizard (BshiEHEHIFEEES) .
Bd Next (F—¥) F1%#% Domain Controller (IEi#SIgEs) .
B Next (F—%) , A58 Finish (R - SSLIFBER%E.

GB35 CA iEF St F iDRACT
K & mRARGET Windows 2000 SUEEAIMILAY CA, UTHSBRATERR.
E B H 2R CA IEH S = iDRACT:

1. #%ZE5E4T Microsoft Enterprise CA AR %% Boisiin Hi 28 .
2. B Start (FF¥E) — Run GET)

3. MiAmmc, AEHEEZOK (FRE) -
4

7£ Console 1 (=HI& 1) (MMC) H O, E i File (3CfF) (7£ Windows 2000 Z 4t | & 5 Console (354l
&) ) %% Add/Remove Snap-in GRIN/MNEEREATT) .

7£ Add/Remove Snap-in GRAN/MERERRIT) HOF, BF Add GRD .

£ Standalone Snap-in (I EIEHIT) FOH, iEIF Certificates GEH) F & & Add GFin) .

%% Computer (FEH) HEH Next (T—H)

i%#%¥ Local Computer (ZAibi+&#H1) , B Finish (FERL) , #AFEE OK (FAE) -

7 Console 1 (3=HI& 1) FOH, 43| Certificates (GEF) Personal (A A) Certificates GEP) 3T
10 HRBIFAEEBE TR CAES, %EF AllTasks FFEES) . ABHEE Export.. (BH.) -

11. 7 Certificate Export Wizard GEBFHRESF) &, #i Next (T—H) FHi%#%E No do not export the private
key (R, FBHFAHBEEHR) -

12. B3 Next (T—%) F+i%i% Base-64 encoded X.509 (.cer) (E-F 64 ir4maBHY X.509 [.cer]) {EH#&L.
13. B Next (T—5) HBIEBREZRFELMER.
14. 3513 SRTFHIIES L3 iDRACT.

© ® N @ o
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£\ iDRAC7 E 4 SSL iEH

iDRAC7 SSLiEH 2 F iDRAC7 Web AR5 23 HIMEREIER . FiH iDRACT i=HI s &M — N ECAM B &IEH .
4Nk Active Directory BRES 2518 E A7 SSL S1ENIIA WM ER BA B IEIE & i, 1B FEZ4% iDRACT BRE#5iEH £ &
& Active Directory 3= 88 . 405R Active Directory N7E SSL S iR RIMIIA LMY ERHA B TR P imiSiE, W EEitt
MiIn S,
K4 & MR RGET Windows 2000, BUTFSERA SR .

#&3%: i 5 iDRACT El44 SSLIEH 2 CA Z & B3 HiZ CA BYIE P B2 T35 82 44 Trusted Root Certificate
Authority (ZIEEEMRINVENID) FIED, BFMRITEABHHSE,

% iDRACT [E 4 SSLIEH S AEIFr A EESIREERIERTIR:

1. {ERLLT RACADM %4 T &% iDRAC7 SSLIEH:
racadm sslcertdownload -t 0xl -f <RAC SSL 5>

2. fEiEHIZE L, $TFF MMC Console (MMC #HI&) & OFi%#¥ Certificates (3 EF) — Trusted Root
Certification Authorities ({SIERIIRINEHLED) .

L8283 Certificates (GEH) , 1% All Tasks (FREES) HEFE Import (BN) .

B Next (F—#) FHRILTE SSLIEH -

TEFMFIEHI 2289 Trusted Root Certification Authority (B2 {SERMRIAUEANM) F%2%E iDRACT SSLIEH .
MREELEBSHIES, 15 CA Z&{LT Trusted Root Certification Authority (S {S4E IR INIEHAD
FIRFRERIER . MBZNAAREIRS, WELFREMGEEFNSELREE.

B# Next (F—3) HEFEREE Windows RIFBIEPF LB BINEFEBEHEX, SNKEEIFTHEEHRE.
iﬁ? Finish (5BR) , SA/E#E 0K (E) . iDRACT B SSLIEHE B S NEA S| =S ERIER

X #%H9 Active Directory 38 iiE4
AT LUE T A Fh 75 55 (% A Active Directory X iDRACT F i ia] 4 BR :

PR EZEHARIRTTEE, {UE R Microsoft BI2kIA Active Directory 2315 .
TRZHFRRFTE, 5B B ENXHRY Active Directory 35 . i if7ia42#) x4 &R &R #E Active Directory Fr4E
. EAHEEE SRR ZBFE IDRACT LB ER P iFEIRIZEM TR AR E L.
HxiEE
kRAEZEH Active Directory 185
- FEZ2# Active Directory H#E %

FR/EZE# Active Directory #f1a

WT B, 4 Active Directory 5 X1 FIFRESRMIFTEETE Active Directory 0 iDRACT E#BFHITELE -
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Configuration on Active
Directory Side

Configuration on

Role
Role
Group

Name

Group Name
and Domain

Role
Definition

1: & Ff Active Directory ¥ /fE42 4B B iDRACT

£ Active Directory 9, AR AEARE. B4 DRACTHEINRMARBEFAREMAR. EALAR
ST a4 E iDRACT RYFLPR, FEEA4FE DRACT LELERBHZRRHEAZ. A EMIRRFAES/ iDRACT
(MA =& Active Directory F1) EH#ITENX . S/ IDRACTH, BEZAUEXANMHEE. REXZREET

12T HIUR

(VEIET)

TECAREEMNINR.

.13 BN A B LARUR
R ERIAL PR 51
e x

fAEiH 2 x

Login to iDRAC (& FEZ|
iDRAC) . Configure iDRAC
(BL&E iDRAC) .
Configure Users (BLE A
) . ClearLogs G&/AH
) . Execute Server
Control Commands (#1117
REBEH®S) .
Access Virtual Console (37
B EIIEFIE) . Access
Virtual Media (i ia] 2351
B . TestAlerts Gz
#48) . Execute
Diagnostic Commands (#
T aS)
Login to iDRAC (& FEZ|
iDRAC) . Configure iDRAC
(BLE iDRAC) . Execute
Server Control Commands
(BITRR 52835y

%) . Access Virtual
Console (ifylal EHIIEH|
&) . Access Virtual
Media Cif7 Bl 24

&) . TestAlerts Glli{ZE
#%) . Execute Diagnostic
Commands (H1Ti2 B fn
%)

0x000001ff

0x000000f9
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R ERAL PR 51 T RIIUR EERT

fataia 3 x 3 iDRAC 0x00000001
At 4 x B D ELUR 0x00000000
fataia s x REHEIR 0x00000000

g #&iE: Bit Mask ({i#%83) {E R 57 RACADM X EFREZME A (ER .

BN iR

MREFAEERAANAGHE (BEHRER EHEREH, M{XEEL DRACT LA B IITHI gt . XA
WIERT, ZIEEAEHEREE,

MRFAEEFARNACGYE (BEMBREHR) KEZME, MAH7E DRACT LEEEFBHRRSE L, 7
XMEigERS, MEAGETMGKRESR (WRE) &4 Universal Group GERLE) AL,

B & #REZEH Active Directory

i & iDRACT LL#4T Active Directory B Fifia):

1.

£ Active Directory RR 5588 (33i#%HI88) £, FTFF Active Directory Al PFATEH EIRE T,

2. GIE—MASGEEIIBRILE. 1 Active Directory F§ P{EA Active Directory 2B AR 52 450 LAz 18] iDRACT.
3. 7£iDRAC7 L{&F iDRAC7 Web SR =k RACADM Fc B4R % . HAFHEIIR.
HXHEIE

{# A iDRAC7 Web SR AR AEZEHIEL & Active Directory
{£EF) RACADM LARRAEZ2#BC & Active Directory

{85 F iDRAC7 Web S LAFR SR #IEL & Active Directory
Ei &EAXESFRWIES, BS0 (DRACT BHIHL) -

1.

90

7£ iDRAC7 Web REH, % = Overview (#352) — iDRAC Settings (iDRAC i%E) — User Authentication
(FPI&IE) — Directory Services (E#&BE%5) — Microsoft Active Directory.

FEEN 2 7= Active Directory #=51HE -

Ei 5 Configure Active Directory (BC& Active Directory) .

4% & 7= Active Directory Configuration and Management Step 1 of 4 (Active Directory ELEFNEEE 14, 4

%) 7M.

(&, 5 Active Directory (AD) BR$5 258 15RT, BRIEP I IEF £ 2 SSLEIZEXIA 1L A (8 BT A B9 AERN 43

FZEWMHFIER. Ak, LIIEEHIEHIBRINEF4HE FODN, ZRESERTEMPTBERTR. ELk DNS

N E MG E P IERRFITRE.

EBE Next (F—%) .

1% 2 7~ Active Directory Configuration and Management Step 2 of 4 (Active Directory ECEFIEEE 24, It 4

) T

/2 A Active Directory 338 % F Active Directory BRZ =2 FIR AP EE S . I, IEETEIDRACT &

R4 52 o iDRACT WA 5% 1% Active Directory M [z B9 8] .

By &EOREBWIECER, HEEHH 2RSS 2 it fn% B4R FODN. # R DNS 27 Overview
(#E%E) — iDRAC Settings (iDRAC i&E) — Network (M4%) TIEMEE.

B Next (T—%) . 1R 7~ Active Directory Configuration and Management Step 3 of 4 (Active Directory it

ENEEFEIY, £4%) Tm.

i%#% Standard Schema (#R/EZRH) FHE & Next (T—H) .



1.

1% & 7= Active Directory Configuration and Management Step 4a of 4 (Active Directory ELEFIEEE 4a 5, £
4%) WM.

W Active Directory £ B R IR S BN B H 15 EH TRV A P BIBRE.

B Role Group (&) FLEIEZRMIENT AP BIEHIRBURES .

1% & 7% Active Directory Configuration and Management Step 4b of 4 (Active Directory Bo EFIEIEE 4b &,
4¥%) TUA.

IEENPRF BT Apply (IR -

4% Kz Fi 1% & 3 2 7~ Active Directory Configuration and Management Step 4a of 4 (Active Directory Ee EFN &2
Faay, £4P) WE.

B3 Finish (52R) . FRELEHIE Active Directory IR ERNEL B 5T A

{# F3 RACADM LU#rHEZR#4ECE Active Directory
{8 B RACADM LUKR 2R 44L& iDRACT Active Directory:

1.

£ racadm LR TH T, BITUTHS:
racadm config -g cfgActiveDirectory -o cfgADEnable 1
racadm config -g cfgActiveDirectory -o cfgADType 2

racadm config -g cfgStandardSchema -i <Z5|> -o cfgSSADRoleGroupName <A1
n,

W 44>

racadm config -g cfgStandardSchema -i <ZE3|> -o cfgSSADRoleGroupDomain <7E4:fR
E >

racadm config -g cfgStandardSchema -i <Z&H|> -o cfgSSADRoleGroupPrivilege <ff
5E F EL AR RR 1) A7 FE RS (E >

ﬁ i1 AR EACHANRMAIERE, BSRRIAAEHENR.

racadm config -g cfgActiveDirectory -o cfgADDomainControllerl <IEiilgsir) 4R
el ek 1P Hibk>

racadm config -g cfgActiveDirectory -o cfgADDomainController2 <I#ifil#s i) 5e 4R
XA 1P Hibk>

racadm config -g cfgActiveDirectory -o cfgADDomainController3 <IEiilgsirse4R
CIWMAE 1P Hhhk>

% 3T NS HI 2589 FODN, T A =218 A0 FODN. 5140, i\ servername.dell.com MAZ

dell.como.
EE = MR ELE-NEEHITEE. iDRACT Z—=REEISNEE M, BRIRIEIL
. (ERREZRAE, XLEZH AP AR IESIEE H kbt
racadm config -g cfgActiveDirectory -o cfgGlobal Catalogl <Iaifufhlgs (¢4 bl etk
&8 1P Miik>

racadm config -g cfgActiveDirectory -o cfgGlobal Catalog2 <3kl i 5e 4 e ik
Zu 1P Huhik>

racadm config -g cfgActiveDirectory -o cfgGlobal Catalog3 <IfEiHi|2%1 584 MR 2k
£t 1P Huhk>

#E AARPKPMACANTARME RN, ERGTEELRERMSR. ESMEHER
T, RegfEmiEma.

% EF MBEEBTIEREIE, MAENFER ST FQDN 5 IP #5552 %] 284F 3 A9 Subject (E
B ) 5K Subject Alternative Name (EEZHZHR) FEEHEL.
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WREEF SSLIEFIRERMIERRIE, FHALLT RACADM #%:
racadm config -g cfgActiveDirectory -o cfgADCertValidationEnable 0

EWERT, TFELEHIAENM (CA) EF.

7E SSLEF T2 AR HATIER I (FTiE)

racadm config -g cfgActiveDirectory -o cfgADCertValidationEnable 1

ERIFERT, LHMEALT RACADM @y £ CAEH:

racadm sslcertupload -t 0x2 -f <ADS # ca iEf>

Ey &% REBRIECHER, EEEEIEH 2R S5 St fn % H4wE FODN. #tR DNS 27 Overview
(#E%E) — iDRAC Settings (iDRAC i#&) — Network (M%&) TIEMEE.

A RACADM &y & /TiEH .

racadm sslcertdownload -t 0xl -f <RAC SSL ilE1i>

2. R iDRACT L2 /5 DHCP 3 B &4 2 1E M DHCP AR5 224= #4tAY DNS, BN LT RACADM f %
racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 1

3. iR iDRAC7 L EZ:F DHCP s& 8 F sh4ai X\ DNS IP ik, WA LLT RACADM #4374
racadm config -g cfgLanNetworking -o cfgDNSServersFromDHCP 0
racadm config -g cfglanNetworking -o cfgDNSServerl <iI DNS IP Hbiik>
racadm config -g cfgLanNetworking -o cfgDNSServer2 <{X DNS IP H:il>

4 NMREHRBAPEHIIRUEEERE Web REBAFZMARREZ, WMAUTHS:
racadm config -g cfgUserDomain -o cfgUserDomainName <I#EHl#s15c4aMReik#el 1p
Hilk> -1 <RI>

REAUBRE 0N AE, ZSIHESNT 15040 2[4,

- RBZE44 Active Directory 8t 5a

EFR REMBEA T REE Active Directory ZE44¥ & .

Active Directory 22443 B

Active Directory (3% 2 B /40 8 N BEEE . Active Directory 2240 G357 E AT FEEUE BE iR hn sk BL3E RO 4%

WEEIRHN . P EREURE P IEiER 2200 — ’1\1_'15'1 —RGIAARBEMTREREAFNZE. K. B

Lﬁqﬂ"""" &R LR RN B © ME— B9 & /450 28584 R Active Directory #iEEELLIA THEEZ K. Dell EH R
ZeHg L E1E{E A Active Directory S #HZ R BRI IEFIF ML EE L.

NINEIE G Active Directory ZRAGRY AN B 145k BV FEFIME—BY ID EX . AT EEANMTI NP E—RY

ID, Microsoft 5437 Active Directory 3t R FRIRFT (0ID) BYEUEEE, LUEA BIRMEEHAY RBEF, AT LURIEX L

EBHE—FBRSHK I NS, Z7E Microsoft B Active Directory F1 ¥ BZEH), X TFiHnE B RRSE P aYE 140

%, Dell $5UgZIME—RY 0ID. ME—RIY BRFIME—SEIZERIE1E ID:

* ¥RE: dell
HEAODE: 1.2.840.113556.1.8000.1280
RAC LinkID SEEl=: 12070 | 12079

iDRACT 22443 R IR 3T

Dell B4 RBEEHIVLE13E Association (FKBE) . Device (184 ) F Privilege (#T08R) B1%. Association (FZE) &
R FER P SE S —RFE IR —F2iEIE Rl — /el 2 /N iDRACT i & . BB AWK EEZMMAA.

iDRAC7 #XBR#N iDRACT & FEEMER RIBE THRAMWRIEN, MESEDIRE.
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A DRACT IR EMR. BAILIEIES N RBEXM R, AN KHENKARIEEEHIZZIRATESHARL. AR
4AsY iDRACT & &X& . FPF0IDRACT B FAER AR Ml R {EAIsBI AR R -

BR, BNKRBEMNR AR — MRS (AR, APESIDRACT &M R) « ARflAiFEE
BRIEFI4FE iDRACT 1% & LB A P RIRUR.

iDRAC7 & & 3 & 215 1) iDRACT ElfEAo$EE, T Zif Active Directory LUEITISIEFIFEAN . 2 iDRACT iR hnE| M
ws, SERVNTAE DRACT. Hig& 5 & Active Directory Z#R, LUEF P 86651853 Active Directory #1716
EFIFRAN . LESh, EIRER U5 iDRACT iFINEI = /D — KB KR LUE B A3 TIRIE .

TEIFTR ARSI EE MBI B &

_— ——
L -

/ iDRACT
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L B . p ) -
[ Userls) VR iDRAC?
[\\ Groupl(s) Privilege Object ‘ Device Object(s)

[ 2: Active Directory ¥ & By BBV G B

™~

BAILRIBEEENEIEHNENXBEXR. B2, BUFRUBED—PEBEETR, FEMELES Active
Directory £ i LAiB i iDRACT I EFRIZ AL AT/ iDRACT i& & W48 —/ iDRACT IR &M & .

LN R EEHBE /B PF/EA K iDRACT BE&M K. BRE, BNEBEMFNEIE— MR K. EB
I8 AT %% 7E iDRACT & LB BURKA R

ADUC MMC EI2E TRy Dell # B R 27155k B BRI AT PR X 5 F0 iDRACT 3 R 5 X BA X R #HXEk. Dell I B
i sk B H s a9 2B S0 iDRACT X BN K BEXT RN @A B iR hn

ARINR B AR RYE AR, FEAEFEATEE XL R . Dell Schema Extender 2 FA 32 5 61 3 B9 BAIA X EE
WREEHAME, FEARESKEE MDA ERA—EFER.

SREEMEMAR. BARESBRERPEHSRRME KBS K H. I RBIEEMMER A EZFE Microsoft Active
Directory L FRYEIT A PLEEEFNFE X MR BT M AR 4E.

1E R RZR# RIELR

i R ARARI TEAL ) 34 MR AR 3 R e AT AR RAR (X LEAT PR3 B 1 R B A9 X B 3 R S AR A 4Rk
B . RENER, T RIINE RITAR AR P RSATA B A EANR, X4 B AR KT S8R MA P
EXRBRE R EISURI R -

TEHRAH T —ME R i FR22H RALR A R B
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& 3: A PR R

ZEIRR T AN KRBT &R — A0 F0 A02, @iTXfANKEEATER, F A 1 XKEL2] iDRACT2,

¥ REMEER BER R A XBEMNARMIRAT R A E S AR, SRMURETR, ATER G & KB80R
£45,

EARRGIFR, FPA 138745 iDRACT2 £ Privl A Priv2 #XBR. FI P 11384 iDRACT1 LAY Privi #FR. AP 288
iDRAC71 #1 iDRAC72 £ Ay Privl #2BR. tt4h, ZBEERRTRA 1 TUEARRE S, FETURENERK

283

BL & 3 R Z24 Active Directory
fii & Active Directory LLif7ia] iDRACT:

1. ¥ Active Directory 2244

2.  ¥°FE Active Directory B A FIIH EH EIEHA T,

3. 1% iDRAC7 I P R E PR NZ] Active Directory.

4. {EFiDRAC7 Web 5 E 5 RACADM E2 & iDRACT Active Directory &1

X
1 EEZ544 Active Directory HE %
2% B F Microsoft Active Directory F§ AF0{t+ S &2 5 T Y Dell 3
1% iDRAC7 Fi P #n#Y BRiA& i El Active Directory
{s5 F iDRAC7 Web ST ¥ LA E Active Directory
{EF RACADM LU¥ RBZEHIEL & Active Directory

1" Active Directory 2244

Bt R H9 Active Directory 2244, BJ[9) Active Directory Z24337 /0 Dell B4R B T, ZEMEFIUREMY, URT
BIFBRANKEA I &R . BT BEMZE, MREIEHRAMNEMEN R FAENERE (FSMO) AeBEEES
BRI EIE BRAUR

By & Wiz eE AR RART ZA18 RAC =am. FHINRMTER Tz~ .
By &E 7 RIREASIEMZATRAN M.
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LDIF
i

E3Ed
AL

Dell Schema Extender 22 2
LDIF A 3T

fEF LDIF I A SCHF, 1A Dell HLR B TiRMEBIZR M P .
4470 Dell Schema Extender 53 BISL T Dell Systems Management Tools and Documentation DVD B9LLT B &

DVDdrive:\SYSMGMT\ManagementStation\support\OMActiveDirectory_Tools\Remote_Management_Advanced
\LDIF_Files

<DVDdrive>\SYSMGMT\ManagementStation\supporf\OMActiveDirectory_Tools
\Remote_Management_Advanced\Schema Extender

FA LDIF 32, 5% 1% LDIF_Files B R ® BiA X H915 R

MEEALLE & #FF351T Schema Extender 5% LDIF 321

1& /5 Dell Schema Extender

A

o B~ w DN

7)siy: Dell Schema Extender {#F SchemaExtenderOem.ini 3Cf4. ZE#fi{% Dell Schema Extender 2 HEFIEE
T, BAEBUILXHREFR.

7£ Welcome (FRill) & b, #i Next (T—H) .

RS T RRES, SRRRE Next (T—H) .

1£#% Use Current Log In Credentials ({Ef T8 RERE) SUGNEBRMEERAMRA P ZFEHE,
B3 Next (F—#) IE1T Dell Schema Extender.

B Finish (A -

Y R. EWIFZEHM R, 15E A MMC 0 Active Directory 2R/ B IR B LIS IE X B HEINEEER
7. BF*EH MMC # Active Directory ZE#EIR B TTHIIFMIEE, 155 17 Microsoft i BB T .

Bk
.14 RMBES B REHHEMREN
EZIR S BECEYXT R ARIRS (0ID)
delliDRACDevice 1.2.840.113556.1.8000.1280.1.7.1.1

delli

dellRAC4Privileges
dellPrivileges
dellProduct

DRACAssaciation 1.2.840.113556.1.8000.1280.1.7.1.2
1.2.840.113556.1.8000.1280.1.1.1.3
1.2.840.113556.1.8000.1280.1.1.1.4

1.2.840.113556.1.8000.1280.1.1.1.5

. 15: dellRacDevice 3

0ID 1.2.840.113556.1.8000.1280.1.7.1.1

] X 3% Dell IDRACT7 i& % . 7t Active Directory 455015
iDRAC7 BLE /5 delliDRACDevice. XFHECE{F iDRAC 7]
HBRER B REHY (LDAP) i 43X F Active
Directory.

30 E it B

e dellProduct

B4 dellSchemaVersion

dellRacType
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3. 16: delliDRACAssociationObject 2

0ID 1.2.840.113556.1.8000.1280.1.7.1.2

15 AR K Dell KB & . XBEMEATERERAS&EZ
8] Y EE -

ES:0ESid) kS

FZES |

B4 dellProductMembers

3. 17: delIRAC4Privileges &

dellPrivilegeMember

0D 1.2.840.113556.1.8000.1280.1.1.1.3
AR 77 iDRACT TE SCARBR C(HZEAANPR)
=g E il LS

FZES x

B delllsLoginUser

3%. 18: dellPrivileges 3

delllsCardConfigAdmin
delllsUserConfigAdmin
delllsLogClearAdmin
delllsServerResetUser
delllsConsoleRedirectUser
delllsVirtualMediaUser
delllsTestAlertUser
delllsDebugCommandAdmin

0ID 1.2.840.113556.1.8000.1280.1.1.1.4

5% AR FAYE Dell 8UBR (FRBUBR) BIRRRE.
el EEtES

F22ES AR

B dellRAC4Privileges

3. 19: dellProduct 3

01D 1.2.840.113556.1.8000.1280.1.1.1.5
AR Ffi A Dell F= iR & FTIRIER £ 2.
et eSS

FES HE

B dellAssociationMembers

. 20; /0% Active Directory ZRHy 89 1B M B9 53R

B2 FR/ 15 RR 53 ECHY OID/¥E £ X RARIRFF BE
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
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e it

S ECHY OID/FEE M RARIRFT

BiE

B T Itk EEAY dellPrivilege 3+ 5
KI5

dellProductMembers

BT Al dellRacDevice #1
DelliDRACDevice 3R BIFIRK. %
B £ R dellAssociationMembers
fERSERE R B .

$&4E 1D: 12070

delllsLoginUser
MRERAPEGEEHEZIR,
M) 73 TRUE.
delllsCardConfigAdmin

405 B B 1 A ) F R AL
PR, W24 TRUE.
dellisUserConfigAdmin
MEAPAEGREMAPEEN
PR, T2 TRUE.
dellsLogClearAdmin

SRR B 0 B AR
PR, W24 TRUE.
delllsServerResetUser
MEAPAEGREMIRERER
PR, MF TRUE.
delllsConsoleRedirectUser
MRAPRAEGRENERIEHE
PR, M TRUE.
delllsVirtualMediaUser
MRARFAEGREERIN RN
PR, T2 TRUE.
delllsTestAlertUser

40 R P AR A B0 4R
F#BR, M| TRUE.
delllsDebugCommandAdmin
MERAPEGEEWIRAGSE
IERAPR, M TRUE.
dellSchemaVersion
HATZRM AR A T 5.

dellRacType

It /E 12 delliDRACDevice XF 5 AY
L H RAC A LR E|
dellAssociationObjectMembers Fi
HHEER R IR .
dellAssociationMembers

BTt min
dellAssociationObjectMembers B&

A 5 ##Z #R (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)
1.2.840.113556.1.8000.1280.1.1.2.2

A 5> ##Z #7 (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

1.2.840.113556.1.8000.1280.1.1.2.3
75 /R{& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.4
%3 /R{E (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.5
75 /R{& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.6
%3 /R1E (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.7
75 /R{& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.8
%3 /R1E (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.9
75 /R{& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.10
%3 /R1E (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.11
75 /R{& (LDAPTYPE_BOOLEAN
1.3.6.1.4.1.1466.115.121.1.7)
1.2.840.113556.1.8000.1280.1.1.2.12

2B KNG F 1
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

1.2.840.113556.1.8000.1280.1.1.2.13

2B KNG F 1 &
(LDAPTYPE_CASEIGNORESTRING
1.2.840.113556.1.4.905)

1.2.840.113556.1.8000.1280.1.1.2.14

A] 5> ##Z #% (LDAPTYPE_DN
1.3.6.1.4.1.1466.115.121.1.12)

FALSE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE

TRUE
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e it S ECHY OID/FEE M RARIRFT BiE
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BiRgEE.

HE4E 1ID: 12071

%24 B T Microsoft Active Directory Fi AFIiT EHEIE S T Dell R

#"F& Active Directory F1B9ZEHIRT, B4 R Active Directory B AT EN SRS T, UWEEHEAEBEE
iDRAC7 i%#%&. FIFFAM F4E. iDRACT <B4#0 iDRACT #LFR.

{$ 8 Dell Systems Management Tools and Documentation DVD B35 R G &R 4R, BAILIB S ARERFiT2
rhi%#% Active Directory Users and Computers Snap-in (Active Directory F§ AFNi+EH SMAT) kI BRERES
L. BXLEZRSGEHHHEMIEA, 155 (Dell OpenManage iR LI ) « 3T 64 i Windows
BRIERG, BEEBTREREFMT:

<DVD IR 51 3§>\SYSMGMT\ManagementStation\support\OMActiveDirectory_Snapln64

B % Active Directory R PFIT EHA BB B TRFMES, 155 % Microsoft 15 BT 14 .

4% iDRAC7 F§ P #n{XBRi%mZ Active Directory
{3 Dell #"FE &Y Active Directory I PFIIT BN BIRA T, B LUBE IR F. REEFIRPRXT &7 iDRACT
APFNPR. ERMENTER, ERITUUTIRE:
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BIEAPR X &
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B3t SR INE KB &
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VESSE SVIIEIES ISTE
f1)# iDRACT7 18 &%
BENUR X &
Bll3E X EA X

BY#E IDRACT 1% & Xi5e

€132 iDRACT i & X 5.

1. 7£ MMC &Y Console Root (IEHIGMRBER) dA+H, ARBLE—I5E.

2. 1%$E New (#FE) — Dell Remote Management Object Advanced (Dell B EIEEEMER) .

1% 27~ New Object (HEWSR) HO.
3. MAFIMERBEIR. ZBHRAFESEEEH iDRACT Web REALE Active Directory B [t:AT45 N\ B9 iDRACT %
MELHEE.
4. %% iDRAC Device Object (iR&¥M&) , AFHEEZ 0K (FAE) .
BUZE IR IR 5%
EQEBRIT R
By & ESMERKKEHI RAE— M e AR R .

1. 7£ Console Root GEHIARTA) (MMC)EOH, HFREF—IAE.

2. i%$E New (#f#) — Dell Remote Management Object Advanced (Dell S EIEEHEAR) .
18 &7~ New Object (GREXMR) &O.

3. AMMRMMANBR.
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4. iE#% Privilege Object (FUPRXMSR) , SAFEE K (FAZE) -
5. AEBLEEMRT S FHIEHE Properties (BTE) -
6. E i Remote Management Privileges GEFZEIRINBR) I +30 A PB4 ELAUR

CYE KX 5
EOEXBER:
F4 &% iDRACT REXXRMBIRETSR, HIEERE A Domain Local (i) .

1. 7t Console Root ($=#HIA#MTTA) (MMC)E A, ARBALE—IBHE.
2. %&#F New (H#E) — Dell Remote Management Object Advanced (Dell SZTIEFEXMR) .
FEEN<S &7~ New Object (FFEMR) BO.

3. HIAFIXT R BB FRIFESE Association Object (EBKITR) .

4. i%¥% Association Object (REEXR) BISEE, SAFHET 0K (HE)

5. [EIEE A PR 18] 6 B2 B9 SR BE T SR Ui (a1 AR

HEOHEE
SR 2 4 P R

K KGR R A H F 5 IE R

= [0 383 F PR 37 (5] €1 22 B K BR 3 &R B 377 (B AR BR «

1. %3] Administrative Tools (¥ T H) — ADSIEdit (ADSI 4%%8) . FEEIS 27~ ADSI Edit (ADSI 4w58) &
a.

EEMEES, SMECNBMXENR, B THHIEE Properties (B .

7£ Security (R£) EWFH, BEHAdd G .

i Authenticated Users (WiFMH /") , B Check Names ((8&EZF#R) , AFET 0K (5§
) . WIEH A PEIS 0% Groups and user names (LAFIFARR) FIERH.

5. BHO0K (BB -

TR ST KB RT 5
1 F Association Object Properties (REXM&EME) FO, ATLIXEBBAASAFH. RS0 iDRACT & &
iDRAC7 & &4H.

AT LARANFE A 4B F0 iDRACT & & 4R .
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b s W35 D<)
RHILR
FRhn iDRACT 1§ & 5ki8 & 4R
I F B A
I PSR AA:

1. A% Association Object (KEEXTHR) FFi%#E Properties (B
2. %&#F Users (AP EIM-EFHEE Add GRD .
3. MANAPSAPAEZIRIFET OK (BE) -

TR

ERINAR :
i Privilege Object (AXBRATR) £ LAE) FELRMRIF &, ZKBLENX T § 3¢ iDRACT iR &IEIER, AR
A FLERIR . — N KRBT R R AR — MR TR .
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j%£$% Privileges Object (VPR &) T+, FHEdH Add GFIN) .
BANRM R 2B E OK (HE) -

3 Privilege Object (AXBRAFTR) £ LA G FEXRMPRIF &, ZKBLENX T § 3¢ iDRACT i€ & I8 IERT,
BASAFAMIRER. — N RBEXRAEERIM— RIS

00 iDRACT R &2 1R &40
EFRIN iDRACT 18 & ohi%&4A:

N =

1% Products (F=f) EIM-EFHEBEH Add G .
I\ iDRACT 1% #5K iDRACT & F4HZFRF 8 OK (FRRE) -
£ Properties () O, 2% Apply (BIF) , FHBFHOK (BE) -

#F Products (F=&) ETT-ELURIN—/ B 5o B F 2 X A0 A i F AR R4 89 iDRACT R & . 16
ATELE % 4 IDRACT 3§ & N3] A BRI .

{& A iDRAC7 Web SR E LA RRERHIELE Active Directory
E{FFH Web RE LY RIEMECE Active Directory:

1.

ET AXBFHRNER, 55 (IDRACT BHIZPE) .

7£ iDRAC7 Web RE A, % % Overview (§#8%5) — iDRAC Settings (iDRAC i%E) — User Authentication
(FRE8HE) — Directory Services (E3&BR%) — Microsoft Active Directory.

FE RN & 7 Active Directory $#§E T1H -
Hi 5 Configure Active Directory (BL& Active Directory) .
1% 2 7= Active Directory Configuration and Management Step 1 0f 4 (Active Directory EREFIEEE 14, 14
+) M.
% 5 Active Directory (AD) BR 523181501, WA B RIEPWIEFH 2 SSLEZ VA L EA 181 ER A B9 IAERL G
FERNEFIER.
BB EH Next (T—F)
1% & 7% Active Directory Configuration and Management Step 2 of 4 (Active Directory EEEFI&EEE 24, 44
) |,
$5E X TF Active Directory (AD) BRSZ2EF A AP EE S . RE, TIBEEERITIELE, iDRACT
P43 AD M [ BB
& MRBATIEBIE, #57E Domain Controller AR % 2811t #1 FODN. #{R Overview (EiE) —
iDRAC Settings (iDRAC &) — Network (&) THJ DNS EMELE -

BH Next (F—%) . 1827 Active Directory Configuration and Management Step 3 of 4 (Active Directory E¢
ENEEFEIP, £4P) Tm.

i%#% Extended Schema (¥ F&2R#) 8 Next (T—H) .

4% & 7% Active Directory Configuration and Management Step 4 of 4” (Active Directory i BEFIE R E 44,
43%) TUA.

#I Active Directory (AD) F &9 iDRACT i€ & 3 RAYZFRFAMLE, F 8T Finish (FBRL) -

R B Active Directory i BB B T B

{3 RACADM LU RZ2#AEL & Active Directory
{ F RACADM LA¥ RRZ2#9EC & Active Directory:

1.

100

FIF i SRR FH A LT RACADM #4%:
racadm config -g cfgActiveDirectory -o cfgADEnable 1
racadm config -g cfgActiveDirectory -o cfgADType 1



““““

racadm config -g cfgActiveDirectory -o cfgADRacName <RAC 7 %>
racadm config -g cfgActiveDirectory -o cfgADRacDomain <5E4[REM rac I#>
racadm config -g cfgActiveDirectory -o cfgADDomainControllerl <¥alasse4hi
EIAZEL TP Hbhk>
racadm config -g cfgActiveDirectory -o cfgADDomainController2 <d¥aiildsitse4ashi
EMAZE TP Huhik>
racadm config -g cfgActiveDirectory -o cfgADDomainController3 <diahlgsise4shiR
SEAZE TP Huhib>
#E GOAELCEE=ItZz —. DRACT Z—RXERI SN RERMIE, HERIRINEIIERE.
R REEMIET, X421k iDRACT & & ETE AL B i %2589 FADN 3¢ IP it
£ SSLIEFIRPERIEREIE (AR -
racadm config -g cfgActiveDirectory -o cfgADCertValidationEnable 0

B & ELERT, GRBLE CAES.
& SSLBF I RBEMITERBIE () -
racadm config -g cfgActiveDirectory -o cfgADCertValidationEnable 1
FELERT, B E# CAUER:
racadm sslcertupload -t 0x2 -f <ADS M caA WFH>
HEMRIERERIUECEA, FIEEHITH SRSk FADN. #{R DNS 27 Overview (H#E5E)
— iDRAC Settings (iDRAC % &) — Network (M%&) TIEMHEE.
A RACADM iy & A i
racadm sslcertdownload -t Oxl -f <RAC SSL iF{i>
415 iDRACT £ 2 /2 AJ DHCP 3 B % tB{E A DHCP BR %5 8542 14A9 DNS, M AL RACADM &%

ISR iDRAC7 L B2 F DHCP st & E Fshim A DNS IP thfik, N4 ALLT RACADM iy %
racadm config -g cfglLanNetworking -o cfgDNSServersFromDHCP 0

racadm config -g cfgLanNetworking -o cfgDNSServerl <3 DNS IP Hbulik>

racadm config -g cfgLanNetworking -o cfgDNSServer2 <{XK DNS IP >
MRERE AP IHFIRUELEE R DRACT Web REM AFMANAAE, WHMAUTHS:

racadm config -g cfgUserDomain -o cfgUserDomainName <SgIHgRrEeR e 1p
Hihlk> -i <RG[>

BREAESE 0 MARE, ZIIHSNHT 1240208,
% Enter SER A RZEHMIELE Active Directory BIZ 2.

Mix Active Directory £ &

BB LU Active Directory IR E IISIE B IBLE 2B IEH, Si2ET Active Directory B SRR AT E) 75

{5 F3 iDRAC7 Web S E iR Active Directory i& &

iz Active Directory i & :

7£ iDRAC7 Web RE A, % Z Overview (#352) — iDRAC Settings (iDRAC i%£E) — User Authentication
(R AIHE) — Directory Services (E&BR%) — Microsoft Active Directory.

1% 2 7~ Active Directory {#EZ 1
B 3 Test Settings GUiRBE) .
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3. HWANMRE PRI (0, username@domain.com) FAZERD, A EA T Start Test (FFEEMIK) . BETR
LAY £ R A B &
MREMPBERY, BFEFEMNRXAEPEIEAE SR E QIR ARERERAAE.
#&3F: fEi% # Enable Certificate Validation (BRIEFIEIE) AYI1ER T MK Active Directory i BB,

iDHAC? ZE3K Active Directory AR 55 281@ 1 FODN MA 2 IP #utib# 174518 . 0 R Active Directory AR5 28
@i P HUbARIR, NHEFRIEIER Y, JRE 2 iDRACT Jtik 5 Active Directory RS 231815 .

{¥ 3 RACADM )iz Active Directory & &

E iR Active Directory i€ &, 1M testfeature %. HXIFEMESR, 155 F supportdell.com/manuals t
1RUEEY (B F iDRACT 71 CMC B9 RACADM w5 SITEEHEE) .

B =% F LDAP FH

iDRACT fRfiB AR R FHE TR EBR B FIFE MY (LDAP) BIEE. IINRERFEE B RRS LHITE
ARG R

1§ iDRACT LDAP i@ A, AR P RFAARE B RS Z BRI HEEREREAF- Qﬂéé’% BRBBHE
BHRIE AL, flan, AFTEEARRIREMERIMATH. APURARMEAZ R HEE. XLRERE
iDRACT Hi#{TECE

E %% @M LDAP B ERE AR T EREF AW ELIE (TFA) F1 88— (SS0).

X
{5 F9 iDRAC7 £F Web By R EECE & LDAP HEARE
{# F RACADM ER E & LDAP BERS

{s£F§ iDRAC7 &F Web R AR EECZiE A LDAP B R RS

£/ Web REAEIEMA LDAP BRARS:
B & BXEFROES, ESH (DRACTBHIZE) -

1. 7£iDRAC7 Web R mE, % ZE Overview (#f3%5) — iDRAC Settings (iDRAC #&) — User Authentication
(R RIEHE) — Directory Services (E&BR%) — Generic LDAP Directory Service (il LDAP B #Ak
£) .

Generic LDAP Configuration and Management (i@ LDAP BECEFfETE) TIH TR EIHIER LDAPIRE.
2. B Configure Generic LDAP (&t ZiEF LDAP) .
3. =¥, E5iEA LDAP RS RBIEATEY SSLIERVIE W IR P B RIEREIEHF EHERAEKFIES.
i & iR, 35T SSLin O LDAP 457%E . {X 325 SSL b LDAP.
4. FHEH Next (F—F)

1% 2 7~ Generic LDAP Configuration and Management Step 2 of 3 (GEFJ LDAP BLEMEESE 24, H3H) ™
[E8

5. BFEMA LDAP IEIEFIEEXTEMA LDAP REFZIMARKAMAERFR

3 MRIEREIES B A, 15H5E LDAP AR 553849 FADN 3:781R DNS 7 Overview (it¥5) — iDRAC
Settings (iDRACi&E) — Network (M4%) TIEMELE.

By &% FRATR, FHREE. BFERRZENEEMRUTERAR DN, 1oh, (XSHED
8, NZFFEE.

6. i5#FE Next (F—%) .

102



4% 2 7~ Generic LDAP Configuration and Management Step 3a of 3 (ififfl LDAP ELEFIEEE 3a 5, #£35)
TUE,

7. H i Role Group (fEfadl) .

1% 2 7% Generic LDAP Configuration and Management Step 3b of 3 (;&F LDAP ECEFNEIEEE 3b 5,
TUHE-.

8. IEEFHREDPMEATR, SiZEXKENR, AFEE Apply (A .

Ky & RIEEM Novell eDirectory 33148 DN BFER TUTFH: # (HS) . " (W3IS) . ; (&
2) . > (KFS) ., BB i< UNFB) , MsissEN.

At EIEEISRTE. Generic LDAP Configuration and Management Step 3a of 3 (GEFA LDAP B0 EFIETEE 3a
¥, #£3P) NMEBEFHEHEHTE.

9. WREGEBHMARE, BEELTSMES L.
10. E 5 Finish (52 . i@f LDAP B RARSEIEBLE T

;
w
Sk

{3 RACADM ECE&EF LDAP BRARS

Ef/E LDAP BER%E, 15{¥H cfgldap #0 cfgLdapRoleGroup RACADM A B &R . HXRiFMEE, 1HSH
support.dell.com/manuals 32180 (& F iDRAC7 FI CMC 59 RACADM w3 S 1758 £#5/) -

ik LDAP BRIRFRE
ERI UM LDAP B RMRS R ENREGHMEERBER, SLiSH LDAP BREAMMEHE.

{£ A3 iDRAC7 Web ST LDAP B RIRFIRE
EiX LDAP BRIRFZEE:
1. 7t iDRAC7 Web S2E ™, %53 Overview (¥%3%5) — iDRAC Settings (iDRAC ikE) — User Authentication

(AR BA8E) — Directory Services (BFAR%E) — Generic LDAP Directory Service (i@ LDAP B Rk
£) .

Generic LDAP Configuration and Management (i@ ff LDAP EEEFIEE) T1E T B Y AiaYE A LDAP & E.
2. B Test Settings GUKIRE)

3. AR LDAP MRt B R PR R 2. ERERNBURT Attribute of User Login (5 ERE9E
%), BANMBARZY RS mEE SR EE.

#&iE: anRAEIE D Enable Certificate Validation (JBFIEHIIE) #IIE R T MK LDAP RE, iDRACT &
KA FQDN (A2 IP #bik) R#RIR LDAP BRS525. aniRA IP HbsRHRIR LDAP BRS5 2%, ERWIER
KM, XZE A DRACT Jtix 5 LDAP BR&E251B1E-

#E: RS AEA LDAP, DRACT BESE2RXUBRAFRPMBMRETARL. NREY, NEBEAE
WHERPEK.

FEEN < B ik 45 RANNK B &

{5 F RACADM liZ LDAP B R FIEE

ENiK LDAP BRIRFZEE, 1REMH testfeature . BXRIFEMIES, 1557 support.dell.com/manuals -
1REEY (EHF IDRACT 71 CMC B9 RACADM w5 S 1TE 453 ) .
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g
BoE iDRACT HITR—EFHE R FEFR

ARI5IRHELF iDRACT uLﬁ’é?ﬁE-E"’éi GERF 73 F A %0 Active Directory ) 18— (SS0) B F (EAT
Active Directory ) RY{ER2. SSO FE gEF & FEAIFSIFATRITIRE
iDRAC7 235 % T Kerberos E’J Active Directory 38R X455 66 €1 SSO B3R . A% Kerberos ISR, FiAi
Microsoft [k
LS 2

71 Active Directory f§ P EC & iDRAC7 SSO & 3&

AN AL E iIDRACT BiE & F

/7 Active Directory Fi P . & iDRACT B gEF &R

Active Directory BE—& R B e+ ERAAIIRFH

F T Active Directory A9 SSO BB R F B RAVATIRZ B E1E:

4% iDRACT B8 5 Active Directory il iZHI g8 RSB E 2. WRAES>, iDRACT LAY kerberos B I IES K
. iDRAC B[8] (UTC) Sigiiz I 28 8] 2 B YR ZE A $hit (Flan, XdehEpadiEh -360) . RFERIF
MmAKREEATS M. BRSSERESEEHEMERESE, EE (EH51S) iDRACT.

R A LUE B LT RACADM Bt ZE 4y S EI SR :

racadm config -g cfgRacTuning -o

cfgRacTuneTimeZoneOffset <fWZ{H>
MRILIRFERAERF, FERUATHS:
cngacTuneDayllghtOffset <fWZAE>
BXIFEMELS, 1ES R supportdell.com/manuals 2R (iZ/HF IDRACT #1 CMC #9 RACADM ¢ {728
EIEF) .
+ % iDRACT7 ;E#f:} Active Directory 4R s B9+ EH1 .
$ /A ktpass TE4 B keytab 3T

BT REHMBRE—&F, 1BHRTE Delegation (FiR) i£I-F L4 keytab Bl P& T Trust this user
for delegation to any service (Kerberos only) (FH{EfTERSE HZIRIFEELLA P [{XPR Kerberos]) . ZiEIR
+7EfE F ktpass 2 T2 F 613 keytab SXHFEA A,

BN EE LB SS0 &%,
f1| 2 Active Directory X SR FF4Z T =R o
«  %+F SSO, 1577 iDRACT FT7E FM B9 DNS BR S5 S5 B & I (a1 & i X 3

ﬁ X MREH B SKE DNS TR, Kerberos A IEES KK

PSS 2
B &350 4 22 1L =2 A Active Directory SSO

4% iDRACT7 ;¥ #ft & Active Directory 1R38i Fh 893+ E#l
4 X Kerberos Keytab ST {4
£1|5 Active Directory ¥t 5§ FE 2 #4PR
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4% iDRACT7 ;¥ fft b Active Directory #2315 B9+ E #1
£ Active Directory #R13 #F ;T A iDRACT:

1.  Ei# Overview (%) — iDRAC Settings (iDRACi&&) — Network (4%) — Network (F4&) .
18 %7~ Network (%) T1ME.

2. 1RB A Preferred/Alternate DNS Server (Ei%/#Fl DNS AR%38) IP thtit. ZERIEARSHERM IS B
BE% DNS AR5 28 IP bk,

3. 1%#% Register iDRAC on DNS ([&] DNS ;¥ ## iDRAC) .
4. 1275 % DNS Domain Name (DNS #H%) .

5. I&IEM4& DNS Bt & 5 Active Directory DNS {5 2 LA .
BAZRTIRIEMIER, B2 R DRACT B HIZE].

4 i Kerberos Keytab 324

E 7 #F SSO FNE REFERINIE, iDRACT [ 32 #F7E Windows Kerberos M4&#1 /2 F B B 1E 4 Kerberos AR %% BY RO ED

& . iDRAC7 L&Y Kerberos it & i & BI 518 58 & 3E Windows Server Kerberos BR %514 Windows Server Active

Directory F &2 & E RS IBHEE.

ktpass TE (AI{E AR & %% CD/DVD BYLEFLER S M Microsoft 3£18) T8I A P ik P BIAR S TR B R

(SPN) B EHIFEEE RS H B MIT 483089 Kerberos keytab XXt , XERIFINTAAHBREEFHAS, EH 0

(KDC) Z B3I F1EXFR. keytab XHBEEMEZH, AFMZERSEFKDC ZERER. kipass TEARFX

# Kerberos & iFHIELF UNIX B9BR S, M AT{E R Windows Server Kerberos KDC BRZI2 it B E3R{EIETNEE. B

X ktpass > FHIEFBYIEMIE S, 15718 Microsoft Buh: technet.microsoft.com/en-us/library/cc779157(WS.10).aspx

4R keytab XHEZ BT, 1BABIEIE— Active Directory B PP 5 ktpass <8 -mapuser i£ 1 —i2fE .

s, B BURE S B B keytab ST F RY iDRACT DNS &R BRI A9 B FR.

{8 F3 ktpass T E 4 B keytab 3Tf¥:

1. 7E%& 4% iDRACT BREFE| Active Directory F1 f Pk P RIS HIEE (Active Directory BR5528) LiB1T ktpass
NAERF.

2. {ERLLT ktpass #5 2 £1## Kerberos keytab 3Zff:

C:\> ktpass.exe -princ HTTP/idrac7name.domainname.com@DOMAINNAME.COM -
mapuser DOMAINNAME\username -mapOp set -crypto DES-CBC-MD5 -ptype
KRB5 NT PRINCIPAL -pass [#{#] +DesOnly -out c:\krbkeytab

fnEE A %4 DES-CBC-MD5. F A% % KRB5_NT_PRINCIPAL. BREZ ERZFMEI ZH FRRAPAHKAE
%R “{ER DES” mZ LR A ALtk B 1%,

#3%: x} iDRAC7name #0 Service Principal Name (BRSEHEHR) EFHNEXRE, MBRZEFAEERE
B, RGIRR,

3. BITUT®S:
C:\>setspn -a HTTP/iDRAC7name.domainname.com username

1 B — keytab 3T

% it R AWM A Z 6 keytab LR iIDRACT AR B R €1ZR, 1EEIEH A P F0F keytab X. W
RERMITRVIGIELNE— keytab 30, MITEEHESE.
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£& Active Directory 3 SR 312 4R
¥ £F Active Directory 3 FRZ24AY SSO B RHITUT I
1E Active Directory BRZ 22 R 6B IE & X5 . R KX K.

WEEIRAIRM KA ENR. BUAEREEEANR, AAXAESRET—LReHE,

BZAH SSO AP (BRARP) RAMERENR.
A I/ AR EIABR LA B B2 R SREX T &R

HXHEE
4% iDRAC7 Fi P #n4¥ BR R in 2 Active Directory

1
2.
3. FRAXBEXRKBZEIRARITER.
4
5

B &% %538 LU RS A Active Directory SSO
ZT512 44 Internet Explorer 0 Firefox B49:% %2 28 1& & LA /S A Active Directory SSO.

ECE Internet Explorer L/ A Active Directory SSO

i & Internet Explorer AU b 28K B

1. 7E Internet Explorer #1, S Z Local Intranet (At Intranet) 2 Sites (3hs) .
2. (UEFRLUTIEDR:

- Include all local (intranet) sites not listed on other zones (E13%;% 85 572 E 1t (X 15 49 BT 4 A<t [Intranet]

WD .
- Include all sites that bypass the proxy server (E3EFTERERANRIERSRZAIES)
B35 Advanced (5% .

[=4% € SSO B & —&R 4> H9 iDRACT LA NER B EE A AR 2 ({5120, myhost.example.com) .

B Close (kM) F&d 0K (ME) FX.

fic & Firefox LL/3 A Active Directory SSO
BL & Firefox BYNI SEER IR E -

1. 7E Firefox #otit4= 4, 4 about:config.

2. frFilter (GI¥ERE) &, MiA network.negotiate.

3. 1% iDRAC7 &FRiAANZE network.negotiate-auth.trusted-uris (EFIES 2 MRAITIR) -

4. 1% iDRAC7 &% 0 ZE network.negotiate-auth.delegation-uris (fEFIES A FEAITIR) -

71 Active Directory F§ P ECE iDRAC7 SSO &%

21 Active Directory SSO & %= ft & iDRACT BT, 1HHHARE AT EAIIRE M.
L 1RET Active Directory & Pk A BF, WA Active Directory SSO L & iDRACT.
HXHEE

Active Directory B —E Rl H e+ B RHI AR X1

{$ F iDRAC7 Web 57 LARRAEZR#4EL & Active Directory

{5 F3 RACADM LA%RAEZEMIECE Active Directory

{5 F iDRAC7 Web SR WA¥ BZEAAACE Active Directory
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{£F) RACADM LA3 FEZe#4 L & Active Directory

{$FH Web REHE.E Active Directory Fi 7 &Y iDRAC7 SSO & 3%

Bt & iDRACT LLi#t 1T Active Directory SSO % 3%
% FE EXZFEMNESR, 1BS18 (DRACT BEHI#E) -

1. I&7E iDRAC7 DNS &FR2E ILE iDRACT 2 fREE B . ELIILIEIE, 7£ IDRACT Web R, ¥ E
Overview (it¥i) — iDRAC Settings (iDRAC #¢E&) — Network (R%4%) — Network (M%&) , AEEEF
DNS Domain Name (DNSi#&) Ef.

2. BLE Active Directory LAE FHRERMEY REMIRERPIKAR, FPITUTREANM NS EREE SSO:

- 7 Active Directory Configuration and Management Step 1 of 4 (Active Directory IR EFIEFIRE 15, i
43) TUES L # keytab X

- 1£ Active Directory Configuration and Management Step 2 of 4 (Active Directory i EfNEHEE 24,
4%) TIEHi%$% Enable Single Sign-On (BRH—ZFR) £IR.

{$5F§ RACADM 34 Active Directory F§ P Bit & iDRAC7 SSO & &

F% T BCE Active Directory RH#VITRIZ LN, ERHA SSO, HEITUU T4
racadm -g cfgActiveDirectory -o cfgADSSOEnable 1

A A S iDRACT Bt & F

B & iDRACT RHhFl AT E B F B R

1. BEREFAFIEBESER CAES L2 iDRACT.
2. RBHEEHFEEF.

B S
IREGIES
LEEEE AE
ERSZEREEFER

R ES
THEBRIEREZE, BHRREEEEFHNEAEFIER L Basetd IR EH.
X
REGES
{5 Web Rl L HEaEFAPIER
LHEREFRPIES:
1. 7£iDRAC7 Web RE ™, {54 ZE Overview (#f¥) — iDRAC Settings (iDRAC % &) — Network (R#&) —
User Authentication (FBPI&IE) — Local Users (AtFAF)
%2R~ Users (FHA) T1@.
2. fEUserlD (AR ID) %, BEHAFIDHS.
1% % 7=~ Users Main Menu (B E¥H) 7HE.

3. 7t Smart Card Configurations (EgEFHBIE) T, i%£1¥ Upload User Certificate ( LA FIEE) . AFET
Next (F—%) .
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4.

1% 2 7~ User Certificate Upload (FEFIEH EH) 71@E.
X SR HIEIE Base6d FI FIER, SAIEE S Apply (R

{#F RACADM Lt #iEet R IrH

ErHEBRFAPIEE, 15EH usercertupload X% . BXiFMIEE, 1557 support.dell.com/manuals LI21H
B (& F iDRAC7 #1 CMC B9 RACADM w5 $17EE4EH) .

FEHEEFHEE CAIEH

E#HCAIER ZAT, EHHBFRIPA CAZERMIES.
LEES 3

IREGIEH

£/ Web FRE_EHE & FH9S1E CAIEH
EHATEREFERNZIE CAIES:

1.

4.

7£ iDRAC7 Web SRE 1, %5ZE Overview (#f¥5) — iDRAC Settings (iDRACI®E) — Network (F{4g) —
User Authentication (FAPRE&E) — Local Users (Z3BFPA)

& 2R Users (AF) T1@.
£ UserID (AR ID) s, BEHAIDHS.
1% % 7%~ Users Main Menu (BB E¥H$) TiHE.

7£ Smart Card Configurations (&gE-kBLE) T, i%#E Upload Trusted CA Certificate (_L#;3{% CAEH) ,
SRIE B E Next (T—3) .

18 2 7% Trusted CA Certificate Upload (215 CAEH L&) 71mE.
FTFHEEZ(E CAIER, REEE Apply (BIFD)

73{&F RACADM B & gt£ L 715 CAiEH

BA

BEREEEF LHAS CAIES, 151E M usercertupload 5. BXIFMIER, 15517 support.dell.com/

manuals IR (iEHF IDRACT F1 CMC #9 RACADM a5 £ 17557 ) .

73 Active Directory i P ECE iDRACT EEEFEF

73 Active Directory F P ECE iDRACT HREFEFRZ R, BHREC TR ENBIREY.
Bl & iDRACT HEITEREFEFR:

1.

7£ iDRAC7 Web SR, ELE Active Directory IR EE TSR BRI A R AR, 7 Active
Directory Configuration and Management Step 1 of 4 (Active Directory EEFMEEE 145, #H4$) TTEH:

- BRIEBRIE.

- EHEEWHCAKZIEHR.

- % Keytab 324,
2. BRgEFER. BXERMNER, B850 (IDRACT BHIZZEL) -
R

BASZRHEREEER

IRERIE

4 BX Kerberos Keytab 3244

{&EF3 iDRAC7 Web SR IAFRMEZEHIBCE Active Directory
1 F RACADM AR AEZEHIEL E Active Directory
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{5 F iDRAC7 Web SR E Y RBZEIELE Active Directory
{£F§ RACADM LA¥ FRZe#JEL & Active Directory

FERSZEREEFER

BRZE A iDRACT BB REFBERZ AT, 1BHR:

- 1ZBEE iDRACT 1UR.
EAFEREF AY iDRACT At F FBCE Bk Active Directory A FELE B MK -

g HEmBREgESREEA, W SSH. Telnet. LAN L IPMI. LAN _EE4TF0THE RACADM 1B 2. It
SN, MREEZEHAEREEER, WEOTSE3sER.
HxEE
FREGED
23 Active Directory Fi A B & iDRACT EHHE £ & F
HAHE FE S iDRACT Bat B R

fEF Web RHERRZATHEER

EEHAS 2T FERINGE:

1. 7£iDRAC7 Web S2E ™, %£% Overview (#%3%5) — iDRAC Settings (iDRAC iXE) — User Authentication
(AP BHIAF) — SmartCard (BEEE) .

FEEN < 2 SmartCard (BEEF) TTHE.

2. M Configure Smart Card Logon (ECEEEE-FEFR) Thisk®d, 5% Enabled (FA) UBAE L
3%, B&1%E$%E Enabled With Remote RACADM (& FHix#E RACADM FA) . &N, 1%£+% Disabled (M) .

BREETIMIEMIER, 1828 IDRACT B 3287
3. B Apply (BZH) U AERE.
{£F iDRACT FHTEMEEE RERE, RASEREHITEREEER.

{E£F RACADM EISiEHEFEF

ERHEHEEFE, 15E M cfgSmartCardLogonEnable #1 cfgSmartCardCRLEnable 315 . BXi¥MIER, F5A
support.dell.com/manuals F324t8Y (& /H F IDRACT 71 CMC B9 RACADM w175 %455 ) .

{EF iDRAC X BE A HEEFEASZHERFER
BRSEZRE R EERINEE:

1. 7L iDRAC&E/FIEFH, % Z SmartCard (BEEF) -
1% & 7~ iDRAC Settings Smart Card (iDRAC iR E&E8tk) T1MH.

2. i%#FEnabled (BEA) BHEKFEEF. N, £ Disabled (BEM) . BXETIMIEMER, S
%) (IDRAC @ E L\ HFE/FHHIZIE)) -

3. {kxB - Back (GR[E) . Finish (5EF%) #Yes (&) .
HREFERUREBRIEEEEASEZR.
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9
Bt & iDRACT KA & X E4R

BRI AZERE LR ENBFEEHREERMNRME. SRFAHHRTSBIMEXHEHN, HERXERED
B, MRENEHESCRENEEMER (BFEE. SNMP FEHE IPMIER) MREMHTIERBE, Wa
BERALES —AHEMEENBIR. MREEE TILZSERHITRNMRE WEFHFS. XNEHEFHH
KARG) , WSPITIZIRME. BREIBIBHRE—MRE.

EM & iDRACT IRIEER:

1. BHRER.

2. IEEFLURBERSISTEERE T EER.
3. BLEHEFHRMEFE4R. IPMI Z3Rs; SNMP [EHHEE -
4. BREHERERE W
- RIXETFEMEEEIR. IPMI 4R SNMP FERH2IEL & RO B xR
- MITHSERZERSIS. ENBEHEEFERE.
PSS 2
B B2 F E4R
Tk EER
WEEMER

BEERESIES
BiC 5 B FRR 3R SNMP [AaR#sk IPMI BERHIE S

ZiR{ES D

BRSZERER

ATHERELEFEENBFERITEHRE BLABRALBERIET. LEMHREZREMNRENERK
BEHRME.
R HEE

i

AL 5 f T AR fEEE4R . SNMP FaBaR IPMI FARHE S

{E /1 Web 5 E /2 FAISIZE R &R
ERASEAERER:

1. 7£iDRAC7 Web RE™, % Z Overview (#¥%) — Server (FRESE) — Alerts (EiR) . IS ET
Alerts (E3R) TUm.
2. & Alerts (B4R 549 :
- %% Enable (BR) LUBRERYE MEBHITEMHIRE,
- j%3% Disable () UZRERE MR EHRE.
3. B Apply (R ®REFRE.

m



{# A RACADM JE s &R
B e L R e S A BRI

racadm config -g cfglpmilan -o cfgIpmilanAlertEnable 1

{EF iDRAC X ELAHEEF B A ZEHER
BB RS B R E:
1. 7EiDRACERELRIERFT, B E Alerts (EiR)

1% & 7~ iDRAC Settings Alerts (iDRAC ¥ EZ4R) T1MH.

2. 7t Platform Events (GF&=) T, %1% Enabled (BR) BAERSEMHERIRE. BN, %$%F Disabled
(BER) . BXETBEMIER, 1550 (IDRAC RELZ\FE/FHEVIZE) .

3. ik Back (GR[E) . Finish (52/%) #1Yes (B) .

EIRIEERETTK.
Y o)
T E R
18] LUARHE 2E 31 F ™= E [ T IR 2R -
PSS i3S

BRSERER
B S B FEBEER. SNMP FEBisl IPMI BEMHE S

{8 iDRAC7 Web S E 3 IEE R

ERELANA=E T EER:
By &L AEERASRIENRMAR, BALLTEER.
1. 7£iDRAC7 Web RE™, % Z Overview (#E¥%) — Server (BEE ) — Alerts (FR) . IS E T Alerts
(4R TTmE.
2. 7£ Alerts Filter (BHRIHE) #B4, EFETII—MEHE N5
- RFIEITRR
- TEfE
- BB
- H#Z
- EI
- IEER
3 EETI— AN TEHEER:
- Informational ({58
- Warning (&)
- Critical (/=&)

4. B Apply (RERD)
Alert Results (BFRER) FAIGIRBIMEM LA EERRER.
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{$£F5 RACADM it 8 &3k

E5EER, ATLUE M eventfitters 4. BXE LR, 1557 support.dell.com/manuals FIi24E (ZHF
IDRAC7 71 CMC B9 RACADM 5 $ 172 ’?fgf?))

REEHER

BRI EE R ZEICEE AR EHER (GImBFHREER. IPMIERF SNMP BEF) .
LIPS 3

)_—L' n &

EEE@?EM#&?E SNMP [ sy IPMI BER IS B
frecs %ﬁ_*

£/ Web R IREBHER

EIEA Web RHIREEHER:

1. EHREREEFHAER. IPMIZRF SNMP FERHRE .
2. %ZE Overview (#%) — Server (PR E5) — Alerts (E4R) .
RERNS &R Alerts (B¥4R) TUmE.
3. 7£AlertsResults (BRER) T, EEMEBHH—I TG LR:
- EBTFHMEER
- SNMP Baf#
- IPMI 3R
4. B Apply (A .
RESRE.
5. 7 Alerts (¥4R) &84, %1% Enable (BH) @®IN, HERAXEEERBF.

{# F3 RACADM 1% & =4 83K

EGEEMHEIR, 1BFM eventfilters i85 . HXiEHMEE, 1557 support.dell.com/manuals EiZ{ERY (ZHFF
IDRAC7 71 CMC B9 RACADM m5 S1TE%755) .

REEREMEY

WMRAFHFEAERFALIEE RERSBGREFH T IE, EAIEE iDRAC LAE& R4 E A (8] i8] ba 4 AL M An
=4, AR EERZ 30 X. AHCEEZ 02365 X. 1E “0” 5 ~EAEHEN.

By &EGemas “BEDRACT IR, FaigBEERENE.
{$£F iDRAC7 Web A H K EEREWEH

REERENE:

1. 7£iDRAC7 Web REH, #Z=#iik — RS — ik — EiREDN.
R B R ERE I
2. EEWGIG, AHFAERER. ERMTEERBGNERITEE.
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3. $$&mo
BREERENRE.

{#/ RACADM g EEHR E M=

E({FH RACADM R ELIREMEMH, 1HF M eventfilters FHS. BERELIER, 551 (EHFIDRACT #
CMC 89 RACADM s $1TE5E45F)

WESEHIRE

ERALURBSRMHRE, SINERFELNITERSIS. XNEEFI. RNBARRITRIE.

HRXHEE
TSR

o sk Ak

= = =

£ Web R EEHRIE
®EEHRE:
1. 7EiDRAC7Web RE™H, %% Overview (HE¥5) — Server (FRZEEE) — Alerts (¥dR) . IR 7R Alerts

CE3R) T1mE.
2. 7 Alerts Results (BHRZER) T, M Actions (HB4E) THIRKEH, AENEHEF—MRE:

- Reboot (EF#5|3)
- Power Cycle (XHEBEFH)
- Power Off (AR
- NoAction (FT#1E)
3. B Apply (RIAD
WENSRE.

{5 F§ RACADM & BE=418E

EfRFEMHIRE, 15FEM cfglpmiPefAction 3 5 3% eventfilters &84 . B XI5, 5517 support.dell.com/
manuals LI2tH) (iZHF iDRACT 71 CMC 59 RACADM @ 175 £5F) .

B E B FEBEEHHR .. SNMP BaEBHk IPMI BB E

Management Station {5 i f&] 52 [/ & B IR 18 (SNMP) FnE sE T & SR M (IPMI) &L iDRACT BIEHE. X F
BEHXRETSBEAS, management station ¥t T AJ gE &4 I EFNIFE R84S/ iDRACT BT, SCEATRELLERT.
f5Ian, SEEERER R IR T4 A Z 889 51 33 7E & £ I IE M PE Y A& B 254k SR 5 B management station .

&R LABCE IPv4 0 IPv6 E4R B AR, B FEBMEIREF SNMP fREZ 5% E, FMiXXLRE.

A E B TARE. SNMP = IPMI [EBHE B Z 8T, 1E#H1R:

1% B4 Configure RAC (fit & RAC) HUALIR.
B4R EEHTIERS.

K HEE
BLE IP E4R B R

114



Ao B B FpHEIRIRE

B E IP &R BHr
BRI LABC & IPv6 B IPv4 Hbiik LUIEUL IPMI 23R8 SNMP REBH .

{£F Web REIZE IP E4R Bir
E(EH Web REECE IPv4 3% IPv6 3R BRI E:

1.

2,

5.

3£ E Overview (HEYE) — Server (IRE88) — Alerts (3R) — SNMP and E-mail Settings (SNMP FAE2F
HEeE) -

JEI% State CIRZS) 1EIE IP Hutb 3= BERHFE4EI N IPvA F0 IPV6 &Y IP HElit. BE L AJLIIETE 44 IPvA F0 4
A~ IPv6 BFrttitlt. BXRIZIEMMEZELE, 1FSH (DRACT BEHIZE)) -

#i )\ iDRAC7 SNMP community string (BEI{RF/HE) . BEXREZFEMNEZER, BESIA (IDRACT BKHI#

&) .

% #&3E: Community String (E{AZFFFE) {E3RT iDRACT %1% Y B MK IR Y (SNMP) €45 faft (&
FABERFRE. R E R E KT RS S iDRACT ARF R E8EE . BAIAEH Public.

ZR 1P thht 24 IE AU IPMI 2 SNMP BaBf, 25 Send (XD (5 BILF TestIPMITrap GRIiR
IPMI P&FE) #0 Test SNMP Trap CGUWlist SNMP B&EBE) T .

B Apply (RIFE) . EiRBHAERES

{#F3 RACADM EZ & IP &4k Bixr
e B PR IR S -

1.

2 R Bea b :

- XF IPv4 tiit:
racadm config -g cfgIpmiPet -o cfgIpmiPetAlertEnable -i (Z&5l) (0]1)
- ]TJ':F IPv6 iﬁ’.iﬂ:

racadm config -g cfgIpmiPetIpvé -o cfglpmiPetIpv6AlertEnable -i (Z&5[)
(011)

Hep, (R3l) ZEHES, 031 £ 5IZAHERREN.
flan, ZERRAEBZERS 489, BRAAUTHS:
racadm config -g cfgIpmiPet -o cfgIpmiPetAlertEnable -1 4 1

Hie & P B ARt ik -

racadm config -g cfgIpmiPetIpvé -o cfglpmiPetIpv6AlertDestIPAddr -i [&KH]]
[Ip Hhdik)

Hep (5] ZEMBERRERES, M (1P k) REKTEESHERASH B R IP i,
& SNMP A BFRF G .

racadm config -g cfgIpmilan -o cfglpmiPetCommunityName [#FK]

Hep [4F5] 2 SNMP 2 HZFR.

MEVE, FMKER:

racadm testtrap -i [ZRH]]

He (R3] 2EMKABEMBRES.

BXRIFEMER, ES 17 support.dell.com/manuals LIZHERY (iEMH F iDRACT 71 CMC 89 RACADM i 175 %
7EH) .



{5 iDRAC B A AIEFEE IP B4R B
AT LUE A iDRAC iR B A 2 FNELE IPvA B4R Bir. EiFITIHIEE:
1. 7 iDRACIRBELAMIEFH, 4 Z Alerts (Z4R) .

1% % 7~ iDRAC Settings Alerts (iDRAC ¥ EZ4R) T1MH.

2. 7£Trap Settings (PEBHIZE) T, BREICERARY IP Hbht, F4N IPve Bfritbit. BHEZAILUEE 44
IPva ik,

3. WARRFEFHRER.

BERKREE, 55 (IDRAC R ELNFEFEYIE) .
4, {kxEBdF Back (GR[E) . Finish () #1Yes (B) .

IPv4 3k BFREIELE FE /X -

L E B TEpMEERIRE

& AT LABC & BB F R bt U B F AR EIR . i rTLABLE SMTP BRES S MM & .
ﬁ &5E: tn SRR AR % 58 2 Microsoft Exchange Server 2007, iR AR AR % BALE iDRACT 1842, LUEM

iDRACT Ui L F B4R o
% &E: B FAREEEIR 45 IPvA FA IPv6 Hutik . {$EFH IPv6 A 445135 £ DRAC DNS 134 .
LS 2

Ao & SMTP Fa 7 S {4 A 55 2e st it 19 B

&/ Web SR HEECE B FIPHEIRIEE

f$F Web R HEEE B FAMFEIRIEE:

1. %% Overview (#%1) — Server (JE%3%) — Alerts (¥4R) — SNMP and E-mail Settings (SNMP F1F8.F
HRFIRE) -

2. i%#F State CIRZS) ETILUS A ERCEIR A9 B F At B A R F bt . B KRBT+
B2, 1B5R (IDRACT BEHIZFED) -

B Test E-mail GUiXBE-FEBEE) T Send (&3iX) ik S AL & B FHiHERAIEE .
B Apply (IR

{3 RACADM EC B & F B EIRIRE
B R R IR E

1. BRBFIHER:
racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -1 [Z&5]] [0]1]

Hep (%5 2RFEMEERERES], 0 ZRBRTFEMER, 1 BRER.

RFEMEBRRIIFTULZ 1 2 40E. i, ZEARS4ERBRTHE, HFRANATHS:
racadm config -g cfgEmailAlert -o cfgEmailAlertEnable -1 4 1

2. EEBRTFHMFIRE:
racadm config -g cfgEmailAlert -o cfgEmailAlertAddress -i 1 [HFHBHHAE]
Hep 1 ZEFHMFBRZES, ™ BBl 2T & B4 ERE B AR TRt .
3 EBEAEXEER:
racadm config -g cfgEmailAlert -o cfgEmailAlertCustomMsg -i [R5l [HEZXEE]
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He (%5 REFEEEHFRERES, M (ACUFEE] BREEXER.
4, WMEXE, ENREER B TFHMEER:
racadm testemail -i [ZF]]

He (%5 REMNRBEFEEBERFRERS]
AXEMIES, ES 17 support.dell.com/manuals SRR (i F IDRACT #1 CMC B9 RACADM iy $ {75 %
#EE) -

ECE SMTP B FHP AR &85 kit i B

B RECE SMTP AR 53 88 ik UG i F - E54R 4 X 245 E B4R .
1Z /5 iDRAC7 Web SRETECE SMTP B FHFEIR % SEH 1 18 B

Bl & SMTP AR 5528 th it .

1. 7£iDRAC7 Web RE ™, %= Overview (#I%) — Server (BRE3Z) — Alerts (¥4R) — SNMP and E-
mail Settings (SNMP Fne8 Fipfi&E) .

2. i%#% Enable Authentication (ERRIE) £, {REMA P ZFNEEE (GHAE SMTP IRESHBHEMRAMAA)
SRIEMINEATE P {FEF A SMTP BRSS 82 A9 3 IP Hhhit sl 58 £ PR 184 (FQDN).

BXREMMIEMER, ESW (DRACT BFHIHE) -
3. B Apply (RIRD .

SMTP iR EERE.
1Z/5 RACADM BCE SMTP B FHPHHAR S astb b iR B
ERE SMTP B FHMEMRS &, HEITUTH2:

racadm config -g cfgRemoteHosts -o cfgRhostsSmtpServerIpAddr <SMTP HL-FUHRLFARSS 2%
1p Hudik>

EREE D

THREMRTETERMER D TR
F.21: ERIER D

Z21D ik

AMP R

ASR B RGEL
BAR EWER
BAT Bt
BIOS BIOS &12
BOOT 51 B4=

CBL )

CPU S

CPUA WIBR/ATFE
CTL g

DH EPERE

DIS BEE
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Z2 1D AR

ENC FhEH AR

FAN KB

FSD i

HWC BHEE

IPA DRAC IP K
ITR (EIN

Jcp Rl #

LC Lifecycle Contr (Lifecycle =% 88)
LIC VAL

LNK HEERA

LOG AESEH
MEM HEF

NDR NIC B AER G NIEFF
NIC NIC EL &

0SD BRIERGEHE
OSE BRIERGEY
PCI PCli&#&

PDR YITRH £

PR il nE

PST BIOS F# B4
PSU AR
PSUA PSU R7F7E
PWR AR {E

RAC RAC =14

RDU TR

RED B4 TH

RFL IDSDM 47 &
RFLA IDSDM E7E
RFM FlexAddress SD
RRDU IDSDM TT&
RSI miERRSS

SEC REEH

SEL REEMHAE
SRD 4 RAID

SSD PCle SSD

STOR TERAT

sup EEFE

118



521D 15 A

SWC BYERE
SWU BHEW
SYsS RGFER
TMP R

TST MR ER
UEFI UEFI =14
USR AP ERER
VDR R

VE vFlash SD &
VFL vFlash &4
VFLA vFlash RTE7E
VLT B

VME Virtual Media CEE3AT B
VRM ERNEEH &
WRK THEER
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EEHE

iDRACT 2t BIE A%, il &. MgikE. ENEH. REER. FAIERFESFMEXEMHR Lifecycle H
e AE, REBHERENBHREEMN AT (SEL) A958R HEEM. Lifecycle HKi&@id iDRACT Web 5
RACADM #1 WS-MAN SR E A i 2] .

Lifecycle HRERIA/NMEZE| 800KB B, AEBEHEFFE. BRETEREHEMBEEXE, HANREEAZENA
TRESRANER. ETEGFEMAE, BLIUEEA Lfecycle BESHIRFPHE —NE.
HXHE

EEZGEHAE

Eﬁm\/cl_e&f\

EEEL&’%% HEEFE

BERERGEHARE

UZERFLAERFEMHR, FiCRE System Event Log (RHEEH AR, SEL) #. #HER) SEL £ HIEAT A
7 LC BEHkE.

EH Web REEFRGEHEE

E7£ iDRACT Web REH&EF SEL, 15%EE Overview (HE¥) — Server (BR%E ) — Logs (ARR) EIF.

System Eventlog (RABH HE) AR RARKEITIRRIERAT. HEABMEMECREHMNRE. EXESE
B, 5518 (IDRAC7 BEHIZPE)) .

B Save As (A 1% SEL R 7FR|BATEMALE

#iE: A RIEEEA Internet Explorer F B ERERNBEI B, BE#R T3 Internet Explorer M RIAREE
., TEALERZ Microsoft Z#5 M uh support.microsoft.com.

&/ RACADM EF AL EHAE

& & SEL:

racadm getsel <IEINi>
MREBHIRESH, BETES
B SEL &£ B

racadm getsel -1

BXiFMEL, 1557 support.dell.com/manuals 2R (iZHF IDRACT #1 CMC #9 RACADM w> S {75 %75
&)

& E Lifecycle HiE

Lifecycle Controller SR A X ZTERA LAMTRAGNENAEIER. EREUTETMEXB4MARE
EFhERE
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RAEH
W &I
Configuration (BLE)
Bz
2Rl
TIEER
EAILURIBLIFEERRAFEAE, &F. BHTEIBRFEERNE AESEE.
HXHEE
1% Lifecycle HE
E W Lifecycle EII._. #R
BEERME Lifecycle HAR

£ Web REZEE Lifecycle HE

EEE Lifecycle B, 1583 Overview (H#E%) — Server (BR%EE8) — Logs (A&X) — Lifecycle Log
(Lifecycle H&) . FEEIS R7R Lifecycle Log (Lifecycle HER) TilE. X ZETAMIEMAER, 155
(iDRAC7 B H1#H)) .

%1% Lifecycle A&

W LURIBZES) . mE%. XEFTHAEEFIEAE.

%1% Lifecycle AS

1. 7t Lifecycle Log (Lifecycle H7&) TUMEHY Log Filter ( AREFFIE) XiEd, HUTUTIEESHABIRE:

- MTHXFIF AP 1EE Log Type (HREHED .
- M\ Status Level CIRZSEH) THRXIIRPIEFEEMLR.
- HIA—ANKBET.
- BEHEEE.
2. B Apply (EZFD) -
51k B B 55 BY57E Log Results (AFELER) H 2R

-E.':I:'. Lifecycle HELR

S Lifecycle HEZER, 1B7E Lifecycle Log (Lifecycle H7R) T AY Log Results (HBELER) XiEid, #dr
EXPOIT (BD) . BER—IMEE, RFELUXMLIERIEBEXBRERIFMENAMLE.

&5 InZ Lifecycle A&
BEETRME lifecycle A

1. f£ Lifecycle Log (Lifecycle H&) TWEH, BHFAEHELZEBN + BfR.
FERN< EoniEE ID EAER

2. £ Comment (&) #Eqﬂiﬁ")\lel X BRIEE.
ZiF £ BR7 Comment (&if) HEH.

£/ RACADM & & Lifecycle BiE

EEE Lifecycle HE, 1BERH 1clog S . BXIFEMESR, 1557 support.del.com/manuals L1248y (i&Z/F
F iDRAC7 71 CMC £9 RACADM #1775 #4557 ) .
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I TAEERE

ZF3 DRACT IS APHALUAIM T/ETR, TIETBSIEASBHIFMEE lifecycle AT . BUFEH
iDRAC7 HEMRA BERMITIEER. SEMNITIETRRS IIF 255 1M F 1.

B &k EREEm TR,

ERIMTAEER:

1. 7£iDRAC7 Web REH, # = Overview (#f¥5) — Server (BR553%) — Properties Details (B1E) —
Summary (FHE) .

FEEN S &7 System Summary (RSHE) TIE.
2. £ Work Notes (TAEF®E) T, EZHXAEPMAIAE.

B &5 EREERE S SR,

3. B Add G .
I1’EI£}¢E”ZIIJ\ 1JD§1J E :I: ﬁ;&l¥ém1n Sy 1!5! |Fﬂ ((/DﬁAC]E}?M#Ej))

B E iz ?2}‘6 H lu\lai

BRI R iR R &G Lifecycle BE. BUITIHIR(EZ AT, FMR:

iDRACT FNiZi2 R4t 2z [8) 8 MR EHE .
2 ERYFN IDRACT LT B —M .

£/ Web AHEEEZZREHRE

ERERERGHERERLE:

1. 7£iDRAC7 Web RTE ., 5% Overview (#%) — Server (BR%25) — Logs (HiE) — Settings (3%
).
REEN< &~ Remote Syslog Settings GERRRZABIRE) BE.

2. BACRERFHER, BERS[MULRFEAS. BXZERMEMREDS, 1BSH (DRACT HHIZF
) .

3. #BFE Apply (RZHD)
WESRE. SAlifecycle BEME HESRRMNBEANEERZIZRSE.

{£F RACADM L EiRfz RAE F
ERETRERGASMSHRE, HEM TS RACADM X%

cfgRhostsSyslogEnable
cfgRhostsSyslogPort
cfgRhostsSyslogServerl
cfgRhostsSyslogServer2
cfgRhostsSyslogServer3

BXEMIEL, 1ES A support.dell.com/manuals L1218 (&M F iDRACT 77 CMC £9 RACADM S 1r& %75
&) o
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IR FNETE fR

ERATLUE R iDRACT IIZFIE RS ERFHRIRE K. BIEL D HFIFERENEERE, FTBG L RE R L
B

FEEE:
Eigower Monitoring (iR —EEZFERFNEFRRS. RRETERLICEFMYRITHE. EE
Power Capping (TIEHTN) — EFMEETERFANIERE, SFEETRINRKEBERTE. I
BEEEVFANE.

Power Control (EBiRIEF]) — iLEBATLLUERERITRE R G LW BEIRITHIRIE (FIFHVL. Xil. RS
EE. XNEBFHFEE XN .

FIRIETN — ECE IR, BIMNTIRER . AERMIRRMSE.

PSR
J%‘_'Iig z;%:
AT BRI EIRAE
IE T
BHASZERBIREZRE

MiRThR
iDRACT S MERASHPMIIEFE R TIIIEE:

IFEE SRR EHE.

RUTER, EENERURIEERR.

BI—ANNE . BT— R E—B AR T REFE

. RMIRKINE.

7 LI EFIIEE R B2 .

IEEREMGERREE GIRNRIAMERXRSH) .

£ Web SR HEBEZThE

EEFMXRKITES, 157 iDRACT Web REH, 3= Overview (HE%) — Server (fR%8E) — Power/
Thermal (HjE/M#) — Power Monitoring (ThENSE) . FEENS R 7w Power Monitoring (THEEMHES) TIm. &
KIEMER, 1SR (IDRACT BHHIFED) -

{8 F RACADM M&#Z= i iR

EEERRKIEESR, 1FFEH System.Power (RGERIE) AWK S get 5%, Z#E cfgServerPower 35 5

getconfig 8% . BXRIEMIES, 15517 supportdell.com/manuals LIRMERY (iZ/HF iIDRAC7 #1 CMC #9 RACADM
wSITEEIER) -
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AT R IRIEHIRIE

£ Web 5 HE=k RACADM, {ER[LAFT iDRACT imIZHITHM. XKHl. EE. EFE XV, EF#PE (NMI) =%
MEBFN.

&t AT LA{E A Lifecycle Controller IT32 AR 558 WS-Management HUTIXLE#R(E, BXRIEMER, BESA
support.dell.com/manuals 32489 (Lifecycle Controller X #2AR% /5 775 ) #A delltechcenter.com L I2{H) Del/
ARSI E .

{E /8 Web SRETIITINRIZHIIR(E
BRITEIHIRIE:

1. 7£ iDRAC7 Web REH, %% %= Overview (#t¥%1) — Server (JR%588) — Power/Thermal (EFE/MH) —
Power Configuration (FEJEECE) — Power Control (FiREIEHI) . FERN< &7~ Power Control (FEiEIEH])
TUH-.

2. JREFRRTERIRERE:

- Power On Sysytem (FTFFRLHEIR)

- Power Off System (XFRZFKHEIER)

- NMI (Non-Masking Interrupt) (NMI [dE /il 5 #7])

- Graceful Shutdown (IE&E#1)

- Reset System (warm boot) (EEE&% [ Az

- Power Cycle System (cold boot) (fERZE XN IEHFH X BFID

3. BEApply (IR . BXFEMELR, 1ESIA (IDRACT HHLFED) -

£ F§ RACADM #\{T IR IEHIIR(E

ERITHRIFRIE, 15FE M serveraction 8% . BXiFHMES. 15517 support.dell.com/manuals EIR{ERY (24
F iDRAC7 71 CMC B9 RACADM sz {75 %2755 ) .

DhERHTR

EAUERNRHRERS, XEFJHEPOFESAHAFHOZRMERIRER. IR2—PREFANE
RITh&E

71 AR 55 28 R TR £ TR

ﬂ)#ztﬁﬁ%%%)aiﬂﬁﬁ, iDRACH;EﬁiCIVICFﬁ EEMTHEE K., i?xj:i*m‘%m#;ﬁﬁaursﬂﬂz FERIEFR
MEHSREMESHITIHE. YREEEHE, RIERSZ|HOLERIFE, EETENNEXRERATEST /. W
R E T EEm, #Eﬂﬁﬂa@ HEMNIERFLDE AR ATIZE, iDRACT Tﬁﬁ%lﬁ*i“ﬁﬂurkT EINFE,
T AThESEE . iDRACT {XEn CMC BYs K AT RETHAEIE K. MRINBE L, EARSIERB/INR/NATHED
X, MRIFEBY CMC S BECAITIZ, iDRACT S LEIFKIEMINE,

ARG BEhFHAILIE, iDRACT SRIBEFR R E T EHAHERENK. BE CMC D EHITHREKR LY, 7]
FIASRER.

CMC MR ERARZ R ENEMARBANE, MEHRARSMNERNERMIIERGRSSE.
MRPEMNERE, NERARESBASED. RDELTIFIIERE, iDRACI SBHRZHIR.
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EEMEERH TR

MRBAMELHTRE, EEMALRBFPITRAEXHINERS. MRAEH, ESERERINTENESTD
RARIPIREE . ﬁﬁﬁﬁ%%’lﬂ%'ﬁﬁﬁ}:‘mxm RESFEEMIL. RAMESHITHDIEE, URBIEXERESEE
B S {EFRIR .

FFNAT, LARINFERTER), ERFNINERstBH HE, BEHIARTER. flin, MTFAENRZE
B, RATBEINEEFE N T00W, TEH/NATREThEREAEA 500W. BRI LI4E E /S Power Budget Threshold (If)
RMEFE) , NTTEOEFEMN Y ETAY 650W FEREI 525W. MILETiE, REGHVIERES BT, MMRED
RiEFE, URBLAFPEERSE5S25W.

MBI EMNEHTEIR THEN&R/NBME, iDRACT ATRETEREHE RN EHTE.

EATLARELRE. BTU/hr SEUERFINE FIREVE 5 L (%) RIEEIZ{E .

U BTU/hr R BIH R TRER, AU A BMHNES SN ARIERNER. YiZE TR TRER,
MELHEEEH G BTU/hr S BRI ARFITEN. Eitt, SAMNEEESIEBNERE, B, &EH 600
BTU/hr By S {E 7E 1% @B 45 601 BTU/hr.

1/ Web 57 H B & iR H TSR
EEEMEE AR

1. 7£iDRAC7 Web RE™, % ZE Overview (#¥1) — Server (BE%38) — Power/Thermal (ELiE/M#H) —
Power Configuration (EEJEECE) — Power Configuration (ELREEE) . KEEIS &7~ Power Configuration
(HRRESE) mE-

7~ Power Configuration (FJRECE) TiH/fE, ZHATHEIRERERS < SR Currently Active Power Cap
Policy (HAIFERNEBRHTKE) THT.
2. 7t iDRAC Power Cap Policy (iDRAC HER$ITR%EME) T i%iE Enable (BHA) -

7 User-Defined Limits (FHPRENXBIBREI) &84, LUEL4EF0 BTU/hr St LUER RS RHIAY LR E 43 LRI AN Th
KR,
4. Bz Apply (FIF) WURFi%E-

{$£F§ RACADM fic & Th Z £ TSR B%
BEEMIE YA EHTE:
BT RE S config FAS{ER:

- cfgServerPowerCapWatts
- cfgServerPowerCapBTUhr
- cfgServerPowerCapPercent
- cfgServerPowerCapEnable

BUTHRES set FaLER:

- System.Power.Cap.Enable
- System.Power.Cap.Watts
- System.Power.Cap.Btuhr
- System.Power.Cap.Percent

BXEMES, 1ES 7 support.dell.com/manuals LIRU4tH (iZ/FF IDRACT 71 CMC B9 RACADM i $ 175 %75
) .

{£F iDRAC € E A AEFEEEHTRKE
TEFMB BN EER.
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1. 7EiDRAC&ELFIEFH, = Power Configuration (FRIEELE) .
4% 2 7~ iDRAC Settings Power Configuration (iDRAC i & BiFEE) Tim.

2. %% Enabled (B/2H) /& iDRAC Power Limit Policy (iDRAC HEFRHIFEM) . &N, i%4F Disabled (B
=H) .

3. (FAEINBRE, =7 User Defined Limits (AR EXBIRRED T, MWANFTEHIRH].
BRETHNEMIEE, 550 (IDRAC B ELNFEFBNZE)) .

4, {kxEd Back GGR[E]) . Finish (F£RX) #aYes (&) .
NEHMEERE.

=== R R 4= g v

AR B RIRIREIET, WMUREKR. AERAMIEELKIE.

AERARRRREINE, ARETREREE (PSU) IRIBERSZH[HERA. X4, HKPSUFMATLIAIBES R
MHEEENER. XERIFIIIIREFERTERBEBTEF LAY PSU.

EMAPSUBIRGH, BLHIUREE PSU JREFHR) . EEA PSUMARSEY, BesugELMF B PSU
(1413 242) &

BRAERE, PSURLURE 18 MBS SERR .

NERRYRLRNFESUANERZ L. MREAMERERIIE, WHRS[XAMNATLUS DI ERINER
T, ERSHH HEBRANEERLKIE.

£/ Web SR HEECE BRI EIZR

AL B L IRIR BRI

1. 7£iDRAC7 Web RE™, %t ZE Overview (#¥1) — Server (BE%538) — Power/Thermal (ELE/M#H) —
Power Configuration (EEJRECE) — Power Configuration (BRECE) . 1% E = Power Configuration (EEjR
EE) A

2. 7£ Power Supply Options (ELIRI&EAEIR) T, EFAEMET. BXIEHES, 15SH (DRACT KHE
ar) .

3. BEEApply (A . BREREAMCERE.

{s£ F RACADM HiC & B 5% & ix
BRECHEEAR, FEAUTHRR set Fhd

* System.Power.RedundancyPolicy
System.Power.Hotspare.Enable
System.Power.Hotspare.PrimaryPSU

* System.Power.PFC.Enable

BXRIFEMES, 1HS 7 support.dell.com/manuals EIRHER) (iZ/FF IDRACT 71 CMC £ RACADM @ {75 %75
) .

£/ iDRAC IR E A A2 FELE BRIR IR & iA TN

fit & AL RI% kI :
1. 7EiDRACZELFTEFH, %= Power Configuration (FEJEELE) .
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L

4% 2 7~ iDRAC Settings Power Configuration (iDRAC i& & HiFECE) TiE.
7€ Power Supply (HIRIRE) £ :

- BHESZA power supply redundancy (BIRIEETTER)
- BASZH hotspare (&R .
- &3 primary power supply unit ( EE/BIFIEE) .

- JBFSZEER power factor correction (EIRRHEKIE) . HXIEDAIEMIES,
ZNHEFENZEE) -

fk:m 8 Back GEE) . Finish (5ERL) #1Yes (&) .
BRIRFENEES.

& FISEE F RlR R

ERRASERAZTERE L RIRIZE:

—_

N

7E£ iDRAC & E /A FAIEF S, % Z Security Configuration (Z£EE) .
FEEN£$T7F iDRAC Settings Security Configuration (iDRAC @B RLEE) T1ME.
i%£$% Enabled (BA) LB BIREIZHE. &M, 5% Disabled (ZH) .

B# Back (E—#) , B Finish (R , AREE Yes (B) . REHRE.

BB (IDRAC RE
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12
B EHEREMES G

R LUE A BRSNS A B T2 A%, @3 Management Station B2 . MIAFNRIRIS S =IRG8B LN
B & . XRiEATFHZRMNER RS S —TIS2F AT RITIRE. BONBRT, ZEEETNRRSSH A,
FEINEE

FERZHRZENEMEHESE. TESETRNEER—ZERSREHE.

1A LAFE S H5H0 Web JISTES (fF A Java B ActiveX 31) P EFNEMIEH & . 21R Management Station
FETHIRIERFEFHIE Windows, MAR{ER Java BESE.

IHERIEHASIEN, TEREBIASETITHAEEZLEENM.

& A LAE BT F A —A Management Station Z|—AN2 & N EERFHI S N EIITHI B S1E.

& BE(E P FE E] B94E 4T 7F A Management Station B Z ZRE BN ELUSH A SIE.
MREZARAPEREREFERE, BBNE-NBAHRBIERAE. RATFAZHEHLFTES
=i EREDR. RERRAE-—IARZ - MTRAFAEEFEEFIN. F—1THAPRLAE=T#AME
B, BMEETFENGERFE-PALRENIR. SBIEFTEDIN, EF-IAPSERSR
AR —&ER, RPEITHAFAEEERITHSIE. IRE—NHPME-IMHAEEEEER
WR, BUEFE—PMHAMSIERNSENZRLEEZIAPRNSE.

LEES 3 S
Ao & Web i 5328 LU A EE RIS &
L& EIEE &
BEERNEE &S

SRR S PR AR BT

TRIETHFZERS S LIEITHELMISH ESIEFXHNRE S PHEFMEN IR E.
R. 22 THNRESHETRIFE

RED PR RIFE (Hz)

720x400 70

640x480 60. 72. 75. 85
800x600 60. 70. 72. 75. 85
1024x768 60. 70. 72. 75. 85
1280x1024 60

BEERENETROYIREE N 1280x1024 S EHE S .

By & mREEEHERRH 6 SEMEIRS PR R RFERDEBUTH G, WARSF[ITH GO HE
HERHITH A LIEERSSBMATAESER. MRAFIET Linud RERS, WX ISH A EEAE
TR TEEE. £ iDRACT ERIEHI & iR T <Ctri><Alt><F1> LU Linux Y13REI LRSS & .

BC & Web 3 5228 LA(E B EE BT H] &

E 7 Management Station _H{EFERUZHIE
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1. EHIRZRETIEHY Internet Explorer (Windows) 8¢ Mozilla Firefox (Windows 3% Linux) ARZN.
A 3% Windows 0 Linux #AE R GET L HRST R MARIFMIER, BSHBIRTH.

2. BLE Web i) 5TE8 LUEH ActiveX X Java Hif -

ActiveX & 281X % #¥ Internet Explorer. Java mE 28 3 {F A a 88 .

3. WRBEIEHAEFEUN REEAER Java i1, ML Internet Explorer FZEF Enhanced Security
Mode (12:8a0%2422t) . MBIEEI, 1572 iDRACT FUGERUEHI QB E H B H ActiveX 54, &)
JRTE |E /2 ActiveX 244, 1% iDRAC7 Web URL ;5/NZ| Intranet R XIF A, FHFHLXIBHERLERZE
A Medium-Low (FHE) , 7 gefEEIUEH & ET RIEMTE.

Eq &% 5T Windows AR 5533 RIE RS, 1&ATLLEE Control Panel (JZHIE4R) — Administrative Tools (%
T E) Server Manager (FRZ5ESE=TERS) Internet Explorer Enhanced Security Configuration (lInternet
Explorer #5aM% £ E) HOPi70) EEENLZEEERE. BIETUAELE O FEEL TN
R
4. AEXERFLSARIES, UGHIREREEIBEREEXEOQ.
5. Z# 5 compat-libstdc++-33-3.2.3-61 #B 5= YR {4 €1 .

&3F: £ Windows £, 5 “compat-libstdc++-33-3.2.3-61” 18XV B AT L B & 7E NET EZR SR BB
BIERGREEF.

HXuEE
LB Web a2l Java
BLE IE LUFER ActiveX 3l #E
1% CA iEH 5 X\ Management Station

ELE Web 3 5228 LIEF Java #i14

SRR {E F Firefox 3% IE B8 E(EH Java TEE, 5% % Java Runtime Environment (JRE).
ﬁ &% 1E 64 IR IE RS L AT %%t 32 315K 64 3L JRE RRAS, BU7E 32 ALIR1EZR G L AT % 2E 32 4 JRE FRA.
EfRE IE LUER Java 17

£ Internet Explorer PR H T HBIB 3R
£ Internet Explorer Z2F Enhanced Security Mode (1Z75a9%£#5) .

HEKHEIE
BB EMITE &

ECE IE LUER ActiveX fa 1t

5 A E LU ActiveX 3515 Internet Explorer —#2{EF .
B E IE LUER ActiveX 3 #F:

1. ERFEENERET.

2. 1% iDRACT IP S E#1&#INE Trusted Sites (ZfF¥ESE) Tk

3. BBEEXREEEH Medium-low (H-1§) HEBREUR T REZ AR ActiveX HifF.
4

BRASEUTHEMBENASHERAE=AASERT R, EXLIILERE, 5% Z Tools (LR) — Internet
Options Clnternet J£I%) — Advanced (54%) ., ;%F& Do not save encrypted pages to disk (FIEMBFH T
#) &R, SAf5i%$F Enable third-party browser extensions (SERZE=AREHEI R &.

#&iE: EE# 230 Internet Explorer LU{E Enable third-party browser extensions (AR E =AM 2= FE)
WEEY.
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4% Tools (LE) — Internet Options (Internet £IR{) — Security (L) FiAFREEEITZNBIEFM
X3
B3 Custom level (HTENXRF) . 7£ Security Settings (Z£®E) H§OH, HITUTIRE:

- 3¢ Automatic prompting for ActiveX controls (ActiveX #Z=#B &1387R) i%1E Enable (BH) .
- f Download signed ActiveX controls (T~ &2 2 & Y ActiveX $24F) 1%+E Prompt (IRR) -

- %I Run ActiveX controls and plugins (i&E{T ActiveX $=EF04EE) 1%4F Enable (JZA) =X Prompt (38
R o

- Xf Script ActiveX controls marked safe for scripting (If4Ri240 AT R 2HITRIZAH) ActiveX Z={EHITRI
Z) i%#% Enable (JRA) =X Prompt (ER) .

BF 0K (FARE) ] Security Settings (R£®E) B0
B 0K (Fa7E) X<H Internet Options CInternet 3&TT) & O.

i &gk ActiveX 5 Z 8T, Internet Explorer AJRE S B TR REEE . BT ActiveX B RESE,
IB7E Internet Explorer % H R £ EE £ ActiveX 124

Wlndows V|sta ‘EE?}TE’] Microsoft I#{E R R H Mg E

Windows Vista 8 #1#5 Microsoft #2{E R Z R H iR E

Windows Vista 55 #HIIR1E R G AY Internet Explorer X S5 88 —IRFR A Protected Mode (fR#A#EzL) BYMAR
REINEE
Ez:] /;/‘c'f/j@f(f?’f Internet Explorer ;% % 88 B /3 sh FiE1T ActiveX FZ T2 -

1.
2.

3.

EAEIBRIEIT IE.
4% Tools (TE) — Internet Options CInternet 3£W) — Security (£4) — Trusted Sites (A[{53%
=) .

i

TBIR% B 4 Trusted Sites (AT{Eu44) [X131%4% Enable Protected Mode (JBFRIFIER) K. FHE, &
AT LUIS iDRACT #thERANZE] Intranet X B AYEE S . BUAIERT, RIPFERIT Intranet Zone CIntranet Xia)
#A Trusted Sites (RI{E¥hAS) XBH AL S E XA,

B Sites (358 .

7£ Add this website to the zone CI§iZMuLHEMBIXIE) FEEf, 7A0iDRACT Buttitt, SAEE T Add GF
m .

B Close (kM) , REELEOK (FAE) -
EAFEF R T BFRELEI.

BRI EERRERF

WMSRSTEANEFI AR HIEE (BHERER, RLEEE  NEBRKERNESEES BRIMP R
% LRI REFF R IRARA S B R FHER.

By &EELamEEERNRA RN ERNSRES.

TBER IE7 hE9 R HH ActiveX R A&
EERR IET D BHAMRAH) Active-X EEH S, 1FHITUUTIRE:

1.
2.

%] Video Viewer (#SHEFEE) #A Internet Explorer Xl 32

EFFTIF Internet Explorer 332545 = Internet Explorer — Tools (IE) — Manage Add-ons (BN
1) , #Af5E Enable or Disable Add-ons (ERSEMAMEI) . MRS B/~ Manage Add-ons (BTN
) &M

M Show (E7R) THIZEE thiEiE Add-ons that have been used by Internet Explorer (Internet Explorer {& IRy
MEBD -
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4.  MIF Video Viewer (iF#iZE2E) 1Htk.

$5B4% IES Fh Y ActiveX IBRRZAS
EES IE8 thIBEEAHY Active-X EERE, 1HHITIUTIRE:

1. X Video Viewer (SEF2S) A Internet Explorer I 5EEE .

2. EFFFTFF Internet Explorer X 528 34& E Internet Explorer — Tools (TB) Manage Add-ons (EIRjn&;
) , $RIFEAE Enable or Disable Add-ons (EFISREAMEFIR) . FERIS 27~ Manage Add-ons (EERINE
I &0,

M Show (E7R) THISEE L All Add-ons (FTEMELD -

1%3% Video Viewer (H#FZE#S) &I 2E More Information (EZER) .
i%#% More Information (EZ {52) & 0 &9 REMOVE (HHBR) .

5% More Information (BE%{52) #1 Manage Add-ons (EIE#HH) T O

5&5B& Java IHARZA
EER Windows ¢ Linux A IHRRZARY Java BEE RS, FHMITIATERME:

I

1. EHSTETEL, 81T javaws-viewer B javaws-uninstall,

kA4 &5 Java Cache (Java B3EEfE) EERE.
2. MBREREE K JDRACT Virtual Console Client (iDRACT iEHIAE#IE & Fi%) BITRE .

4% CA iE ¥ S A\ Management Station

HIEEFEMEH EREMN RN, RESERERREIEER. MREEEBEEX Web BREZERIEF, M
L% CAEB SN Java B ActiveX FURTSIEFR B, il iXLtigR.
HxuEE

1% CAEH S AE| Java EEEBEERX

1% CA IiEFE S ActiveX AISIER E

¥ CAEEEAE Java (SEIEHEHEEX
EIE CAEBE S ANE Java SEIEBFHEX:

1. /331 Java Control Panel (Java Z=HITEH) -

2. B Security (RE) EIF, AFEE Certificates GEH)
18 &R Certificates (GEF) XF4E.

3. MCertificate type GEHEE) THAFEP, %#F Trusted Certificates ((FEMHEF) .

4, B Import (BN) , RISTFi%EEE CAIEF (LU Basebd f/ABIZR) , sA/FH & Open (3TF)
EEHIEBIESNE Web BHHEEIFBEHEEX.

5. HFH Close (kM) , g5 0K (FAE) . Java Control Panel (Java #=$IHEHR) & 0455 H.

1% CAIEH B ActiveX AI{SIEH BE

A FER OpenSSL #7217 T E6I21E A Secure Hash Algorithm (&8I %, SHA) BHEBHIIE. BT
EESINERTER SHA, Eitt, ZEiUEH OpenSSL TE 1.0.x REFAEA. CAIE$ X514 Basebs encoded
PEM (64 frémf3Hg PEM) 8. XE2SAEA CAERA— R I4TE.

EJ CAIEBEN ActiveX AI{SIEP -
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1. #TF OpenSSL @S2 RE O,

2. FHUT®%IE1T Management Station = HBIIEE{F AR CAIEFH A 8 ETHRIFIEE: openssl x509 -
in (CA UEP4H) -noout -hash

RESER— L. B, R CAER &K cacertpem, ZwmS -
openssl x509 -in cacert.pem -noout -hash
RGESHERENTF “431db3227 B9%6H T .
3. BCAXHEGmBAMLIXHE, FETRAFRM— “07 . fln, 431db322.0.
4 REGAZFBCAEREFIEIEHR, i, C\Documents and Settings\<user> directory.

A EERIZH A

BLERERIEHI & ZHl, R EEE Management Station.
7] LU A iDRACT Web FETEISX RACADM &S TREE B ERIZHI & .

EES 3
Ao & Web i 5028 LAUE A EEBII=HI &
BHEMEH &

£/ Web SR EECEEMIZH &
{3 A iDRACT Web SR ETAZ & REIUEHI &

1. % Z Overview (%) — Server (FRZ88) — Console (%I&) . IR R Virtual Console (EEIIEH
&) TUHE,

2. BRERUEHIEHHEEMENE. BXENMIEE, 185 (IDRACT HHI7FE) -
3. BEHApply (A . ERUZHAEEEE.

{£F§ RACADM B B ERlizH &
EREEMNEHE, BERATIIMK:

cfgRacTuneConRedirEnable
cfgRacTuneConRedirPort
cfgRacTuneConRedirEncryptEnable
cfgRacTunePluginType
cfgRacTuneVirtualConsoleAuthorizeMultipleSessions

AEXLWREEMEE, 1557 support.dell.com/manuals HI2tEY (ZH F iDRACT #1 CMC £9 RACADM 7%
1TEEER) -

ST E RS &

BHERESIaZ AT, BALIFE System (F%E) — Properties (JB1%) — System Summary (REHE) 71
A ERIEEH & RS Vlrtual Console Preview (EEHEHIATHYE) XiBEFT—1EG, REELUSH & ®
. ZEGERE 30%|Iﬁ':ll¥ﬁ . X2 licensed feature CIFEJHITIEE) .

By & zEREHaBGNERRRAEEH ST,
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= BT
BEERIES&
& AT LA{EF iDRACT Web SRS URL BEIERITHI &
E EE AENTERT LB Web XS 2 EHEBIRH ESIE.
BEERIEH & Z 8T, R

HEBEERNR.
Web | 3% 88 it & 9 F Java B ActiveX 1.
« AAMRINMETIA 1 MB/F.

{8 FH 32 ik 64 1L IE HSTEE B RNERIEFI & BT, MAERTE N HIEBEATHIEM (Java 3k ActiveX) ATA.
“Internet I~ & B X IR AR IER
/A Java i BRI EIIEH &8, EAREBRSEE Java FiFfEiIR. ERALEM, 53 ZE Java control
panel (Java $#=HIT4R) — General (F#) — Network Settings (M%4&iZE) Fix#% Direct Connection (EIEE
.
MREBIEFHIEEE AFER ActiveX 4, ¥IXAIRETEEE . XREAMNEEZEEHFAIGIHES (ELEE
FlERATER BNAMS M. ActiveX B FImiGH T 2B 7T gE BT kBT 8. IV T EIEH R, BRILUES
BEERIESE .
VIXRIE A8 ActiveX E4-RY IE8 BRIERITH A/, AIAESE/R Certificate Error: Navigation
Blocked GIEPHiiR: SATCLE) {582, B Continue to this website (ZEZLHSTILMYY) . SA/SE Install
(R4 7£ Security Warning (R£%&) FOHRE ActiveX 5. ERUISHESEE B
X HE
¥/ URL BahEiliEH &
B & Web 5T 83 LUFEH Java 4
B & IE LUFE ActiveX 34
$/H Web REBIEPIEEIE
545 FRARIE 5t

£/ Web FRE B EMIEH &
BB T AR BHERIEH A

#ZE Overview (HE¥E) — Server (BE%28) — Console (3=%1&) . REEIS B 7R Virtual Console (EE#L
£#l&) TUmE. B Launch Virtual Console (/BEIEIRHIAD . Virtual Console Viewer (EHURFIAE
58 e Bsh.

% Overview (HE%E) — Server (BRE%%88) — Properties (B1) . FEIS R 7R System Summary (&
SHE) TUmE. 7E Virtual Console Preview (FERUEHIGTSR) &84, #i5 Launch (JBRD) . Virtual
Console Viewer ([EHIEH&ERRE) A<BEsh.

Virtual Console Viewer (FERZFIEEER) ETFEERAGNEE. FHAMEEFSE, EALIM Management
Station =TI R SR RARFIBE R INAE

BHZNAREFRTASETS NMESIE. BRIEMIZNARFHITIERRATRE, BEZ SRR EEXE
HEEE. BN, RESERTEEFENZHARRF.

MREBHEERZMER—IRENIRESEREN, FHEE Yes (B) ML
EERFOPARESEMBANRIFRES: — 1M 2XERSEH, 55— = Management Station B9. IRIEBHAE
%, BMEPEHI A EEREM Tools (TH) K& %% Single Cursor (BANESH

M Windows Vista Management Station BEhERIEH S P ESBETEFH BHERIZHERNER . @Rk ttE
T, BETIHNERESEMBRE:
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Control Panel (3=HIM#X) — Power Options (HLJFEIZIR) — Power Saver (F5EEFEF) — Advanced
Settings (FH%i&E) — Hard Disk (FE#&) — Turnoff Hard Disk After <time_out> (<time_out> #)/5 XH%E
£)

Control Panel (3=HIE#X) — Power Options (EBJFiZWA) — High - Performance (F1%8E) — Advanced

?ﬂsttings (B%i&E) — Hard Disk (FE#&) — Turnoff Hard Disk After <time_out> (<time_out> ¥ /5 X FfE
)

{£F URL BahERIEHI &
E({FH URL BaiERISH &

1. FTFFZ#5H9 Web I ST g8 FEfEHbHEA= R4 N AT URL (/N : https://iDRAC7_ip/console
2. RIFEREE, SETHEMNA Login (BFR) T1H:

- MREES—ZFMAMAAH. Active Directory. LDAP BB REFBF, WS BRHEMNAY Login (B
X)) H.

- WMBEBB—EF, M£EsH Vitual Console Viewer (ERIIZHISEERR) , HEF SRR Virtual
Console (FERMZHIE) TIm.

% & 3¥: Internet Explorer 3245 4<#h. Active Directory. LDAP. ZEfE+ (SC) B RFNH—%F (SS0). EET

Windows B3R {ER % L, Firefox LA, AD #0 SSO & 3%; 7EET Linux BYIR{ER L% L, Firefox X
7K. Active Directory #0 LDAP & 3% .,

Eq & mRIEF TR ELES G ORIR, BREFTEEMN AR, NafER L URL B 3hER
TR, BEREBFELIZFIS

A 4o
FEREMEHAEER
EEH T AR RMEEMES, MERES . IIXRER. $#E2E. BIRREURIERN REEE. 5%
HMEE, ESR (IDRACT BHI#ED) .
% &HiE MRIERS I XH, MWESERESE “NoSignal” (XfES) .

ERITH & T HEEFRE 2R Management Station %3%2! iDRAC7 A DNS & FRaK IP btk . 205R iDRACT i& &
DNS Z#%, M<E7wIPHht, XA

3 FHIZRAFE N ARS8

<DNS %M / 1Pve Mk / 1pva Hulk>, <HE>, User: <H P %>, <fps>

FF 71 FBRE 8-

<DNS &% / Ipve Hult / Ipv4 Huhk>, <®5>, <#ifli5>, User: <H/4%>, <fps>

EIEHEEERENRSETRRENT. XRATIAEBHNERSFAESIER, NEERRETESH—
AN ER . ZREAT AN S REMARE, FMTUTERE:

£ System Summary (RFEHHE) TE T 4Y Virtual Console Preview (FERIIFHIGTAN) 4o, BE
Refresh (R -

£ Virtual Console Viewer (EHlIZSI&EES) TH4J Performance (1H8E) EIF9, IHiBRIEE R
Maximum Video Quality (& SRFER) .

Bty

Yl ERUTH A ERZERGN, ZERG LRRARINER 5 Management Station £ AIFRIRIE SRR
¥, BRSEEEREOPETAANRIRES.
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L {# A Red Hat Enterprise Linux 8¢ Novell SUSE Linux B}, iEERBIELIEH EEE R Z IR E Linux B RFRE
R. REMEARIFEE R TR ERIETH 6 T 5B P RRRE .
MRAEVIZEFEEEFEFFIANRRES, NWRTREHBIRERFETIFENEM. XBEIERTF Linux
BAER S Lifecycle Controller, MNREFB[BHRFMBEZESEMEH EZAKNREMREEARR, NS
TEAANBRARES. ERRLEIE, BENERIEHIEEEEEM Tools (LE) 3XH A% Single Cursor (A4ME
&), NMREIBEAES, HEBDRFETER%S Management Station BIIE BT . ERHBMEHER,
1HR <F9>.

By &EE3EIT Windows RIERGHZEREAER, BARBRIERFIIFEIEM.

WMREREIIEH G EZREIRET &M Lnux 2 ZRERENZTE RSN, B ESBEIRIRESEIE. X0
st 2 A GNOME S HY Predictable Pointer Acceleration (ATHUMESTANIE) THAERT-S2AY. Z £ iDRACT EEHlE
Fl& L EMEY R, LAZRAINEE. E2ARHUNRERME, 1E7E fete/X11/xorg.conf T4 R HIRFRER 4
fn:

Option "AccelerationScheme" "lightweight".

MRMABINE B, 157 <user_home>/.gconf/desktop/gnome/peripherals/mouse/%gconf.xml 324 i# {7 AT
M InSE A :

#H motion threshold flmotion acceleration BIEEMA -1,

WNR7E GNOME £HE L XARFRINE, BEEMIEFIAEEEH, ¥ ZETools (TE) — Session Options (&Z1F
I®D — Mouse (R#R) . 7& Mouse Acceleration (RARINE) &£, 1%4% None (&) .
ATHEFRZERFEE, BLAZERAARMIES A FFTE Virtual Console (ERIESIE) T _L1% Max
Sessions (RASHEED EFEE N 1.

B R A RS ARE

1EAT LB A Pass All Keystrokes to Server CFErEEHEIBERIRSES) ENF BT EREH S EESEMERE
Fni%§24H 5 M Management Station XiXBNZERSE. MR ZIGECEZR, WEEREHEGIRBEHESEDEEITE
U4 & 1% /Y Management Station.

Pass All Keystrokes to Server CIEETEETEIRZIRSEE) ThEEmiT HEURT:

ELIEH & SEE T WMAEHZEE (Java 3k ActiveX) B3,

Management Station F15 & R 4% _LIiEITRIRIER LK. X Management Station L RYIRIER A E B X YR
HEFRKBIZERS.

EREH BT E R ERX—Windowed (B M) =% Full Screen (£7) .

7 Full Screen (£ BT, BABERTXBRIREBUIEERNERATEER

7£ Windowed (B X, RYELIZHEEEFRANFAEFEANNISEIRIRE.

M Full Screen (£5) &R EMH Windowed (FO) &RE, LUETREIEABRBHRSBIRE .

xR
7E Windows $R{EFE 4 FIn{THIE T Java By RIS HI B S1E
£ Linux IRER % EistTHIE T Java RIEBUSHI S S8
7£ Windows #E A4 Liz1TBIE T ActiveX BYERIEHI B S1E

# Windows #ER S LZITHE T Java BIERIZHI B 218

RFEA S Crl+Alt+Del R X B FE RS, {HRIALSIET Management Station 1 THERE .
IR E /A Pass All Keystrokes to Server CIEFT BT RIRAREER) , UTRELASEZZEIZTER
.

- HSIEIRERE

- FISTERRUEHRGE
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- NS ERRIFTIRGE

- NS EE LR

- NSTERRE

- ST AR AR

- NISTERFFIAFAE TR

- FERE

- BUNEEIRE

- BAXEERE

- T Bixig

- i BiniE

- EENBRiE

- BRUEEN iR

- BEhER R

- EENEIRE

- BEIMNAER1IRE

- BENAERF 21%E
ASRASBIMERMMNIRE (FAEARIRENES, ME—XBMmiEs) ZXAZTERSE. X8
?Eﬁﬁﬁljlﬁ‘éﬁi\ Shift. Alt. Ctrl $EFASK 8. XLbi%4E b By—3R4 3 Management Station F1% & R &R

=AU

5130, ZNSR Management Station F15 & RSB ITRIZ Windows IR1ERSE, FHBZEH Pass All Keys (ff
BAAERE) , MEHEIET Windows $=iE5R$TH Start (FFIR) 3ZH BT, Management Station F15 & &
45 _E Yy Start (FFER) FEHHSFTIF. 1EZ, WREH Pass AllKeys ((BBFTERE) ., WREZFERSK
LBy Start (FFEE) FEESHTH, Management Station FRIRSFTFF.

WRZEH Pass All Keys (fRiBFTAEREE) , MEURTFIRTAYE S #0454 4E S B Management Station
BIRIERFIFITRERR

# Linux R ERF LE1TRIET Java HEERIERI A 21
FRTEJLSSN, BTR Windows ##{ERFERIIT A HREBER T Linux RIERLS:

R EF Pass all keystrokes to server CIEFIBETHRIBRLRESR) . RESIE <Crl+Alt+Del> 151R4F
BERG L HIRERS.

Magic SysRq 522 H Linux A% TR A IREAS . R Management Station {3 & A% L HIRIER S
%%ﬂrﬂ?ﬁ%ﬁ BEERERK, XSBREA. BAILMERATIIAEZ—E Linux BIER L L/E A Magic
SysRq %,

- B—A&BHm2 fetc/sysct.conf

- echo"1">/proc/sys/kernel/sysrq

4R Pass all keystrokes to server CIFETBIREMERARSEE) BBH, RHSIE Magic SysRq 2 &%
AZERELNRERSE. EERERSE (EIGEHRERRTHERTEMSIS) WIREFTITTAHE
RF Management Station =27 B T Magic SysRq:

- 305 Management Station =2 /EF SysRq, M| <Ctrl+Alt+SysRq+b> 5 <Alt+SysRq+b> B &
Management Station, & RGOIR7ZS AT .

- 305 Management Station - 222 SysRq, M| <Ctrl+Alt+SysRq+b> 3 <Alt+SysRq+b> IRESEE
BERG LRIRER K.

- RHZLSIGHE M SysRq iREELE S (fFlaN, <Alt+SysRg+k>. <Ctrl+Alt+SysRq+m> %) HBRATER
%%, MAE Management Station = 2% /S SysRq 322,

i"
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1E Windows #ER % LiZITHIE T ActiveX RIERIEH &S

3 F7E Windows I21ER G LIEITRIET ActiveX BIEBIEHI A SIE, BB RBAEH PR EBIIEEMTT
23 57 Windows Management Station L3z{TRIE T Java BIERUZHI S SRR ITALEM, ETEI/LER
I

WNER2XF Pass All Keys (fREBFrE%REE) , M4k F1 £FIF /A3 Management Station F15 & &4t - #15% F
EFEE, HETUTHER:

i virtual Console EFMESIEG) WH LK Help (FBh) w&GELTD

ARG A A PR PE L SRR IR .

RIFEARLIE <Alt + Space>. <Ctrl + Alt + +> F1 <Ctrl + Alt + > X EBNFERE, XLiRgESH
Management Station _E F3R1E R Gt I TRERR .
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13
BEEEMNT R

ERN R RFZEBRS2817 18] Management Station E R/ R & E(E ML= 49 1SO CD/DVD M&, FiiFig=
TERSELMIEE—H.

ERERINT RN, EATkL:
B TR i BEIEEIRE R FEN R

 RENARER

s EHwmIERF

s ERERZLREBRERSG
W FHZRAAE X RS S, RIFFERIDIEE. XM TFIIRRRSEEE, ZUIREEIARTA .
FEhEE

FEBLIT BRSCFREERLSEUR (CD/DVD). 3RAEIREhZE (E4EET USB RYIEZNZS) #0 USB iNFFE.

& A EEF E R Y Management Station EMiin—4"4K&. USB INTEE. B&. BHHS— A EIRE
2. XEFRRE IR AR GIRR ARG — N ATARERR. IFHLREN[REERE NI AN
S BIRBH 2R Y 1SO ARG ST

TERRTHBHEMUNREE.

MEIIMN Fos% i/ 18] iDRACT B IR BN R .

ETERG L, HUERNEMN REBSEUYIRES.

AEETF Windows BIZE RS L, MREBNRENLBCHINFHESRNEZS, WEBEIME-.

%ﬂﬁfﬁ%“@ﬂaﬁ’]g$ Linux M2 ERGE L, ERNREHNBASEME. EFHmMEBEsNE, FE
Az an <

WNZE RS & WS EMIR 2517 1918 K & =18 id M 28 4% & & Management Station.
c EERHBMBAEERENRNZERFEL, BUEESERABTNERNSE.
o BATUERANSE RS AL ZE Management Station CD/DVD IRz188 (Ri%) , {EREEHLZ USB N &
© ERNREDVEZE 128 Kbps BT AR KH T
« MELOMELNIC KN, EMNRSIBETRESEIF.

Managed System Management Station

/(—/‘\\ Remote CD/DVD/USB
iDRACT7 S — . — Network —==—
! erver \_A/ Remote Floppy

4 ERNTRIRE

YRR

TRIE T B EUN RIS -
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.23 TIHHR PRI EF

BHE MG R
R . EE 100 AN 10 SR
< CD-ROM
« DVD
« CD-RW

* 7% CD-ROM M REIE SRR

BRI R IR AR - 1509660 4%t A9 CD-ROM/DVD Bl <7 14
* 1509660 %=\ Y4k 22 1% 3T
USB iNfF&L . 43 CD-ROM /- A9 USB CD-ROM IR 28

+ 1509660 4% = B USB IA7E A& 3T 14

Ao & EHIIT R

EE RN RIEER, HIRSEE Web 5528 LU A Java 3% ActiveX 354

HE K HESE
Fc & Web i 50 28 LAfE F EE B &

{§F3 iDRAC7 Web SR & IR

EREEMNFREE:

/\ b ETEB REENFEER DRACT. B, WHREBIMER, BIEZKNE.

1. 7£iDRAC7Web REH, % Z Overview (#¥5) — Server (BRZ28) Attached Media (BiINAFR) -
2. EBERERE. GXiEMES, BSR (DRACT EHIZE) .

3. B Apply (FEF) RTFRE.

{£F RACADM EL & [EH#L 9 R

EREEMNR, EH cfgRacVirtual BRI R . BXRiEHMES, 15517 support.dell.com/manuals E24EAY
(15 HF IDRACT7 71 CMC £9 RACADM w5 1752457 )

{5 F iDRAC i BE A FREFEEERLINT R

AI{EF iDRAC IR E A FIEFMIIN. B BHMMEMN R, ERITUIIRE:

1. 7£iDRAC Settings (iDRAC&E) ~FAIEFH, #Z Virtual Media (EHRINRR)
REEN< 2 7% iDRAC Settings Virtual Media (iDRAC & B EH#I/FE) T1H.

2. RIEEE%IE Detach (435) . Attach (Mifm) =X Auto attach (EZIMIN) . HXREHBIEMER, 5SS
% (IDRAC R ELNHFE/FEHEE)) -

3. kB Back (GRED) . Finish (52R) #1Yes (&) .
ERIGEMRE T .
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B A B 4 B 7S F0 AR G i [

TRIEETETFMHMNRIEENRZIEL.
. 24: M A0 BT BROR7SFA R Gelm i

MIAnEg 7 BOIRZS ARG

nE T RIS B R 5.

M4 X Client View (ZFFImiRE) B EZH AT LIRSS /TR

BENE Client View (FFIRILED TSI NER, TP im0 E 5% A Rk

el BRI R

AfE RS A ERERUEH Qi B EMN R, FEELTRET, —EZEE Web HI5EsE.

R HEE
Ao & Web i 50 88 LAE F EE B &
Fic B FE LT R

£ ERN=S & B EERN R
BRI & RN RE, EWHER:

ERAERERA.

BRGHEEABTETRIE. ENITIIRME, 15E Windows FIREIEEE h S E Folder Options (3
?ﬁlﬁ) ﬁéﬁﬁ? Hide empty drives in the Computer folder (BEREITEHXXHRAPRI=IENIZ) RN, KiF
83 0K (FRE) -

EFEAERIEH & R ERT K-
1. 7£iDRAC7 Web RE™H, #Z Overview (HE¥) — Server (BE%38) — Console (ITHIE) .
FERN< &7 Virtual Console (JERUIZHIA) TLE.
2. HF Launch (J&®h) Virtual Console (EEHIIEHIE) .
REEN4: 330 Virtual Console Viewer (JERIIS$ISEEFSE) .
#FiE: 7 Linux £, JAVA 2iFREREES & MEGAEMG LS. 7 Windows £, ZE{EH JAVA 76 EHL
=HEl&, BT nlp XHELUEHERIESIE. 3 &8F
3. B Virtual Media (E#I/E) — Launch Virtual Media (BEIERINER) -
REEN S B R ERIAN R Client View (FPmHED) T O, HAF|H A AT AILE.

K4 #=iE AEERNERAS, Virtual Console Viewer (RHUEHIAE RS &HLARIE.

HXHEE
BLE Web 55 28 LUE B EE I HI1 &

B & EIN R

TMERERIERI & BENERIN KR
L Virtual Console (FRIMEFIA) B, ZEBINEMNRET, BHR:
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ERINRQTF Attach (Him) Kis.

BRGRBEARTERR. EMNITIHIEE, B4 Windows FREEIEE D SH1ZE Folder Options (3
FEFD , 5F& Hide empty drives in the Computer folder (BiEiit BN X R PSR £, RE
BEHOK (BE) -

LEH Virtual Console (ERZHIA) B, ZERIMERNR:
1. 7£iDRAC7 Web EEH, % ZE Overview (#f¥1) — Server (JR%38) — Console (J=HIA) .
&N < & 7% Virtual Console (FERIIZSIE) M.

2. HF Launch (J&®h) Virtual Console (EEHIEHIE) .
AR RUTER:
FERPEHIG AR . TR B AR R A L E 1) ?
3. BEHOK (BE) LUEESIEBINE.
RERN S B R E LA &R Client View (FPEILED &0, HAFHAA TR ALE.

By &% TERE LAERIZEEHES 5 Management Station £ EI¥IIZIRZH 2 SF—.

&iE: £ Windows R {ER S Z Fim L, WS /BH Internet Explorer Enhanced Security CInternet Explorer
EEpEeiE) , ERNRATETEEETIE. EfRILEREIE, 15258 Microsoft #£{E R 3044k
BRRFEER.

EES 323
Fic B FE LT R

INNNEE L 9T BRBR {5

ERMERIN B G, RIS Client View (FFIRHE) @OH:

%fﬁﬁﬁﬂﬂ%, B3 Add Image GFHNRR{E) , SAFF M Management Station S & R 4t B9 C: IR BN B8 1R 1R AR
X1+

1SO SR AMUE I A MEIRTFHig & TR P .

ERINSCHRAEA IS0 Fnik A Rkig, 155 & Add Folder as Image GRINSCARMELME) . tThaEiEEl
BTI2 TR A FRARIG IS HAE D AR 5 2R R 1E R i USB Bt hniR &R,

T BEEREFHE 27 Client View (B HAE) O EH.

XA G INE, A5 7E(E A Itk ThREAY Management Station 2 _E B3 —4 .iso 3. MR FHE
BRIt iso 3T, MIEEILT R Client View (FPIRME) & O RIS BB REER.
te, € EFmX RN RERHSMIE iso X FF, ATEEEEEEEHXEZERGER
Remove Image (HHP&ERIG) MiFRiZ < B BEMIFRIZ .iso 3T

TR EE #6197 BRBR 15

EMIRRiZBRE, FEEIIN R Client View (FPRME) FOF, iXFFTHAIMETERE, SA/5 583 Remove Image
(RIBRRRRD .

IR ERIBRIK I M Client View (FPImiRED & ORIRETIRHMBR.

EREAMRFIFARER

EEEEPIREFMES, BEEUN R Client View (FFmMED HOH, 2 Details GEARBR) . BE
= Details GEER) Xi8, RATAMEMREMESMRENIL/EESN.
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EE USB

EFEUSBIRE:

1. EE#NFE ClientView (FPRIRME) HOH, B Details GEAER) » A USB Reset (USB E
2 .

RALSBT—LEBERELEAP, MRESE USB EE, NS BFREEMEAEHRAN, S8EEMNRK.
B INRIR.

2. HHYes (B) .
USB RIS EE.

E4 #iE: BT DRACT Web RES1E, iDRACT IEMIN Rt RS L,

AR S FE IR 5 2%

TR RN
B E ERET ActiveX MIEBIIRHRAT S AR EIILRA SEREHRIE RS DVD 5 USB %4 (B s
BRI . EMGIIETE, LGRS EHE0E DRACT IP HuE RS F 5 E A S 515 .

1. WIS IR, AR SIS S AN IR
2. FEEHINE Client View (ZASSUED B0, FMBERKABHIEHTHE.

3. 7£ Mapped (EBRSH) 3T, EFSEHNF[EXNEGATREEIRE. ERAIENIREZMREH RILR
&, BEMSTANAEFIZR &Y Read-only (RIE) &I,

IR E R B E R
LEES 3

SR BR S} 9 IF 5 A 40K 5 &

TR0 FRARR
ERBREH B IE R EHLIR 3 2%

ZET Linux B9 Management Station £, FE#I/} R Client (BAHK) SO S RABHMEENRE, CIIIRET
Management Station. ZE#i{RIEFRRIENIIRZhES AT LIBRSE, W /EH2iEE SATAEERFHNHORE. EM
FTIEHRAE:

1.  E#H 35|15 Management Station LRYIRIER S . EFHLEM (POST) HAERT <F2> 3¢ <F12> # A System
Setup (RHFIRE) -

2. % Z SATAsettings (SATARE) . MRS B RisIFEMER.
3. RBRAXREEHCEZEIEERNSEMNHEO.
4. iFiEEMN R Client (BRI B0, %% O R /RATBRET R EFIESNE.

EES 3E3
HE E‘j JE *Ll —}IX EZI ﬁuﬁ

B BR 5 EE #UL DR 5 2%
ERH RS TR 3 3% -
1. ZERHIANR Client View (FFF3HLED & O4 Mapped (BB 5IT. HRIENBE A EILIE.
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FE IR B 25 48 M52 R 45t o B BR ST

2. B Exit GRH) #1k Virtual Media (BRINR) &
E U9 R Client View (FFimilE) & O4%XF.

i#3d BIOS & & 3| RIHiF

EARGBIOS RELARERF, BAMEZERK REANEMARRFREMURERENESS.
By &EEEgfEESENTREFELERRESISIRF-

BEEZERFHAES:

1. SIBEERSR.

2. ¥ <F2> 3# X System Setup (RAERE) TNHE-

3. %% System BIOS Settings (A%t BIOS &) — Boot Settings (5] %i&E) — BIOS Boot Settings (BIOS 5l
2i&E) — BootSequence (BIBMF) -

EREFEOS, ERXERABNEDRERAESRES SREIIE—E.
4 WHREMEFREZLEAHIATEASISNROEMEE. WREFE, BRBREIRPELEISINF.
5. B OK (#%E) iR[E System BIOS Settings (R4 BIOS i&=E) TiH, A5 Finish (ER) -

6. HiiYes (B) REENHEL.
TERZEHIZ

ZERGBRESSIMFZANAGFRESS. MRELEREMNREFERBAGISNR, REHES5
SEELRE. BN, RERZKEE, SOBEER5ISN RAIRIREREM.

BR—XEEMNT R =

EEEREEMNTREEZRE, BREEL—XSIRINF.
ERA—X4SI SR Z AT, FHRR:

BB Configure User (FLEHFF) R,

£ Virtual Media GERIN R T, B ERIIREIZE (CD/DVD. £ USB AFIRE) BRETE]
BEEETS S

RN RAET Attached (EHHD K7, WMERMREFRESISIRFFER.
ERA—RMSISRIHNEBN R SZERS:
1. 7£iDRAC7 Web SR, 552 Overview (#t%) — Server (BR%#%) — Attached Media (MiNfMERD -
2. 7E Virtual Media (EEI/¥ER) T, i%#F Enable Boot Once (JBA—XI4E1S) SAGHE Apply (FZA) .
TFFZ & R G 3H#% <F2> 3t \ iDRAC Settings (iDRAC i&E)
B5ISIFES A MEEEUNRRES S

EHSISRSEHR
*“’*’*”%@EHMFEM B—R 14515

LEES 3
BRE AU IR 31 28
B B FE LT R

o B~ W
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14
ZEEFN{ER VMCLI A BERF

ERNReGSITHRT (VMCL) 2HEFE2—15%m, EEMHM Management Station 2|5 & &4t L8 iDRACT B E
PN RIIGE. B ARER, ERTLUFRIERN R, SIEMEGSCHIYIRIREIEE, MMEMLHHIZ 4
MRS LEERIERY

% #&iE: % R E7E Management Station _E3Z1T VMCLI 2> FHIEF .
VMCLI A A F 2 # A T I 8E:

B IR AE I AN B 1 B AT F a1 S T AR R -

/2 FA iDRAC7 E 4 Boot Once (5|8—R) #£IAT B #I&IESE.

FRZEEEFE (SSL) #AfR5S iDRACT HBER £
1T VMCLI %%, HEH:

- EEBBEHEL.
- BERFR IR,

& #&iE: Ze&E Windows B9, BERESEER.

224 VMCLI

VMCLI 2 B2 & & 7E Dell Systems Management Tools and Documentation DVD &,

B VMCL 2 AERF:

1. 4% Dell Systems Management Tools and Documentation DVD #i)\ Management Station B9 DVD 35125,
2. BERFELRYIEAZRE DRACTE.

3. LEMINE, #E instal\Del\SysMgt\rach 324 LIFE R vmcli.exe 777E. FHEHt, #E UNIX BIRNIEE.
VMCLI 2R FRIEREERZE L.

iZ1T VMCLI 2 R#EF

MRBERZEEE ENRSER T, WIEESERMBINREA 8621T VMCLI 5.
7£ Windows &%t L, IERIRBRNFES Power User (BHRAA) NRAEEEIT VMCLI A FBIERE.

7 Linux R%E L, il iDRACT, 1FIET VMCLI ABERF. FiERAR®S, FEBRBAPALAE
VMCLI @y 2RI L sudo. B2, ERMS4HIE VMCL ERSBEFMAF, EERA visudo %

VMCLI &%

Windows #0 Linux &%t £ #9 VMCLI R ExE£#[[E. VMCL iE%%:

VMCLI [Z#[] [1RMERL_shell L]

5140, vmcli -r iDRAC7-IP-address:iDRAC7-SSL-port

Z#1F VMCLI BEf5 E I8 ERIRR S5 28, 18] iDRACT FHRRET 45 EHIE BN R
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Q &iE: VMCLI B2 X2 AN E.
ATHIREE, HEEFEFERTSI VMCL 3%

vmeli -1 — BRABEVMCL MR ERAZ. ERTUBREEMAREEHREN B ZFEBAR

.

vmcli -r <iDRAC7-IP-address[:iDRAC7-SSL-port]> -S -u <iDRACT-HI/'#> -p
<iDRACT-H P #TH> -c (< u%ﬁ%» | < Mgt >y — 467 iDRACT CAEB 2EH A . MERIE
BRY, BITHGS Hﬂ%i-r% o BE, WaSrARMIIIT, FIEEI VMCL 21E. BX

VMCLI 28N EZER, ESH I/M(,‘L/ #’m VMCLI Man (VMCLI E#8) .

HxuEE
i8] gAY BB VMCLI &%
VMCLI #21E &4 Shell %I

B ERL ST R EY VMCL %
BRI H F) R FL RN BT B ERY VML 6%

.25 VMCLI

FEAT R s

REBIRFF vmcli -r [RAC IP E{EMNI#&] -u [iDRACT HJ
F41 -p [iDRAC7 HF#3] -f [H&/H]

A1 5| 4k USB INTE 1S vmcli -r [iDRAC7 IP Hbulik] [iDRaC7 H/
41 -p [iDRAC7 #tH] -f [floppy.img]

CD IXzNEE{E -f i£IN vmcli -r [iDRAC7 IP Hufk] -u [iDRAC7
J141 -p [iDRAC7 W41 -f [W&K4] | BB
f£1-f [cdrom - dev ]

75| % CD/DVD BR1& vmcli -r [iDRAC7 IP #ilik] -u [iDRAC7 HI
F#1 -p [iDRAC7 #18] -c [DVD.img]

MRXHERZERF, ERNRATESSEARGEH. ZEHBEEDNTRASEANR:

B ERIER R RERIPAL S R ERRGSC
© [ERIRENSRIFIIEE

ML LSRRGSR, AN SIET SRR —BRE AR,
ERREE, —RREE - RF TN AEYREHNE.
VMCLI #4E %4t Shell i£157

VMCLI A Shell IETUR /B A TIHRMER K INBE
stderr/stdout EE 6] — JFEAFITENRI N HREFHE EE R ESCMH.

Bign, EFRXFESZEHF ) FBEXHZE UL VMCL 2BEFITENM M E ESIE T XE.
E #3E: VMCLI A R RS MERESI (stdin) iREUEHE. Ak, REE stdin EEH.
Shell hEERTiE A FHIZFF

FREHMIT —ERNERT, VMCL ARBFERMGHIT. ERRERZHNGL
ERBIET
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flan, 7E Linux RERGET, EWSRELIFHALULREFER— MG EHE. X ARERA
BFHEEER, HVMCL < BHFMERR, ERLULEIASEHIT (BN, BMASELERT,
B3| VMCLI #2FF£21E) .

WREMEZ A VMCL 21E, BERBERFHEM TRRIILMEZIEHRE.
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=718 vFlash SD &

vFlash SD ¥ 2— MR £¥F (SD) ¥, #HAEZRY vFlash SD FiEIEH. EBAILUERARZRKA 166GB BREMF. BAX
€&, WwHUSH vFlash ThEELLEIZFNEIR S X . vFlash RIRBIFAIIERITNGE.

IR iZF R YK vFlash SD FEHER R A, J$7E IDRACT Web SR #I Overview (%) — Server (BR% %)
— vFlash TRRUATHEIRIER:

SD card not detected. Please insert an SD card of size 256MB or greater. CARASE I

F| sp K. iEEANKNN 256MB BHE KK sD Ko )

B4 &% #HIRILE DRACT vFlash + {BHE AR vFlash A9 SD . MREBANRRARY SD +, MAIEHKZ
TG R RUTIRISE . An error has occurred while initializing SD card. (#7451 SD +A71% £ f2ig. )

EERE

R B FEH USB 1R & -
ERL 1617 X, XESREMME N RERTARERNE. EAIRNZF CO/OVD FahE, &
A% E R IER T E -
NEZFRICHRFLEBEE DX . 3HF img BB THE. iso #&XAF CD/DVD LAK .iso #1 .img #&3X
FAFRERRIIEKER,

© A5 SH USB 8% .

© RS SEEBLIA USB RE

% E-i;:ﬁj\%ﬂash IRVEHA 8] vFlash IFATIERTRES A . SR BN IER, MIEFEHTTHY vFlash R1ESIE
B IT o

Fc & vFlash SD &

B E vFlash Z 81, BRASK LB %% vFlash SD £. X TFHANRFELEFMBRFRER, BHERAKNEZ
1 FAF (LT support.dell.com/manuals) .

Es #&i¥: WHIE A Configure iDRAC (BLE iDRAC) PRA 862 A2 vFlash ThEEFIHNIA L%+ .

X
#E vFlash SD kB
B FSZ A vFlash IgE
#8581k vFlash SD £

£ FE vFlash SD /@

B vFlash ThREfE, &7 LA{E R iDRAC7 Web F 3 RACADM K& E SD £/ 1.

{5 Web REZEE vFlash SD B¢

E#E vFlash SD k@1, 157 iDRACT Web REH, %£ZE Overview (#f%2) — Server (JR%88) — vFlash.
FERN< & 7%~ SD Card Properties (SD £@f%) Til. BXMERBHNES, FSHR (IDRACT EHIZE)) .

{F3 RACADM Z & vFlash SD /&%
(%M RACADM &5 vFlash SD F/&1%:
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1. ¥THEZEZEY telnet. SSH S BITIEHIEHER.
2. MIA®%: racadm getconfig -g cfgvFlashSD
ERUTRIEE4:

- cfgvFlashSDSize

- cfgVFlashSDLicensed

- cfgvFlashSDAvailableSize
- cfgvFlashSDHealth

- cfgVFlashSDEnable

- cfgVFlashSDWriteProtect
- cfgVFlashSDInitialized

{5 iDRAC i€ B> A2 F&EE vFlash SD £ Bt%

E#E vFlash SD k@14, 7E iDRAC Settings Utility (iDRAC i&E AFIEF) &, % ZE vFlash Media (vFlash /¢
FBR) . iDRAC Settings vFlash Media (iDRAC iZE vFlash /7 /R) REMESEREE. < THREREMEREME
2, 518 iDRAC R E 2N FFE/F B M 58]

JB IS vFlash ThEE
LA P vFlash ThEEA SEHITH RS,

{5 Web R /B A= E A vFlash Thik
E S AL vFlash Thak:
1. 7£iDRAC7 Web RE®, % Z Overview (#%) — Server (JRS5 &) — vFlash.

F BN & 7% SD Card Properties (SD +/@1f%) T,

2. % vFLASH Enabled (/33 vFLASH) iZIG AT /2 FH vFlash ThaE, ERZIZIN AT 25 M vFlash Thgg. SRS M
fRAEA vFlash X, MFEZEF vFlash, FESET—&KEIREE.

ﬁ i INREEF vFlash ThaE, WMASERSD REM.
3. i Apply (BIFH) . vFlash DiREEN SR ASEZR, BEREURTIEALRE.
{#£F RACADM J2 FA s 2 vFlash ThiE
E (¥ RACADM /3 s ZE A vFlash T &E:
1. $THFZZHE telnet. SSH s EBITIEHI S HEFR.
2. WMAUTHS:

- EREM vFlash, #iA:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 1

- EXH vFlash, HIA:
racadm config -g cfgvFlashsd -o cfgvflashSDEnable 0

E4 &% RA7F7E vFlash SD £, RACADM &4 #EHM. MRLEF, NWRRUTHE: ERROR: SD
Card not present (##i%: SD FAF7#H) «

{558 iDRAC & &> 12 )2 - 52X A vFlash ThE
S vFlash Thae:

1. 7£iDRACIRE/AFHIEFS, % E vFlash Media (vFlash f+/&R) -
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F#EN < & 7% iDRAC Settings vFlash Media (iDRAC i&ZE vFlash 7 /&R) -
2. &% Enabled (JEA) /3H vFlash I1BESK % #E Disabled (EF) ZXH vFlash Thg

3. f{kx&F Back GEE) . Finish (5ER) #1Yes (&) .
vFlash T BEBIAR B L2 78 S22

nt&4k vFlash SD £
B IRMESEFE AL SD FHECEIZ £ L HI#IE vFlash RFEEE.

£ Web R E#1%A 1% vFlash SD +

ZE X141k vFlash SD &

1. 7£iDRAC7 Web REH, #Z Overview (#E%) — Server (BE% ) — vFlash.
REEN< 27 SD Card Properties (SD +B1) T1m.

2. 3 VFLASH 38 Initialize (#03R4LD .
FTAIA RASEBHEMER, FHEMRHIAY vFash REFESEHERML.
WRMIAN T T vFlash 5 X, MAIERIER K KH B RIEIRIER

{85 F§ RACADM #]#41% vFlash SD &
ZE{F ] RACADM #J341L vFlash SD -

1. ¥THEZAY telnet. SSH S BITITHI S FHEF.
2. MIANUUT#%: racadm vflashsd initialize
RGEMEASHBRT B E S XA EHIERLIZE

{1 iDRAC & E A #1444k vFlash SD +

E(FF iDRAC I E 2R EF#145 1k vFlash SD +:

1. 7£iDRAC®E/AFRIEFH, % ZE vFlash Media (vFlash f+/&R) -
RN % & 7% iDRAC Settings vFlash Media (iDRAC & & vFlash 9+ &) -

. B Initialize vFlash (#13&4k vFlash) .

3. BEifYes (B) . %ﬂﬁﬁ%i‘?{éfﬁl{”’%ﬁﬁo

4, i Back (GEME) %5 % [F]— iDRAC Settings vFlash Media (iDRAC i& & vFlash M /R) TTHIEERINE S
FRB I A A &I MR, -H%EFH #HY vFlash RS E R EMENL.

{F RACADM 3REX LK%

EIREL_E R &R iE45 vFlash SD R BYFIIA L 65 S HIRTS :

1. FTFHELR) telnet. SSH K BITIZHIBIHER.
2. MIANUIT#%: racadm vFlashsd status
REBN & BIR R4 SD FHIM SRV,
3. EJRBUFTA vilash 0 X8 XKD, BERUT®H%: racadm vflashpartition status -a
4, EREBESXMEXRE, BEHAUTHS: racadm vflashpartition status -i (index)

i &% mREEDRACT, LIRS RIBEMRESER.
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=38 vFlash 9 [X

&R LA A iDRACT Web SR EIZ RACADM 1T LA THELE:

By &E EEAAE vFlash X EHITHIFRIE. BN, B85 Access Virtual Media (7RI 9T 5D
BPRA BECIE. MR, X1k, M. HBREFNSXMAS.
flEEa2 X
fE ARG A S X
RS X
EREAHASKX
- BESK
o MmmsaES X
R INE 43 X
THARME
FEERKX
By &EWMRELAERF (B2 WS-MAN, iDRAC i & /2 A2 5 RACADM) {4 vFlash it 88 vFlash ST
EREMEDT, SSME GUI PR E—LTIE, DRACT AIRES BRI TER: vFlash is
currently in use by another process. Try again after some time. (vFlash X4§J
IER AN BEREAT T o 35— BRIN T 5 ik D
vFlash BB 7228 M IEZE#1THY vFlash #2E (FIan#g=N1L. MIMmAXE) BBUTRES XEIE. FEitt, il
ERITEMR RS KIREZRIEERIBB N X,

tIE=as4 KX

TR XK RGEREUFE A USB (ATFEE . AI7E vFlash SD £ ERIBZAHX. A 613 24 EAZER
HX. ERAREEIESS XIS HFS X2 CD.

E=B S XA, FRR:

E.5 Access Virtual Media (il BT R WR.
*EWIEK.

* FIREZERIF.
g R I HATRIIA LRI

£ Web REISIEZ S X
Ef|E 7 H vFlash H[X:

1. 7£iDRAC7 Web R, %= Overview (#%5) — Server (BR%88) — vFlash — Create Empty Partition
(BFIg=HZR) .

1% % B 7R Create Empty Partition (FlEETH4X) IE.
2. BEMEMER, AEERT Apply (R . BAXERNMESES, 1SR (DRACT BHIFED) -

BERIAMIEZFUAERUNEESX, ZHPXARE. BERRTHETSILWTIE. MREETIIIE
., BETRERER:

- FEERP.

- BREBMEUE S XHER—.

- APRKNMANTIERHME, xEBSFLMTAEE, XS XANKTF 46B.

- IEEXERITHIIALIRIE.
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{£F RACADM g2z 14 X
f3 20 MB THHKX:

1.

FTF RGiHT telnet. SSH S BITIZHIAFHER.

2. MIANLUT#%: racadm vflashpartition create -i 1 -o drivel -t empty -e HDD -f
fatlée -s 20
BEEFATIE BN 20MB ZAS XK. BUABERT, TESXBEEAXESX.
ERREXHIRS X

& AT LAZE vFlash SD & E{EFABRIGSCHE (KL .img 3K .iso IENIB M) RIEHHX. XX AEBIER: RE
(img). FE# (.img B¢ .iso) B{ CD (is0). BIEHIH XA/NETFIIETH K.

MBRIG ST BIR S X Z 8T, THTR:

B3 Access Virtual Media GFRIERINTRD R

B

£iEBEZERIP.

i R I EITHIIA W IRIE .

AL R B SR R B ITRL.

B & EHEBS TSI X A R AICEE. DRACT HUHIBRIE KAV A E YR & AT & HEREIAE . ik,
WBRIEA 1S0 MG A3 S X B S IZEEE E 4 Hard Disk (FE#L) , M BIOS o35 MILRES] S

MU XIVNFRE TR ERRTAZE.

BRIGSCHERAVNTFSET 468, EAZFHHRADRK/NA4G6B. 5T, £ Web HEHREIES X
B, BRIZSZHER/ NN T 2GB.

i#id Web SREI{E ARG HEIRS X
BRI ST 4 €11 22 vFlash 53 (X :

1.

7£ iDRAC7 Web SR 1, %2 Overview (#35) — Server (FE%2&) — vFlash — Create From Image ( AAR
B .

1% 2 7% Create Partition from Image File (MBMEIHRIESX) TimE.

MAEES, AREE Apply (R . BXRIEMIER, FSR (IDRACT BHIFE) .
BEE—FHX. 3T CDRIMAEER, BEZRIEMSX. 3F Floppy (3X#&) =X Hard Disk (FE#&) 1%
BEE, BEBEELX. MWRHEAUTHER HETRERESR:

- FEERP.

- BRBERESUESEMER—1F.

- BR&SCH RN KT 4GB SB I £ LRI E .

- BREXHREFESREXHT REBRSTRZ img, AR iso.
- BEEXMFRITHRLEE.

f&Eh RACADM { FIBRI& 832 & X
{3 RACADM MBRIG ST €2 53 X :

1.
2.

FIFRGHT telnet. SSH HEBITIZHIBEFHER.

BMAUT#E: racadm vflashpartition create -i 1 -o drivel -e HDD -t image
-1 //myserver/sharedfolder/foo.iso -u root -p mypassword
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BEIR— A X. BAMERT, SIZMSXARE. EHSHREXHT REERSXNE. MRIH
?ﬁﬁ%jﬁc 5, f5lan FOO.ISO M A2 FOO0.iso, M&r$<iREIELEIR.

E4 & At RACADM R 35 UL T &E
4 & R3F M/ CFS 3 NFS IPve IR 4% 3£ = | HIBRI STH4-6132 vFlash £ X

BRI X

BT LARIE T R SRy 2B R 1L vFlash SD + ERI I B (X iﬁaﬁxﬁ%ﬂf‘c B9 EXT2. EXT3. FATI16fA
FAT32. EREEENWESSRMARBWH S X, FEEHRIAIL CD. BEEEA LI ESX.

MBRIG ST EIR S X Z BT, THTR:

BB Access Virtual Media G EIEBIITR) HUR.
+E ¥R,
£iXBEZ SR,
i AR X ERITHIELIRIE
ERRAAL vFlash H[X:

1. 7£iDRAC7 Web SR, #ZE Overview (#¥) — Server (BR%28) — vFlash — Format (#&={k) -
1< B 7~ Format Partition (#=X{L9'X) T1m.
2. WMINETEMIER, ARBE Apply (B -
X% %Iﬁﬂ'ﬂn B, 1558 (IDRACT BHHI#E)) .
BERESER, BTRSXHRTEBIREHER.
3. $$W(ﬁ£%
Frit s XEERUAEENLHRFERE., WREAETIFERBEETERER

- FEERP.
- BEEMFRITHRLEE.

ERWHSX
iR vFlash THEEERA, LUET SETAH XM5I%.

EHA Web REAEFTHSX

EEE TR vFlash 47X, 7£iDRAC7 Web R HE H45 = Overview (HE%) — Server (AR%8E) — vFlash —
Manage (Z¥) . RERI< E7~ Manage Partitions (BE4X) T1HE, EHFIHATAS XMGNH XEHEXE
2. 8X0XMNER, BER (IDRACT BHL#EI) -

{£F RACADM &EFRT A4 X

E{Ff RACADM EERN X R EE4:

1. $TFHFESH Telnet. SSH S BITIZHIA@HEFE.
2. HIANUTHE:

- BIHAARASEREREM:

racadm vflashpartition list
- EREURMESRX 1 EIIRR:

racadm vflashpartition status -i 1
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- BERBFFAIMA S XHRR:

racadm vflashpartition status -a

Eq & o EmTURAEE RIRSIRIER B3

EMs X

AUBRESRELATENRX, RZIFAR. EHES XA EHRR:
vFlash ZhEEE /R H -
H% Access Virtual Media GFEIEBITR) AIABR .

Es HEHNGERESX.

£ Web REEH 4 X
EEHSX:
1. 7£iDRAC7 Web REH, %= Overview (#t5%5) — Server (BR%52%) — vFlash — Manage (&) .
184 B 7~ Manage Partitions (EE4HX) T1H.

2. 7t Read-Only (Rix) 7.

- EESXHEIRIE, AFEE Apply (BLA) EXUA read-only (Ri%) .

- ERSRXIEIEE, RiFERE Apply (IR FX A read-write GEB) .

S XIRBTBAEZFEE A RIEHEE.

B &EMRSXACD R, RBEHRL. BREERSELNES. MRS REMM, FIIEE
ETRARE.
{#5F§ RACADM &4y X
EEEF WA RERN:

1. T ESR telnet. SSHRBITIEFIEFHFER.
2. WAUTHL:
- ERAESKEAARE S X:

racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 1

- EREEAXEXNRESEX:
racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAccessType 0

iy &4 X

HIEMM—PREAN S XA, XEFXSLUUSB XAEFMRE R RAERERSEBIOS . HEMMES M9
XB, RI|\OEHERS], XLEHXERERGIBIOS 51 FIMFREPIUFAFIIL.
MRSBEHR, WHEASRRERIERGH BIOS 51 FIRFRESH.

LUIEMMB DB XE, SERZETHUSB RESEE. XS EM vFlash FRIN AEF, FESEHF
iDRACT ERINRSE.

Mimns s B 5 XA, IERR:
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vFlash ThgE BB A .
i AR X THIIE L IRIE .
B3 Access Virtual Media (i7ia @2l R BIHR .

£/ Web REMMH S BS X
BEHmEs B X:

1. 7£iDRAC7 Web REH, %5 % Overview (#t%) — Server (PE3588) — vFlash — Manage (ZIR) .
184 &5~ Manage Partitions (B4 X) THE.
2. 7£ Attached (2Htin) 7.

- RS RMEIEE, AREST Apply (R Mo X.
- BRSRMEIRIE, AREST Apply (HA) 2B5KX.
S XREFTBEEFEM NS E .

{3 RACADM M= 4 B4 X
EMmMHE N BN K-

1. $THESH telnet. SSH R BITIZHIBHER.
2. HWAUTHS:

- EWmaX:
racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 1

- %ﬁ%ﬁlz
racadm config -g cfgvflashpartition -i 1 -o
cfgvflashPartitionAttachState 0

EHimes XEIRIERFEITA
¥tF Windows F0 Linux 3@{E & %

IR R HIRN S BHI NS K RO ALTY
- RS REBERGRHLREHE.

BRAERFWIMFWMD RBXHRSE. BN, ERITEMNRERFITNSIEL S KBRS . Hlan,
£ Windows IMEH, #RIERFIIFIEE Linux RERER EXT2 X KB, EHF, 7 Linux FMEF, RME
R4 A1 Windows R4t [RAE B NTFS £ X 3EEL,

vFlash 5 X EHR 51EH USB IR & LI HRFERRE. ERIUNRERFEQIEN USB REHE
%. B, XASEHFMETE IDRACT HHY S XEREIR.

MR 5 X

MIBRINAE 2 XA, BHR:

vFlash ThaE 2B F -
£REZERP.
S XAMN.
o BRMERITHIIALIRIE.
£/ Web R EMIBRIE 2 X
BRI A 53 X
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1. 7£iDRAC7 Web REH, %= Overview (#f%1) — Server (BR%38) — vFlash — Manage (&) .

1< 27~ Manage Partitions (BE4HX) TiH.

2. 7 Delete (HHBR) 7, BEHEEMERAYS XEIMERERR.

BETR—FER, RBEBFESKAMBRZTX.
3. BHOK (HE) .
5 XENHMIRR .

{# F3 RACADM MR E 4 X
MBS X :

1. $TFHERESA telnet. SSH R BITIEFIEFHFER.
2. BWAUT®HS:

racadm vflashpartition delete -i 1

- EMBRAASEX, EEFHVIEL vFlash SD .

THHXAR

87T LIS .img 3% .iso 48 AY vFlash S X A E T 22:
ZERY (DRACT EERIZITHRS)
+  BR5IE) management station B4R AL E .
THNXAAEZR, FHR:

«  E7A Access Virtual Media GFEIERINER) BIHR.
vFlash ThEEE /B H -
8 R T E TR IR IE .
EE XA EEMN.

ET# vFlash 2 RBIAA:

1. 7£iDRAC7Web RE™H, 3 Z Overview (%) — Server (JR% ) — vFlash — Download (&) .

14 277 Download Partition (T#4X) TE-

2. M Label (Efp) THRES, RBFEETHMSX, SAFET Download (TH) .
ﬁ HFEFEUESX (MImS XN SR RETERF. F—DT2XARKINEP.

3. EEREXHHIMLE.
RESXBABTHE T HIIEERE-

By &E RERTTXHRME, MBS XEFEATHEIR, CD INERARE S R RE A iso,

REMEREXRB S XY REA img.

5IRESKX

ATLUE B FiAn vFlash 5 iR E X T —R 5| SHRIERISI RIRE
519 XZHET, EHR:

vFlash 2 X B & A 5| SRIEG (img 3K .iso 1830) UM ESIS.

vFlash ThEE BB .
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E.# Access Virtual Media GABIEINR) BIR.
£ Web REGIBESEX
EJ% vFlash S XIEE AN E—N5IRIEE, BESRAREE—IIEE

&iE: 4R First Boot Device (F—AN5| &) THKE AR MIME vFlash X, E#HR BIOS BEE
AR

£/ RACADM 5| B Z 4 X

I vFlash HXIREAHE 351518 %&, 1EEM cfgserverinfo. HXIFMES, 15517 supportdell.com/
manuals 1240 (Z/F F IDRACT #1 CMC B9 RACADM i $ 1728 %75/) -

& BT SET, vFlash 2 XIrEBEFNRE AT S—IK—cfgserverBootOnce ®EHN 1. 3|5—%
DEBEE— RS BES X, FEFRSBEAARBAESIZINFHEIE—L.
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16
{8 Fl SMCLP

Server Management Command Line Protocol (BRZ$5252IBA4SITINY . SMCLP) #MSERTSEIET CL MRS E

B, EEXTEBEIAEREZFHREHEEMSHM. tiER human-oriented (ERAD HIWSER

318l Common Information Model Object Manager (A5 2EEIX R EIEEE, CIMOMD . SMCLP 2HHREIE

{£554H (DMTF) SMASH B S Bk L & T & RAEERM— N FLHM. SMCLP #SELUI K Managed Element

Addressing Specification (ZE&TEIUHTE) F1 SMCLP RSt #ISE A1 & Bl B IR 7 RSB E LT

FRAEN AT B ER.

% &iE: ABREE I Systems Management Architecture for Server Hardware (AR SEREMHAI RS B TREE
#J, SMASH) FrAELLE SMWG SMCLP #5E .

SM-CLP R 2 EIR1E 5% 4H (DMTF) SMASH (BESFRE L 2 FARF[EEN— N FEHMG. SM-CLP BEUAR

FEITEIUMIEFN SM-CLP FRET HISE M5 & Bl & TR 7 B I E B SHITHRR &SR B R,

M iDRACT =%l 22 B4 FF IR +EE SMCLP 3+3 3% Telnet. SSH #IE TR ORISR HE. iDRAC7 SMCLP REE T DMTF

£ 2042 {4t A SMCLP #SERRZA 1.0.

&iE A TEEXMHE. §EF MOF #1527 delltechcenter.com 321, Ef7A DMTF {5 27 dmtf.org/
standards/profiles/ L1214

SM-CLP #5 4 3%F 7 A& ith RACADM S BI— 1 F&. XEGSHBIARSIEEER, EAETUMN
Management Station fs £ 1THUITXE M S, EATUAERR RIFHXEHFREXEGSHEME (BFEXML , A
MECHARSFSMEREMEBTEER.

£H SMCLP WM R ETET ¢

iDRAC7 SMCLP L& 7T LL:

TERERBE —ITH. KAREFMISRE
EBASEMAE (SEL) — BREGER SELIER
&2 iDRACT F i

EERGREMN

JE1T SMCLP &%

1B R LA{E A SSH 8} Telnet REIZE{T SMCLP 454 . $TFF SSH 8¢ Telnet REFUEIE R 545 F iDRACT. BET
SMCLP $27~%F (admin ->),

SMCLP 27~ %:

yxIx TR RS E8(E M -5.
yXIx FZRANE KR FZ B ER admin->,
yx2x 71 R tBRFNE R ARSS 25 ER admin->.

Heh, yEFEBHFFR, HlM (RRTDERSEE) - R CRRVIZERSEE) T (RRERXRSEE) ; mx
HEF. ZEFRT Dell PowerEdge BRE B HE LK.
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By & -5 MEARRRERT ypxIx RE: BN yxx REFE, £/ adnin-> KEATHTIA.
MZRFIE RS 2R

iDRAC7 SMCLP &%

iDRAC7 SMCLP {£ i zhial#A BBV B CLI R R A EEINGE. SARTFEDITHIRIE, M EEMEIEITIZ
BRIEMR (TR

SMCLP fr & 1Ti&5%:

<G> [<EH>] [<HF>] <>

TREETHAREEX.

%%.26: SMCLP i

hia] EX

cd f£ A Shell SAL MAP

set BRMEREAFEE

help RIS E BARAYEE B

reset EiRBR

show SRBirEMN. AT B
start FIFH B

stop X BFr

exit M SMCLP shell &iEiR H
version RN BRI AR A B 1%

load 1% = HIBR G M — URL B ZE 45 E B ARttbit

THRIEET BirIE.
%.27: SMCLP BfR

B#r EX

adminl SR
adminl/profilesl iDRAC7 FRYE ;EMEC E ST
adminl/hdwrl e

adminl/systeml ZERGBIR
adminl/systeml/capabilitiesl T 24 SMASH £ Th g
adminl/systeml/capabilitiesl/pwrcapl SERFHEIREN A
adminl/systeml/capabilitiesl/elecapl ZE RS BiRINEE
adminl/systeml/logsl iR AEBWE B R
adminl/systeml/logsl/logl AREEMHHE (SEL) 2E%EB
adminl/systeml/logsl/logl/record* SERG LAY S SELIEREKSG
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R

adminl/systeml/settingsl
adminl/systeml/capacitiesl
adminl/systeml/consolesl
adminl/systeml/spl
adminl/systeml/spl/timesvcl
adminl/systeml/spl/capabilitiesl

adminl/systeml/spl/capabilitiesl/
clpcapl

adminl/systeml/spl/capabilitiesl/
pwrmgtcapl

adminl/systeml/spl/capabilitiesl/
acctmgtcap*

adminl/systeml/spl/capabilitiesl/
rolemgtcap*

adminl/systeml/spl/capabilities/
PwrutilmgtCapl

adminl/systeml/spl/capabilitiesl/
elecapl

adminl/systeml/spl/settingsl

adminl/systeml/spl/settingsl/
clpsettingl

adminl/systeml/spl/clpsvcl

adminl/systeml/spl/clpsvcl/clpendpt*

adminl/systeml/spl/clpsvcl/tcpendpt*

adminl/systeml/spl/jobgl
adminl/systeml/spl/jobgl/job*
adminl/systeml/spl/pwrmgtsvcl
adminl/systeml/spl/accountl-16

adminl/sysetml/spl/accountl-16/
identityl

adminl/sysetml/spl/accountl-16/
identity2

adminl/sysetml/spl/accountl-16/
identity3

W | A
<

% & R4 SMASH U 5E1&

=1
% EARGINHE SMASH g5

K

I

ERGIEHIE SMASH I &
R 4biE e

PR 55 40 22 23 B (8] AR 55

Bk 5%

7

oo

AL 33 ThAE SMASH g

CLP AR S5 ThRE

R RIRRSEERS A

kP EIRAR 5T RE

ET ARt AErERINEE

AT A BRI AE

IETHRE

PR 55 4h 38 BRI B &R
CLP BR 558 EHIE

CLP BR 35 thi% AR 55

CLP BR S5 thilim =

CLP BRS5 148 TCP i =
CLP B35 th il Al A
CLP AR 35 th il
RIRRSEERS
S Rl gl

AR P SRR

IPMI B 44 (LAN) itk A

IPMI & (E1T) kP

163



B#R EX
adminl/sysetml/spl/accountl-16/ CLP H14 ik A
identity4

adminl/systeml/spl/acctsvcl At Atk P ETRRR S5

adminl/systeml/spl/acctsvc2

IPMI i 2 & R AR 55

adminl/systeml/spl/acctsvc3 CLP ik A EIRAR S5
adminl/systeml/spl/rolesvcl At fy B B AEIR A (RBA) AR S5
adminl/systeml/spl/rolesvcl/Rolel-16 Kitfta
adminl/systeml/spl/rolesvcl/Rolel-16/  ZAisfa@EINR

privilegel

adminl/systeml/spl/rolesvc?2 IPMI RBA AR %%
adminl/systeml/spl/rolesvc2/Rolel-3 IPMI fa &

adminl/systeml/spl/rolesvc2/Roled

IPMI LAN E&1T (SOL) o &

adminl/systeml/spl/rolesvc3 CLP RBA AR %%
adminl/systeml/spl/rolesvc3/Rolel-3 CLP &
adminl/systeml/spl/rolesvc3/Rolel-3/ CLP A &R

privilegel

LEES 3
%17 SMCLP 5%

Sfn MAP 11t z=|g)

A[iAid SM-CLP EIRRIAT RIB I E R AR EIEEA & (MAP) HilitZ= @895 B2 8 HESI 8 B iR . Hilbpgfz

A5 TE A 4 2 B 4R B th i 2 ) B 3 R AR AR

REFREIRE () R () Fow. XREER DRACT RBIEIAES. F cd ShAaT MRE TS
g &0 8 0) RS () &£ SM-CLP st irfE s AT Eifk. B2, ®RiTHERMIMNERTHIET T4

I S FHR B

BN, ESMERFEHEE (SEL) FHE=ZMER, BAUTHS:

->cd /adminl/systeml/logsl/logl/record3

AR BIREY cd s AT EHR EAEMU =B R SFTIE. .. # . 45 5T Windows #0 Linux F 891ER
AR .. EREAT . EHETRA.

{5 Show zhia

THEXTER show AN BIRRIFRES. NN TERMEMSE. FER. KEKMZALERITRY SM-CLP
wiadlk.
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{EF -display i£IR

show -display EHEERTLIEGSHBHREIA—IHEZ AR, BiF. XEMzE. G, EXER
LR ERB MR, BERUTHS:

show -display properties, targets

EFIHFLEREN, RUTHSFURE:

show -d properties=(userid,name) /adminl/systeml/spl/oemdcim mfaaccountl

MRABETR—NENE ATUEKES.

{EF -level I

show -level RIS 7EIEE BIrAIFMNEAE TR LT show . EEFMIZTEPRIETE BB
4, BEA-1 all iz,

{8 -output JEIR

-output IEIIEZE SM-CLP mhim i A9 MFhig=Zz—: text. clpesv. keyword 5FH prme

AKX A text, FHEREMIEMAME. clpesy ERXBIESHRMERR, BEEMEBEBTRIEEFHD.
keyword 18X AT — “KEF=E" WHNRIEXMEEZ. clpxml ’f%"tm—’\@"\ response XML JT =8
XML 32#4. DMTF E457E clpesv #A clpxml # X R EM4&, ATE DMTF M uf dmtf.org L% EIXLERE.

KU RBIR T T 8l XML SEL B2
show -1 all -output format=clpxml /adminl/systeml/logsl/logl

A%
HA R SMCLP OMSER OIS
s aEEE

+ SELEI
BR &t B HR S0

fR&5 iR EE

UTRGINBTEZE RS LaEER SMCLP R#MITHEIFEEIRIRE,
1B7E SMCLP S S RT TMAUT %!

o EXHARSEES:
stop /systeml

WA RRUTHES:
systeml has been stopped successfully (systeml B AILEA)

s EFERSEEE:
start /systeml

LR RRUATER:
systeml has been started successfully (systeml CJ&ZNEF)
EENSI SRS
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reset /systeml
B RERUATHER:
systeml has been reset successfully (systeml CJHIJEH)

SEL &3

KT R RaAIER SMCLP £ B R4 LT SELEXIREIE. £ SMCLP SR TH TRAUTHE:

- T SEL:
show/systeml/logsl/logl
REBRRUTHL:
/systeml/logsl/logl
FI A5
Recordl
Record?2
Record3
Record4
Recordb
JE
InstanceID = IPMI:BMC1l SEL Log
MaxNumberOfRecords = 512
CurrentNumberOfRecords = 5
Name = IPMI SEL
EnabledState = 2
OperationalState = 2
HealthState = 2
Caption = IPMI SEL
Description = IPMI SEL
ElementName = IPMI SEL
T
cd
show
help
exit
version

. TESELiEF:
show/systeml/logsl/logl
AERBERUTHE:
/systeml/logsl/logl/recordd
JE 1
LogCreationClassName= CIM RecordLog
CreationClassName= CIM LogRecord
LogName= IPMI SEL
RecordID= 1

166



MessageTimeStamp= 20050620100512.000000-000
Description= FAN 7 RPM: fan sensor, detected a failure
ElementName= IPMI SEL Record
i
cd
show
help
exit
version
* JAPFR SEL:
delete /systeml/logsl/logl/record*
RGEBRRUTHL:
All records deleted successfully (FrEidsRIIMER)

BRSH B AR5

MR RBIRFAATER cd RS MAP. G REIH, MGEABRERES /.
T57E SMCLP S SRR NN T &<
c SMEARFBERFENIS:
cd system1 reset HATERINBFRA /o
© Szl SEL BiRHERBEFIER:
cd systeml
cd logsl/logl
show

© ERRIHETER:
BMAcd .

© EEEBH—R:
BiANcd ..

© ERH:

exit
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MEBRIERS

BALUERUTEEAREFHRMERRBEIZERSR:

Virtual Media Command Line Interface (N R&®SITHRE, CLD
Virtual Media Console (FEHIfTERIZSIES)
*  Remote File Share GEIEXXHHZE)

R HEE
£/ VMCLI FRERE R %
ERmiE X ZEREIRIE RS
EHENN REBERIERS

£/ VMCLI ER21R1ER S

£ vmdeploy BIAERBIRIER G AT, 1BFHAR:

* {£ Management Station £ %2%% VMCLI A %

2o i /A /2 F iDRACT &Y Configure User (BZE ) #0 Access Virtual Media (i is] BRI RR) HUBR .

7£ Management Station £ %225 IPMItool.
% & tnRAESTE A% Management Station LA E T IPv6, M| IPMltool REE/ER .

« EBEREE RS B E iDRACT.
© RBREM MRS IS S
* 7£iDRAC7 /3 LAN L IPMI,

Mg EZ 6 RRERR (FI30 .img X .iso) BIIRENIE FFIRIERF W 5| SRR ST 1

17

By =i CEMURSTHN, SRBETIEMSE R SRITRIE, FFEREREINZHRZ, A

WBREDBRRRSISHPITHRMBESR.
FEHLT BRZS A MRS -

7£ Management Station 1 %2%£ vmdeploy FIZ. Zm& VMCLI [t E9 1t =450 vmdeploy BIZA . iZBIZA 4840

MERMERFZEHERNEPITIERK. EEREBER VMCL F0 IPMItool.

K4 &L vmdeploy B 7E % e 12 A T B R R — 530 fF, BN ESRIERMIA, B

SEHITAXH. MRZARE IPMitcol 2R, BFEFIZLAAEFREMIH.
BRI RS LB RIERS:

1. 7Eiptxt AR T BFRITIE R 489 iDRACT IPv4 Hhhit. E4T5)H— IPv4 it
2. 7£ Management Station 3R &18% PN T 5| S4{EF S CD = DVD.
{FAEE BRI SRR FIE1T vimdeploy BIZK:

vmdeploy.bat -r <iDRAC7 IP MilibEi3cff> -u <iprRac7 HI/"> -p <iDRAC7 W/ &> [ -

£ O{<BBMGS | <REFLH>) | —c { <BEBFES | <BUESCE>Y 1 [-1 < ID>)
4 &i:vmdeploy 325 IPv6, B4 IPv6 A 3245 IPMI TR.
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¥ vmdeploy BIZARLLIE - ¢ RIS vmeli -riZIEAERE. MR -r iZIMMNSHEWME XHMZ

R, BIZAIE M3 E 304415 EY iDRACT IPv4 5X IPV6 Hidit, HXMEITEITZABRRF—RK. R -r &I

RS HIFIESCHER, MR hE— iDRACT #ilit, ZEXFER T, -ri&an VMCL 22 B2 FmE Tk,
TRNE vmdeploy B4 54

<. 28: vmdeploy &S

SH AR

<iDRAC7 HJ'> iDRACT IR & . 58w REUTREM:
- BNARZ
- iDRACT BN B A PR
SR iDRACT IERT, B R REIRIEEFHELE

IE®%.

<iDRAC7 ip | 3Xff> iDRAC7 IP 3tb31t 5 £ & iDRACT IP Htbiit B 3T 4.

<iDRAC7 M/'#t4>8 <iDRAC7 256> iDRAC7 Al P BYZ%5.
N5R iDRACT JiERTY, BSRFIEREEHHE
IE®%.

—c (<WRLTR> | <WUE > fgrﬂ?sﬁ’ﬁ,%zﬁ%% CD =% DVD B9 1S09660 Al {5 B4 &
1z

<AL > #;‘imﬁé‘?s‘.’:{’ﬁ%zﬁ%é CD. DVD SiREZ A FHIEE
1.

<AL > 15 168 MR B IRIE R BE 1

< f ID> 515 — X B0EERYID.

P2
BB Y R
BLE iDRAC7

ERTEXGLZMRERERS

f£ A Remote File Share GEFEX =) MERIERFZZA, HEHR:

© ERNRAT Attached (BHHIND K7, WEEMEHNERESISIAFHER.
1 F A /2 i iDRACT H4 Configure User (BRZEFF) A Access Virtual Media G IEIE#ITR) R
Remote File Share (EFEXXHH#Z) BEH-
« WEHZEWRFAEER (FEn img 5 iso) BIIRENIEFFIRIER LRI 3| SRS ST .
K & GIEIRIE AR, RBETIVEMRNRESTAITRIE, FHHMBREITCHRR, AW
HIREN BFRRSKS I SHBITHRINHRESE.
ERRE X R ZMERERL:

1. {EF NFS 5 CIFS 4% 1S0 3% IMG MU TR LB S E RS

. B ZE Overview (HE¥1) — Setup (i&E) — FirstBoot Device (F—5IRi&H)

3. 7t First Boot Device (F—3|Fi%&) THNIIFRP I3 ZIF1ZE H Remote File Share (GEFEC44t
=) .

4. i%¥% BootOnce (5|5—X%) ‘I, BRAZE RZFLUEABGIHXH T LHEHIS.
B Apply (BZRD) -
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6. EMISZERGIMZBFERE LMIRMTHEE.

HXHE
BB E Y R
BEL—31S8E
EITIE RS

mEXHEE

{3 Remote File Share (GRIZXXHHZE, RFS) Thak, EATLURBEITMELZ FAY IS0 5t IMG BRU&GSCH, H1FE
FA NFS = CIFS ¥ E {24 CD = DVD #fThn&, MmEEEANEIIRENSB LT ERESBMNIRIERSFER.

Q & CIFS #0 NFS #R3% IPv4 #htik. CIFS {335 IPv6 Hbtit.
AR SN L HE img F0 .iso BRI ST, RFELNG img SIHEEE AN EBIRE, 1% iso SXHEE R A EHl
CDROM.
DFHRE BRI BRAR A 88N RFS.

%”E R ESXi EZE ARG LIE(T, FRMREERTECHHZMEIRERE (img), M ESXiRIERLE
RETE SRRV B MRE

RFS BYIEIEIRASTE iDRACT BHAEH IR, —B%iE, BIFEM IDRACT jE58, &k RFS BENIIESNSE LA S BT
EiE. WREE IDRACT iEMKIEIZEEK, RFS EIZES KA. 7£ CMC F0 iDRACT AT LUBIT Web FEEFA 6y
SITIRIIR KA RFS 3E3%. CMC B RFS iEiEIA2 S B 5 E iDRACT H 9 RFS fin#.

% #3¥: iDRACT vFlash Th§E 5 RFS ;&8 xBk.

£/ Web R HBECEIZZX =

BRIEENXHHE:

1. 7£iDRAC7 Web RE ™, 3 Z Overview (%) — Server (FR%S8) — Attached Media (BMIIM/TER) -
1% & 7% Attached Media (B MM TNE.

2. 7t Remote File Share GEIEXCHHE) T, EIFMMSEHMMIFHEER AR, SHRMMIGHKREZE.
ELHMIER, BEBE (IDRACT BEHIEAD) .

3. B Apply (FIF) , #A/S & Connect GEE) .
15323735 1%3F B Connection Status GEEERE) EFASIEIE.

Fy &fAEEREREXHLR, HTR2RE, Web REMFAZRTAAERERER.

T Linux %, FEEITRA init SRIERS, WINRERTREREFRMBHS. FSHBEEAT:
mount /dev/OS specific device / user defined mount point

HH, user defined mount_point RFIEIEFRSEMMEHSLEMUMBF MBI ER.
FF RHEL, CDi&#& C.so [BIlX&E) == /dev/scd0, BMEK®E (img EIKE) = /dev/sdc,

xfF SLES, CDiR&R /dev/sr0 MIREIRERZ /dev/sdc. EMRIEMEMAIRE (AT SLESEK
RHEL) , H#EZERILERT, SIE Linux 0S EIIANIEITZ®%:
tail /var/log/messages | grep SCSI

X R TRERRIREIA (flan, SCSIig#& sdc) o FEBITRAN init 3 F{EM Linux ZITHIAT, IR HiE
RATFERNER. BOANERT, EMNRE init3 hHIEBFME.
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{$F RACADM Ec B imf2 X =

Z{EM RACADM L Einfz Xt =, 15ER:

racadm remoteimage

racadm remoteimage <IETN>

IR A 2

-c: EEMK

-d: EiFFRRGIEE

-u<fPE>: ATirRRNEEZRRAAA

-p<EfS>: ATiARIMEEZRED

-1 <BRMBAIE>: BUREMKREZ FMME; FRWNGISEAEERE
-s; BAYHEKE

#EAPE. TENREUERERMATH (BEFEHFIERFR)  BUTFHRN: ~ (&
318> .7 (WEIS) ., GES) . < UMFS) > (KF5) .

ERERIT RABERIER S

EREMN RBBRERKZR, BHRF:
BRI BRAT Attached (BRI KRS, WERBIRHFELASISINFHETR.
. f%%ﬁﬂﬁfﬁ%? Auto Attached (B zpfin1) B, MERNREBREFLIE, REAEIISH
[ﬂéﬁ%?@%ﬂkﬂﬁ}’ﬁ%iﬁ (f5lan img 3% iso) BIIRENFEFFIRIERG A 5| SHUG ST
EREBIRERE, LAEREBNR:
1. PUTUATRIEZ—:
- R MER = CD 3 DVD #X Management Station CD 2% DVD IR Z12& 9.
- MIIIRMERFERRE
2. 1%#% Management Station 7 EL5 Fr A& BYIE 51 28 LARRET £ .
3. FAUTHZZ—3ISEMERE:

- {$ M8 iDRAC7 Web FEI% 5| SIF 5% E 4 M Virtual Floppy (EE#IE#E) 55 Virtual CD/DVD/ISO (FEHL
CD/DVD/ISO) 35—k,

- BEESISHIEPIR <F2> 52, M System Setup (RLE®E) — System BIOS Settings (F 4t BIOS &
B) #ESISIF.

4. EFFISTERGTRBREE LMIRMATHEE.
LEES 32

B & [T R
BEE—35i8
B2 iDRACT

NENHBEREFIRERS
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1. BUEMETIIARY CD/DVD.
2. T —3K CD/DVD fENZIE N BIRENEE
3. EFiRst CD/DVD IEzhEE.

£ SD ¥ EMEMANEER SR

7 SD F EREBMARNEEIZFF:

1. A SD FHEARGHIAEIN SD 1R (IDSDM) HtE .

2. 7EBIOS H/EA SDERMTEK (MBLE) .

3. SISIIEFIR <F11> IIE SD FEEP N B[ LERETH.
4, BERARNBRERFAIHFRBIRERFEREITPHITRE.

X
% F IDSDM
1£ BIOS F /S A SD #ERfn &

£ BIOS /R A SD #RERFNTTR
#E BIOS /3 SD AT 4

1. SISEEHIR<F2> #.

2. %% System Setup (RLI®&E) — System BIOS Settings (% BIOS & E) — Integrated Devices (R
®’E) .

3. ¥% Internal USB Port (&R USB M) % EH On (FF) . WMRIEEH Off (3£) , M IDSDM T xFESIS
&

4 WMBREETS (B SDE), 545 Internal SD Card Port (FIEE SD EiM) B4 On (FF) 345 Internal
SD Card Redundancy (AI&B SD £JT4&) R E 4 Disabled (BEEH) .

5. WREFEERTS (NSD+E) , 1545 Internal SD Card Port (&R SD ki M) i&E % On (FF) 4% Internal SD
Card Redundancy (&R SD £IT4&) &EA Mirror (38 -

6. HF Back GEE) F&F Finish (FBH) -
7. B2 Yes () REFIREFI% <Esc> $2iB 1 System Setup (RLIRE) .

xF IDSDM

MERI SD #Ek (IDSDM) R 7EiE BT & Ligtt. IDSDM BEEREAE—1 SD FHBHERINSE—1 SD £
RIEIRIEF SD FRIBMIT R

XA SD FEALMEAEF. a0, AR7E IDSDM PREMAFHASDF, SD12FES () F, SD22&
B+. RESBBESSAFENFL, B2 SDTHITIHE. TR, WAk SD1 A& SD1 K4

&, SD2SEHMEREH () F.

&R LUE A iDRACT Web 3 RACADM EE RS iZ{TIKLH0 IDSDM BRI AtE. RS SD R L KIRSFIMLE
EMCRE SELH, FAMNENLETR, MRBAER, WL PET EiR.

R HEE
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18
£ iDRACT Hifr 2 & R Gl =

AIE A LUT A& XHTE %8 R G B TI0 Wi s MU HERR -

BHEH &
FHL B HEKED

* BEANER IR IR

s EREGEERE
RBEBEHARK

+ Lifecycle Hi&
AIERAR S

s WUERTRAT

* RFIBITIKOR

X
ERB TS A
EEFN BEHKT
EES| SRR

=+

ik Y
B

iy

B %‘ \k
RFIEITIR

ERZH=H &

iDRACT 2t THOEIME ST TEE S, X5 Microsoft Windows sk & F Linux IR ZEHh B S T EAEM., FH
iDRAC7 Web R, BrILLfRIMEIRARX TR,
BEiFaisiEEl & -

i

1. 7£iDRAC7Web RE™H, #Z Overview (#¥5) — Server (BR%2&) — Troubleshooting (#IPEHERE) —
Diagnostics (i2Hf) .

2. 7£Command (W%) XAIED, HIAGS, AFET Submit (IBK) . AXEHLHEMAER, HSH
(IDRACT BZHI#7EY) «

FEENEE R BRfER —Hm Lo

EFFHEENT

FH BRI E RS BIOS RIEMEEIE RS, RTERERWIISNFHENNE, FEALESIS RE
51 SRR BFHE. PostCodes (FHLEMATD) NHE TSI SRIEARMMRTREFIN BRK,

EEEFNEHRNKRD, FEE Overview (%) — Server (BE%E8) — Troubleshooting (&{EEHERR) — Post
Code (FFHLE#EMKED .

Post Codes (FHLEMRKIE) NHBRAFZITRRIER. +RstHKBIKEEIREA.
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E& SIS RBIRAIN
EAEE TR

ngmﬂ SR’ — 5| ER/AFIER TSI SBIANELFT. 51 SEIRIRIZBIAFIE B B9NRF
THED
i —RERTRIIN — BRI RSB ENSEHFT.

XE— N IREIF AR T AR
iDRAC7 1E%T§Iﬁﬂha%£+4\ﬂuo EUSH—EREENEISRE. MRESE DRACT, 51SHHFEMIE
TETA, BAIZIMTEIEE RAM B, FRLEMIE.

By & EeRERHRIENES asUEE RRA SEEK S| SMIRSA AR SRR -

ZE#5E Boot Capture (3| SHHERMIT) B3, 5 F Overview (HEE) — Server (AREE3) — Troubleshooting
(HBEHERR) — Video Capture (#RIFiHFR) -

Video Capture ({35HHFE) BEMESETREEIMMWN. GXEMIES, SR (DRACT KHIZE) .

EFHE

BRI EER RS EMHHE (SEL) 7 Lifecycle BE. AXIFMER, BFESREFERSLEHHEMESE Lifecycle H

=+

Lro

EELRAGHRR®

LR RR R AR RN RS 2R EEE, 37 DRACT R ERiZEE. N IRBIF ATIE
BYTHEE.
ETELXERRE:

1. WBREXEEREGEER.

2. 7£iDRAC7 Web R, %= Overview (#if) — Server (BR%2%) — Troubleshooting (HREHERR) —
Last Crash Screen ( EXERRRE) .
Last Crash Screen ( LR FimRR) NMHETTERF L EHREHNERRER.

iTTT Clear (/Hl@') _Iﬂﬂl B%J:/Tkﬁﬁ/? %

LIPS 3
BH LR R

BRI ERRE

ZE RS LRRIERE BR RGP T IAGRT:

Rt

R

(EPN

RIRIZ &

AIRBEINFN R

RE

RIE
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BRI ERZE REMETERATS:

o FHFHIZEFNEAPRSEES: LCD BIEMRFNZSE ID LED JR7SE LED BEHRFNZRSE ID LED RS
FFITTRRSESE: {XPRZ% ID LED.

EFAGAER LCD R

EEEMAMYZEFERR %L LCD BTERIRZS, 7£ iDRACT Web REH, % = Overview (#45) — Hardware
(781%) — Front Panel (BITEHR) - 4% %K Front Panel (BUMER) TV -

Live Front Panel Feed (SERJRIMERIRIZE) XiEERYFIZE LCO BiER L ERMEESMEREE. YRFEEET

{ERT (i@3T LCD RTE#R P AYFE EE & %RT) , W Hide Error (Ea#E4EiR) #0 UnHide Error (BR$EI1R) BTRAIK
B, BRERESRERVZEFER RS FNEIR.

Z (& RACADM Z& LCD RTEMRIRES, 1BEM Systen. LCDBPMMR. BXIEAEE, ES1

support.dell.com/manuals 12489 (15 F IDRACT #1 CMC 89 RACADM #y $175 275/ ) .

EES:3ES
BELE LCD iR E

EERGRTENR LED K7

EEELFIAY ID LED IK7S, 7£IDRACT Web REH, % ZE Overview (4#f¥%%) — Hardware (F@f§) — Front
Panel (BIT#R) . Live Front Panel Feed (BIEIRERER) 015 T RAIER 2 BTA0IRTS:

Bk —FERZLEFHEIR.

Bk — EBRIRAENX (ERREFEEZTERAER) .

BHEKE — FERFELTRYRIPER.

HEAG — IERKLEEREIR.
RFEEFEITR GBI LED AIEIR LR EEITIRORERRER) , Hide Error (BREE$EIR) #1 UnHide Error (2
REEIR) BRARE ., XA A HIZEANE N AR S R PR s B R R IR
E{Ff RACADM &EFH AL ID LED 4R7S, ATLUEH getled % . HXEZIEE, 15517 support.dell.com/manuals
FIRMBY (EZHF IDRAC7 #1 CMC 59 RACADM @ S 175 %215/ ) -

HRXHEE
BLER% IDLED & &

TSR 8 TR AT

T 14 5K 0] R B4 -
© REEER
- RBEERE
© MEERER
© BRIIENFHLE
+ USB M R#pE
IR I

RIEERIERER T 575 A RRR B -

EERRSEGHERBHN RS
MFTNRRRS R, HBEREFIBANFE DA EHEIE.
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EiE IR ERT USB INFFR
R S R AL RN ) 48 FR A

IR BB A TEAE, 155 R Hardware Owner’ s Manual (FEHEHFFAF) R TREMIEEESESERRE

15N 0

by 15 RBERITA R PR S HER AN RIS EIRIE, SEMIBELS BRI S LUK STHHIARY
RRBHTIRME. BT HE Del IRARALEE T SHARAREREZI. RRIEHFBEMIEMHR IR
.

sS— /4=
EERGEITRR
iDRAC7 #1 CMC GERF 1K BREEE) Web REEEF T IIETARESER:
==
K5
BN
HBIRIgE
AR ENINTEN R
I.Im}_;

RIE
CPU

7£ iDRAC7 Web RE®, #Z Overview (#%5) — Server (JR% %) — System Summary (REHE) —
Server Health (FRE|JEITRIL) Z5.

BEEE CPUEBITHRR, 154 E Overview (#E5%8) — Hardware (W@#:) — CPU.
RGE(TRRIE T
B =R FESRS.
A R TFEERE.
O sraFumns.
— RRAT R AR,
8% Server Health (BRFBZ(THIR) A MITMALERR, WTEELTIARMILARES.

ERFH|RSEFLEEEIRER

EIAE LED (NtF, HE4FERSZEEEIRAT, LCD LAYEE Server Status Screen (BRFZH[RTRR) SUEE
RHBERZHNARSSE. FALC0 SMrHRHBERZEMRESE, ARG ENIRE. BIRMEEE
BEBEEZTHER. XD ARLETHERERIR, BSRARSEN (BRAFEM .

E# /530 iDRACT

1EAT LA IT4K/8 iDRACT ER M L E X FIBRF =5

BERD — ERSED, RELED R 15 %)
HE BN — {F /8 iDRACT Web FEEz RACADM.
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{s£ F iDRAC7 Web SEHEIZE E iDRAC7

EE B IDRACT, 157 iDRACT Web REIHHUTUTRIEZ—:
o %% QOverview (M%) — Server (PE%58%) — Summary (JHE) . 7£ Quick Launch Tasks (G FNE
%) ™, B ResetiDRAC (EE iDRAC) .

« %% Overview (#%3) — Server (R%2%) — Troubleshooting (#FEHERE) — Diagnostics (GZHT) .
& i Reset iDRAC (EE iDRAC) .

{$F RACADM E = iDRAC7

ESEHE3NIDRACT, 1BfEM racreset ivs . BXiEHMIEE, 1557 support.dell.com/manuals EiR1ERY (iZAHF
IDRAC7 71 CMC B9 RACADM £ %757 ) .

iDRACT EE A th[ BN E

BATLAEF iDRAC IR E N 215 iDRACT EE AL BUARE, SEEMITEHEH R THARIUEES
Preserve Configuration ({fREELE) £,
E(EF iDRAC IRE A FRTEF15 iDRACT EE A W BIAE:

1. 7EiDRACIRE I EFH, %= ResetiDRAC configurations to defaults (4§ iDRAC EEEEE HEAE) .
1% & 7% iDRAC Settings Reset iDRAC configurations to defaults (iDRAC i&EE & iDRAC BLE A ZAE) T1HE.
B Yes (B) , iDRACEISEE.

B Back (GR[E) %% = [E]— Reset iDRAC configurations to defaults ({& iDRAC EEBEEE ABIAE) i mE,
EERMER.
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h S
%R E R
AT T FFI% RIEE:

£
Active Directory

D EIL*D/\,FE
VFlash SD
iR
RACADM
i

System Event Log (R&EHHE

i3 Internet Explorer {8 F iDRAC7 Web SRERY, A1t 4 SEL&EER Save As (BEH) ETRTE?
XRHFHEREE. ERRLERE:

0N

1. #£ Internet Explorer #1, %% Tools (TR) — Internet Options CInternetiZI;) — Security (L2 , EF

E2RTHEZH PR
540, 4NSR iDRACT &E ML FAH AERM A1, Ni%$E Local Intranet (73 Intranet) , #Af5 & Custom
level... (BEXERA...) -

2. 7€ Security Settings (RZ£i®E) & O Downloads (T#) T, FAERAEB T TIE:

- Automatic prompting for file downloads (X THIBEFET) (WRIIEATH)
- File download (3CfT &)

vty ERRER T8 iDRACT BYiHEM MR L, EARELE Miscellaneous (EAt) T B Launching
applications and unsafe files ([BEIEAEFATREXH) EM].

s e

18] iDRAC7 Web REFt, R4S R TF—FR L&A PIEH INENM (CA) FZH) SSLIEHFAME.

iDRAC7 €18 —/"2XIARY iDRACT BR 55 25IEH SRIHIRFE BT E T Web IR EF0zFE RACADM #1777 o] B By W 4%

2E, ZIEBARHAE CAMAR. ERRILESE, FEH —1HAECA (5@, Microsoft Certificate
Authority. Thawte 3 Verisign) #i% &Y iDRACT BRZ 28iEH .

731t 2 DNS RR&5£54 ;47 iDRAC7?
FLE DNS BRE 25 MBS %15 31 NF 577 iDRACT ZFR.
58] iDRAC7 ETF Web )R WA}, RASET—HKREEENRFE SSLIEP £ 2 5 iDRACT EHBZAEEL.
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iDRAC7 €2 & —/EXIARY iDRACT AR S 83iEH SRFAREE I E T Web AR EF0ZFE RACADM 317177 8] B Y ) 4%
Za, MRFERIZIEE, Web MERSETFT—FRLEL, RANMAL iDRACT B9BIANIESE 5 iDRACT £H14
(f5lgn, P thfit) AETHEL.

BRI B, 1§ EH— % 45% P tht st iDRACT 412 H) iDRACT BREHBIEH . L4 CSR (BFMAIE
) B, 15H#4R CSREYE M4 (CN) 5 iDRACT IP #bhit (AnSRIFFE AL IP) SEMEY DNSIDRACT &FR (41R
JEH MM A& 45 iDRACT ;EARAY&FR) PLED.,

% CSR 5% MY DNS iDRACT A FRITHE:

1. 7£ iDRAC7 Web R, %5 ZE Overview (M%) — iDRAC Settings (iDRACi&E) — Network (F4&) . B
B4 &% Network (M%&) TUE.

2. 7£ Common Settings (& I&E) =h4:

- i%3#%¥ Register iDRAC on DNS ([a] DNS ;¥ ## iDRAC) £ .
- 7£ DNSIDRAC Name (DNSIDRAC &#R) FEL#, i iDRACT &FR.
3. B Apply (RZIRD) .

Active Directory

Active Directory B SR, S e AR 1k () 2 ?

EiSWTIt BB AY#IE, 5 7E Active Directory Configuration and Management (Active Directory EEEFIEIE) i@
L, B TestSettings GUIRIRE) . ENRLERFEERE. ERMEFH ST, BRMRHP BT
WETE.

BE, BRETHmAE:

c HERE, BWAEAERSAFEE (MAZ NetBIOS BFR) . WMREFAM DRACT BAMKS, 1§
fERAARUEIRERE IDRACT. BRE, BEHRK:

- 7£ Active Directory Configuration and Management (Active Directory BEEEFIEIE) Tim L E2ixA
Enable Active Directory (/3F3 Active Directory) &I
- iDRAC7 Networking configuration (iDRAC7 FI4&ECE) Tim LAY DNS & EIEH.
- WMREBEBIEBWIE, MNEIGIEHAY Active Directory 1R CA iE 2% iDRACT.
- WMREB(ERIRELEM, iDRAC &Z#RF0iDRAC 18/ 5 Active Directory TMEAL & AL,
R IRE FRRAELEH, A FN4AIE 2 5 Active Directory AL & ITHAL.
o HETIIEHIEE SSLIES LR iDRACT BB ZEIEB BB REIA .

BMEE B AERIEIE, Active Directory ERMSKM. MRERSBTRUTHIRZER. ATASEEXMIF
B2 AR ?

ERROR: Can't contact LDAP server, error:14090086:SSL
routines:SSL3 GET SERVER CERTIFICATE:certificate verify failed: Please check
the correct Certificate Authority (CA) certificate has been uploaded to iDRACT.
Please also check if the iDRAC7 date is within the valid period of the
certificates and if the Domain Controller Address configured in iDRAC7 matches

the subject of the Directory Server Certificate. (§5i%: Joyki#E#:3] Lpap HR4S4s, 4
P®: 14090086:SSL routines:SSL3_GET SERVER CERTIFICATE: IEPIIFAM: : IEKMELEFDL
EREREBIEN  (ca) EB 3% iDRACT. [ 7 J.DRAC7 HIe S EIE BraEg0un, IR
fE iDRACT HCE A Hl s bl 5 H s IR 45 25E 10 i) 35 UL

MREBAIEPBRIE, 2% iDRACT 5B RARS 52 L SSL iE#ERT, iDRACT £ LA CAEHIIE B RARK &5
IEH . IEBEIERKRE AR EEE:

+ iDRAC7 BB AR SSE2EP L CAIEF RIBEXHA. # % iDRACT BB FIIER RO XEHA
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7£ iDRACT i & RIS is ) 88 it 5 B SR AR 5588 IEH 89 Subject (ERH) =X Subject Alternative Name (E
BEAAM) FEE., mMREER P b, EEIET—N A, mREER FQDN, EHEEERNZ
mEisHI2E (MAZ4) B FADN. )40, servername.example.com (T2 example.com) .
BME(E R 1P dbdb A s 2 b, IERWIFthSKK. MRBRLEER?
BT IEHI 28 EH By Subject (EFH) 5K Subject Alternative Name (FE&RAEZH) FE. BE, fEEEHIsE
JEF AY Subject (EEFH) =K Subject Alternative Name (EB& &R FE ., Active Directory EFEH M
= P Hbht. EfERIEE, FHITUTRE:

. EélgRAW R EUEHIRR R E M2 (FQDN) ECE A #4247 1t 4, LIS RS 25IEH A E s £ /& A AR
tHC.

BN BR %% 8 EH LA7E Subject (EF) 3¢ Subject Alternative Name (& REZH) FEH{ERIP
Hhtit, M5 7E iDRACT RECEAY IP fthik FTEC,

MRIERFEEUBIEH [ M AT E SSLIEEF IR PIWIEES, BERIEREIE.

LS EHRERERY BN, W E S st ?
X w4552 iDRACT Xt 5% B e 13 FP 35 %Il 83 B9 £ 4114 (FQDN) 3¢ IP thiik .
{ATA}E & Global Catalog Address (£&ER4%mFibit) ?

MREERARERGERRINAREREFERNE, NATESEEHEFRMIE. EXMIBERT, BMATLUER
Universal Group GEFRR) -

MRFHMEIFERGBFRERAPNARETAERRE T, NWAKEESFREF.

MREANRT BEM, NAERL BTt

EREMNERFRETA?

iDRACT JEiEE2 BB & AYiEdsdl 25 tthht, MMRBAFAGREM T ZEF, BRESCR,

SR BB E Global Controller Address (£ /&= HI88#bdit) , iDRACT S 4442514 Global Catalog (£F/%HFE) -
BENEREFHPRRDN LM, XLRRS R,

iDRAC7 #&4% #E SSL {8 M LDAP 15 ?

2R, FTEEURERE T 2 2% 0 636 FA/ax 3269 HiTiEM. EMIRXI&ELFEA, iDRACT {X#A1T LDAP CONNECT
(LDAP &%) LIPREZ0IE, MARTEIEREIEZ LT LDAP BIND (LDAP 48%E) .

31t 4 iDRACT BIA B FIEHB BEHE?

iDRACT7 52 51758 A A %2 £ 414 SR iDRACT E1E3 0842 9 5. WMBRFSUTIEPRRIE, BEX AR
IRIEn I 25 35045 SSLiERE. ALREXEBAN, MREEFREEMELEIERIIENITIEHIZE, Aidd Web 57
sk RACADM J§H2ZH .,

iDRAC7 % #5 NetBIOS & FRAT?

AR HE

A1t 218 Active Directory 2 — B R EEFERTEM 447 865 53| iDRACT?

Active Directory B —Z RIMEEF B FZBEITERT 10 #oehatae TR, BER2MBIEIEE T Bk DNS R =
FAEZF DNS BR5588, MEIEDNS RS BEAEWE, NAREEEKEMOD A EER. & DNS fREEEXH
B, Fit<HI0 DNS #8AT. 7EX#1E:R T, iDRACT £{EFH &M DNS FRE S iTE R,

Active Directory ¥} Windows Server 2008 Active Directory {57 BUEH{TECE . 2B FiE, APRMAERT
RA—FiEd, #EARRZENERE. TR ERFiEH A PE %2 iDRACT B, Active Directory Ba—%
EERM.

XAt R TFHEERIRIEM. Active Directory BREZ = SR LA LS.

Security (R4) - REHA/FEER AT ENEIEZERNITRIFITEARKEE.
Distribution (93%) - XA NER TR FEESEFIR.
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HIRATMRAEE N “RE” . BRRERASREAREEMNR LSRR, ERFLUERENRTIRARKE

®E.

B—EX

SS0 & 5% 7E Windows Server 2008 R2x64 k. FHEHITHPLL G B A BRI ?

1. A5 H 25 FN1E 5K B IZ 1T technet.microsoft.com/en-us/library/dd560670(WS.10).aspx A 9\ B HIHRAE

2. BeE i+ E#1LL{E A DES-CBC-MD5 #5348 .
X E R AR HMMIMER FE PRI BN SRS U R AR FRRA M. Kerberos SREE A FRIFL BN 2
B4 F Computer Configuration GGHEHELE) — Security Settings (2% E) — Local Policies (A1
B%) — Security Options (L£EH) T.

3. IEMRIEE PR EE B GPO,

4 EWLITR, ¥ gpupdate /force HfFM klist purge ¥ MIFRIA Keytab.

5. 231 GPO 5, €IEHAY keytab.

8. 5 keytab EH7%] DRACT.

INFE AT LA{#E A SSO % % iDRACT.

J34+ 4 7E Windows 7 #1 Windows Server 2008 R2 ., Active Directory Fi PH#E{T8 — B R LM ?
1@ 553 B Windows 7 1 Windows Server 2008 R2 B9ina5 K2, EEAMBZ LB,

LUEERSEEEENRMARSHESR.
2. % Z Start (FFIR) Fi&1T gpeditmsc. BEEIZS &R Local Group Policy Editor (ZMi4HSEMARIERS) B O

3. % Z Local Computer Settings (Ztit&E#Hi&E) — Windows Settings (Windows i&&) — Security
Settings (Z£1&E) — Local Policies (A<h%ER%) — Security Options (¥£iEmM) .

4. /%28 3 Network Security: Configure encryption types allowed for kerberos (M%&%£: ECE Kerberos #1F
EOinZEAER ) FHi%$F Properties (JBIE) .

5. BARTEIRI.
6. B OK (FE) . IFERTLUER SSO %% iDRACT.

3FF Extended Schema (3" RZE#) , HITLLTHIIMZE:

1. £ Local Group Policy Editor (A 1ti2A%KERHRIE2E) B+, SALZE Local Computer Settings (ZSihit+ 4%
&) — Windows Settings (Windows iZ&) — Security Settings (L££i1& &) — Local Policies (Zith%k
B%) — Security Options (ZR£iEL)

2. 2 B & Network Security: Restrict NTLM: Outgoing NTLM traffic to remote server (4% £ BRI NTLM:
EEREREZ AL NTLMB{EE) Fi%HE Properties (B .

3. 1@3‘5 Allow all (£ . BEFH 0K (FBE) , AR/ XM Local Group Policy Editor (A< Hh4R 5KEE4REEES)
BmH.

4. % Z Start (FFHR) FiziTemd. IS ETHSIETEO.

5. 121T#% gpupdate /force. AREEBEISEH. THE, FXAGSREREAO.

6. % = Start (FIR) FIiE1T regedit. FERNS E 7 Registry Editor GEMFRmIESS) F 0.

7. St = HKEY_LOCAL_MACHINE — System — CurrentControlSet — Control — LSA.

8. EEAMERP, AELEHIXEFE New (FiE) — DWORD (32-bit) Value (DWORD [32 ] &) -

9. 153 iE M TIN5 & J SuppressExtendedProtection.

10. %25 5 SuppressExtendedProtection 3 & Modify (&%) -

11. 7£ Value data ({EHIE) FEHEN1FH8E OK (D) -

12. % i#] Registry Editor GEMRMEBLE) T . MARLUER SSO & iDRACT.
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4052 iDRACT B T SSO 3 E{#F Internet Explorer 3% iDRAC7, SSO & kMIiETM AR ZMERD. {T
FRR I (5] 7E ?

157 1R iDRACT IP #b11t 51 F Tools (TH) — Internet Options CInternet $£IR) — Security (&%) — Trusted
sites (R{FEEML P MRKFIFEA, SSOSKMIRTEMAAAZFAZM. FEE Cancel (BUE)

BHEFER

£ Active Directory B 8- F & RIh4EE F iDRACT FEE S W ¥Rt E.

IEERY Active Directory ZREFEFBEARIEZ 10 %, BINRETE Network (B TIEHIEE T &% DNS AR
£ 22ANE I DNS ARS8, FEEIEDNS RS EEAN, NAREEEKIAM A4, DNS RS HBENFHFHASHM
DNS #8Af. iDRACT #&{£F#& F DNS BRZ2R1LEER.

ActiveX &4 T A IZIE BB 1K .

T#41% Microsoft Windows 1R{E R G X35 s5F. Windows H5H BREIE B b £ N 25 AR 12147 (CSP).
—fRit, ERTERFERFin LREHEAESEF CSP, 7EHIT Windows &% (Ctrl-Alt-Del) BHETIFE G FHEA
EEEHEE Windows 2EHNENE e £ 2R PIN IHEHE.

S4:F PIN FIER.

MESDEFEEHTAERMNPIN 2 AEE ZMEE. EXMIERT, BRARELDIEEF&1TE UK
R

R H &

BP{E#®% tH iDRACT Web R H, EEUZH &S ENARFES. XRMEMITAHIE?
7&. XM Virtual Console Viewer (ERUIZHIEEEE) FONUEHENBHSIE.
TEBR 5588 L B9 AR ST K i3 B AT LA FS shf B IE AR MRS D 2

2.

At 48R KA AP E FTE 15 B A 88X A PR SS88 L R A 35 ?

fEARH P AN S TELST S A AT SR B L4 1E .

FTF A AR S7 At 5 B (B ZE SR AT 2

%75, DRACT B A MSAITHIEKE, SR ILRIFTH

i F Pt AT LA SC R SHT FFARSRAS 2

LA H SRR, AibBAPREERF ST
KAFHMRR BB S XA R EINFRIR?

&

KAFEIEF &R ES XHIZRIZH 6 21E ERR°?

e, IIRABEARBMAS RIZEF ESIETLX.

iDRAC7 F P3TFras 36 i A 3tk AR 55 22 AR 5T 5 2 1+ A ARUBR ?

{2 % iDRACT BL E X BRAYFA P &8 T LAFT Fr sl KA AN HhiE ) &

NRTIR 1S AN 1B AR 55 SR A ST B KO 2

AR5 B BIR1E Virtual Console (FERUZHIA) TTE L.

{£F RACADM %34 racadm getconfig -g cfgRacTuning AJLAZERTER
cfgRacTunelLocalServerVideo RRRABEER.
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g & M Telnet. SSH BIEE&iEE R T 5 RACADM #%:
racadm -r (iDRAC IP) -u -p getconfig -g cfgRacTuning
AT AEERIETI & OSCAR B RSB HEERDER . BRAAHIZTHI &R, RERSEERERSHIMRE
. ZE, BERES%RTIDRACTI BELHEARMITEIE.
At 2 EEPIEHI AT ORERE RERBRER?
4% Management Station B /R 5 #E IR E 5 1280x1024.
4t 4 Virtual Console Viewer & O 7E Linux #£E R 2 HINELFT 2
Linux LRZFIEEERFTEUTFS FHE. BHREEMNIEEHE, WREEBFEHNREFTHE.
A1t 4 Lifecycle Controller B Linux XAE$ & FTHBRFERRESH?
EIEHI & FE USB RARIEhIZRF, 1B USB FRARIRENFE FF{XFE X-Window IRIERFK T ATA . 7E Virtual Console
Viewer B, FMIT T INE—IRIE:

+ % ZTools (TH) — Session Options (ZiEIEM) — Mouse (R#R) £+ . 7£ Mouse Acceleration

(RPRINE) T, %% Linux.
£ Tools (TH) 3BT, i%4#F Single Cursor (B—34R) %I,

HATZE Virtual Console Viewer B O ® [E R ARIE S ?

ERFEPIRFIASER, MRABRERFIERET ERMRE.

R B 2% & iDRACT FEHIRHI & % A% L B4 Single Cursor (BA—3k4R) I (T iDRACT EHlizH| &3 B
Tools (TE) T) . EIAANTLIRER .

B R & T2 R4 Microsoft IR(ER SR, ATLAEREESRIRG?

gt W TFELZEBIOS HFERTERISH AMAS, EIERETIIHFM Microsoft IBIERFR, 154X EMS
EEER, TEGEEIEEOK (BE) - AFLAEARMRE LIEE OK (HE) , AETEEFEITEN
BRS588. Efi%kds, S BIOS PFEMISHA.

%iEH 2 Microsoft £, ATEERAREMEHEERH. EMRAETZER, EHRETERERER
Bz HI, IR IDRACIRE A REFDXAERISHIE.

A4t 4 Management Station _E B9 Num Lock (B==$i%E) 3BRKTABE S BLEFERE 3588 £ Num Lock AYIRAS?

@37 iDRACT i/ 1a]BF, Management Station £ A9 Num Lock 5§ RAT A EE 5InERE £ LM FH EIRSHEE .
EREESIEN, HFPERSBATEEREHIZE, 5 Management Station A Num Lock KT %
AT AN ENE I ERER A S1E RR% 4 Session Viewer O ?

BEANKRFREELIEFE. HIRMEATIE.
MREMEHASBEEHTHEEAMAPHOZTERSRE, F—IMAPRESKIESEER?

A%, WRAHARFERSG, BEEERFIEHR.

BITEMEHESETESVER?

AT UM RIFRIMERE, HEFER 5 MBPS iEi%. A THFRRIKELE, FE 1 MBPS &%,

Management Station iZfTERIEH & B HARKREEXK?

management station 23K Intel Pentium 111 500 MHz 43228 F0 % /L 256 MB RAM .

A1t 4 Virtual Console Viewer B OG-SR “No Signal” (EfES) HER?

BRiZEE R DRACT ERURF A S S G BRI ERSREmMAN . BEBFLT, HITERSE XM
SEEXMIER. G, EERSHESEWZEREELSSHETZER.

A1t 4 Virtual Console Viewer & OB B < & 77"0ut of Range” GELIERED AIER?

BoRiZiE B R E AR SRS LGB Y iDRACT REMBIHRMNASER .. RLSH, B RoPHENRRIF
EdE, JRSSEEBYTERE. BEERLT, PIERS (FIMMRERNSERE) RETSHNRXTEE.
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M iDRAC7 Web REBEIERIEFI A SIEN, ATASERT ActiveX REHEHO?
iDRACT FTBEREZEME AR . ERRLESREIHEMEH ESENERREMHEET O, 1E15 iDRACT RN
FZE A R e S S R
1. B Tools (TE) — Internet Options CInternet &) — Security (%) — Trusted sites (Z{5ik
A
2. B3 Sites (34D Frisi N iDRACT &Y IP bk sk DNS Z#R
3. B Add GRin) .
4. B3 Custom Level (HEXESD
5. £ Security Settings (R£%8) & O, 7 Download unsigned ActiveX Controls ( #7247 ActiveX 3%
#) Tik#% Prompt (327R) -
#1114 Virtual Console Viewer 8258 ?
MREFEVUNFR, BEEEDIEHER, MARMUEHEERHRIEMN RN, BERASERIER
SZRMITHIA.
FEREREH &M, ATARKREDOS RARES?
Dell BIOS 1% R ERIEBhFE FFiE LA PS/2 AR, FEITAE, PS2 RinMEARMEHNEMNNE, XSHERS
Rt &Z 4 FEIR. iDRACT B USB RARIRENIERF, ARIFEXMIEFEZYIRRIRIESIRER. BI{E iDRACT 4% USB 4
ITRARALE %1% Z Dell BIOS, BIOS HEMAABHILREEMAE, TAREAE. EREXM A, BE
Configuration (ELE)> RHEPIFRFENIEE N USC/Diags.
BaIERIEHERE, BFOLREEMEH &P ED), EERBREDLER. AMTASEEXMER, W
TR ?
315 Mouse Mode (FRARIER) & E 4 USC/Diags, SAEXFIER. =T At+ M AT UEAMARZEAR
FRo BXIRT Alt+ M AT LAEEERIE S & P {ER RIR.
BIERRE & Z Rz CMC Web 5T /3 5h iDRAC7 Web SRHB}, A{t4 GUI iESHBR?
M CMC Web S /G337 iDRACT B ERUEHI &8, BITHREE N, RAEBRIMEINEHE. BEE IGFEEM
EHEITHETRAXKA.
J&zh management station _£[5]— iDRAC7 R 4tHT GUI FERUESI &/, MRAEXFABMHUEFAZABEGCU, S4
4 iDRAC7 GUI &iERBRT . MREXFESEREH ARHEEOZRE, B CMC Web H T /Z3h iDRACT GUI,
BARSHIiZEE.
At 4 Linux SysRq #27E Internet Explorer E7c3%{$ R ?
M Internet Explorer 1 i EE#IEHI A B, Linux SysRq BRIITAHBE S AR .. EA % SysRq ##, 2% Ctrl #1 Alt [
AF4% T Print Screen $#, SAB#AF. E#A(ER Internet Explorer B, @53 iDRACT 4% SysRq 2 % 1% F 522 Linux AR
£
1. BUEIETE Linux R85 ERYEASETIRE . BT LUER T34 £ 7E Linux &im BN EBUE:
echo 1 > /proc/sys/kernel/sysrq
2. #05E Active X Viewer B2 R HiBHER .
3. 32T Ctrl+ Alt + Print Screen.
4. {XFZ7% Print Screen.
5. 42T Print Screen+Ctrl+Alt.

% #&E: Internet Explorer #1 Java S ATA3#3% SysRq Thgk.

At ATEEEES & REBE R Link Interrupted” ( “3EHEHET” O BER?
ERZEE=HNSISHEERAEZMM O, 4 BI0S EE ™A1, iDRACIESEIFF. WTFATEZ 10Gb £ L
2B K, FEMREENMEZRMER T Spanning Tree Protocol (AR #HHL , STP) , BiFFATEISHEIM
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Ko ERMIFRT, BUGTERIRSF[HZSINIHOBA “portfast” GHAMRE) . KEHFRT, EINZ
H 81 8 ik E .

FE#AI R

AT AEBNRE FREREFNSEHA?

IR 4EBRT f5, iDRACT BEFS BT, Wi AR5 23 A0 0K 2 28 8 Y ik i

MREZFPIHAFZHPERCD, FHHCDBEFEMETIRE. EXMIFRT, WREFIHRERSHEACH E%E
CD, EFwIaE#BET, ZFIEFSPH. MRZFZEF, "IN GUI EFEIZEH L Z BIRIIRIE.

1R Virtual Media (EEBINTER) BLEi&E7E iDRACT Web FE K@ id At RACADM S E M, HEEEMNA
&, EEEEN RIS EE.

ESEMEEEPIIRNE, FFEHELINE Client View (FFRHMHED) HO.

AT 4B I ERN RZ L Windows R{ERSEEEE AT ?

WNER1E R Dell Systems Management Tools and Documentation DVD %% Windows 21E& %, 3 H MK EERIE,
BTMEER, REIEFMETEE KN EAEEE iDRACT Web RE. REBFOAFSIERREHE.
WA B FEE A5 SiE?

EZEZRS, ¥a BIOS Setup (BIOS &) HEZE5ISKE., HKEIENICD. EHIERE vFlash, ARERIEF
EFBUREMEIBINFE. ko, LRI CMOS IR B MG BIRF IR “spacebar” (=) #, BEBIEFIR
BAF5IS. flin, ENCDEHNRSS, FEHCORHNBEENSISMFEPHE—MEE.

Bk N RAER AL E AT 5] B8 E?

iDRAC7 £1F ML T AT 31 S MRS5S

CDROM/DVD #4B 7

1SO 9660 AR{%

1.44 S BN B UK
WIRIERGIAMERT RS BN A9 USB INTFE
USB A7 &A1&

M USB INTERIE AW 5| g &7
7£ support.dell.com 3% 2 Dell Boot Utility
&R LART L@ IS Windows 98 B3I 518, HERFXHMNBHNEEHIE| USB INTFR. flan, 7£ DOSIB/RHFF
T, WATI&GS:
sys a: x: /s
Hi, x 2EERENT5ISEER USB ATEE.
BERN RB2M I EEITRYE . ERTETEET Red Hat Enterprise Linux 5 SUSE Linux IR {ERZRI RS
LB BRI/ ERL CD k& . WMAMRRXAEIE?
R Linux AR ERER A X B NBERIRERENEFEN CD Ikehds. EMIBERRERNE, F
E# 3 Linux SRR ERISREZRHMBHIRET S, EMIERKERNE:

1. $TF Linux S SRR T HSITUT @2

grep "Virtual Floppy" /var/log/messages
2. RENZIEBWRMZ B HICTRIE,
3. £ Linux BRFRIBITUA TS

grep "hh:mm:ss" /var/log/messages

hh:mm:ss £ grep £ H 8 1R E15 2 RIFT B
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4 EDZR3IH, BFE grep SHERFRIIK FEMRENRES .
5. R EMINFEIER BRI B IR ENEE
6. 7£ Linux IRRFFALZITA T &%

mount /dev/sdx /mnt/floppy

Hr, /dev/sdx 2H B4R EIMIEER, /mnt/floppy RMES.
EMEER CD IEENEE, FTEHE Linux S ECZIER CD IR AIZET S EMEERL CD IRFI:E:

1 $TH Linux SR TFHFHFEITUATH%:
grep "Virtual CD" /var/log/messages
2. HBZERMREHZBEFIETRIE.
3. 7 Linux RTFRIBITUT 4
grep "hh:mm:ss" /var/log/messages
hh:mm:ss 2 grep ZEH 18 1R EE S BIET B 2.
4 EHRIP, EF grep wSHERFREIM T Dell A/ CD BIRER
5. MR 2 & MINFFEREE L CD IR SRR .
6. 7£ Linux IRRFAILZITA T @<
mount /dev/sdx /mnt/CD

Hrh, /dev/sdx RSB 4R EIMAIEER, /mnt/floppy =M S.

At 4fER iDRACT Web REHTRIEEGEHZE, EET RS [AEME B[S HMER?
E4E# =S IDRACT EE, Wi miziEZI e EMIREE. iDRACT TREER, WEHRHIEHRHIN.
At 4R USBREZR, FRAR) USB REHETHERE?

ERINTFRI&EF0 vFlash I EEHN E S USB & EEFEHL USB B&, BIHEZR—1 @A USBimO. Tt
AT A REk vFlash USB 1% & &% 8] 4/l USB BERSIBT T ESE, FiA BRI A0 vFlash i Z#01% M EH1 USB
BEEMHTIER, RARTCINBEMEE. WRENBRERZFERAEUNFREE, BLEMMILSB—IHZ
Arﬁm Rk vFlash &% . EEBEFERZA, BEXEZAERENUSBEE.

USB Reset (Ei®) =BT 4AIER?

BRI EREZEIREFAVITTZE USB & &A1 USB 128 .

TR BUEHIA T R BB EEIERE?

ELPENN R REESE, ERIZERT ENITH SEMN R, SUITTIE—RE:
BEREERIAER KIRE.
ZRAEMN RANERISH A8MmE.
K FEERBERT, SERSEMEUN FRREMITT &/ IDRACT Z BRI BIBAM A ZRIP.

0 R4 F{E AT Windows BR S 884 {E &%, 151=1E Windows BR %% Windows Event Collector. ZH T
1€, 158 ZE Start (FF48) — Administrative Tools (ZIETE) — Services (BRFS) . &% & Windows
Event Collector 7 /5 B2 Stop (4F1L)

AERRATNRY USB IFENAEN, BIELNRERR—1EHR, HASHHERKKRHE

27
RAaiFERHmREMREIRE. ESXEMLERHNEZR, EXHATEERNEANBTHNBRER.

BRI IR EE SIS R 2R ?
ERIERAEIRS2E 35 FAT16 5 FAT32 X4 R % .

At AR ER S B DVD/USB B, BIMEEBNREAFIAER, MARTERER?
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415R Remote File Share GRIEXHHEEINGE, RFS) EHEFER, BESETEIRERE. BXNAIFER RFS SE
PNR-HEWEP—A, TERER.

vFlash SD &

vFlash SD £ AT $i7E ?
LIRMETEEMITR, RHESHIE vFlash SD £. fFlan, EXELIRIERIES.

SNMP 36 1E

At 4 BRER “Remote Access: SNMP Authentication Failure” GEFEi5iE: SNMP BiESLK) ?

TE A EIRTHBERYEARKER S, IT Assistant 2RI IE I FBY get F0 set FKZFR. 7E IT Assistant /7, &Ry get H{A
ZFR = public T set BI{R&#FR = private. EKIANER T, F-F iDRACT XIRF2/FH9 SNMP RIBTRF B R Z TR A
public. 2 IT Assistant & i set 15k ES, iDRACT RIBIZFSHE MK SNMP IESEIR, EAEMIEZREHAKS
public B9IEK .

EPH LS K SNMP IHESEIR, B FURARIBIEFIEZT AR EZTR. BT DRACT AATF—1ERETR, Hit
BT IT Assistant B & E{F FHEFE AT get FA set AKRZ TR,

it &

R EIES RS g S8 5 2885%E 87, 3B OpenManage Storage Management (OpenManage 755 8)
RRHITE4IE &L iDRACT &, Aft4?

iDRAC7 {X &7~ Comprehensive Embedded Management (& #AREIE, CEM) ZIFMiREEER.

RACADM

1T IDRAC7 ({£FH racadmracreset %) EEE, WREZHUEMHES, WEBETFUTHEHR. XRFHALE

B
llb\?

ERROR: Unable to connect to RAC at specified IP address (ffiiR: TiREIRE 1P M
ki rRAC)

tH B RN ELFEE IDRACT EREER, THALEM®S.
£ RACADM fr $#FHrén, RLERTMSH.
f$F RACADM 2T <), AIRESBEILUT—HE MER:
Zith RACADM $HiR1E 2 — aiEE. ENRISERFNZFREEIREE @R
JTZ RACADM $EiR1EE — W IP Hehb$8iR . A P & $BiIR U ADSEIRF BIRT .
3t iDRACT #4T Ping MiXHAiE, MRELAEIMIAEER 2 FNIRMEER, MigH Ping MR .
TBMRARL LH ARP .
FZ#ZE RACADM Fcik M SUSE Linux Enterprise Server (SLES) 11 SP1 #£§%l iDRACT.
IR E LI E A1 openssl # libopenss| KA. ZITU T $ % RPM 4461,
rpm -ivh --force <X %>

Heh, 42 openssl 5% libopenss! rpm &R £ 3014

190



Blan:
rpm -ivh --force openssl-0.9.8h-30.22.21.1.x86 64.rpm

rpm -ivh --force libopenssl0 9 8-0.9.8h-30.22.21.1.x86 64.rpm

At AEREEBR, 42 RACADM Fi&F Web BIRRESTE/AA?
=& iDRACT Web fRS52R/R, FIREREZF/LS 8, LiE RACADM AREZFIET Web MR EA S LEATA.
LU S E 8 iDRACT Web AR %23

£/ iDRACT Web AP A EEHU MK BN MER LB MR .

B4 cfgRacTuneHttpsPort Bt (E14Fi@3d config -f (BLE M) SHITEMRE)
{EF racresetcfg A S BT .

E & iDRACT B,

L E#89 SSL AR EEIEH T .

{ERZAH RACADM tiEE G, MREXEMELSR, AMBREIRES?
XERERAAEEGESX. B, 2o XI—KEEESHBRHET “EMEIX” BEE. MIREZEE
T, BB XIIRETR, RERBRSX.

HAth

W E R 7] AR 58% 89 iDRAC [Ptttk ?

A& A LU TR —Fh 7555 E 4% iDRAC IP 3t

{£F CMCWeb SR &: % % Chassis (HlF) — Servers (FR%28) — Setup (&E) — Deploy (3B8) . £
THIREHEBRIRS A IP ik,

FEREREHE: FHBHK (POST) HEEH/Z5NARSEES DRAC IP it @i BITiEIE%RE 0SCAR
Ry “Dell CMC” #Z=#| &% % CMC. AJMILtiEIZ %4 1% CMC RACADM %74 . 5% CMC RACADM Fin & 5%
B (& F IDRACT #1 CMC £9 RACADM > $1TEZF M) -

fEZA 1 RACADM /1, {Ff#%: racadm getsysinfo, fflal:

$ racadm getniccfg -m server-1 DHCP Enabled = 1 IP Address = 192.168.0.1 Subnet
Mask = 255.255.255.0 Gateway = 192.168.0.1
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